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STBJaCTi Reports of the United Klagde&tinlted states Comunlcattcn 
Security Conference* 

Enclosure: One copy of subject reports* 



1# As per our recent conversation, Z an f crmurding herewith for 
your Information, an advance copy of subject reports, which are being 
submitted to AFSAC fen: consideration and approval prior to aobadoalen 
to the joint Chiefs of staff via the Director, Ccnaunicaticnsi*^^ • 

2* The reports consist of - 

enclosure (A) Report on the aeplacoment of the COS* 

anelosuro (B) Report setting forth the results of the eagdoratoxy 

exchange of information on certain cryptographic developaento* 

3* The subject conference proved to be a moot successful one from 
both the U.s. and British standpoints, and X feel that a good foundation 
for future effective collaboration In the cryptographic field has been 
established* 



EARL E. STORE 



Rear Admiral, U.S. Navy 

Armed Forces Security Agency 



Copy to: 
AFSA-12 
AFSA- 
AFSA-123 



RADII Earl E, Stone/dk/4 Rot 50 
AFSA-00, Ext. 523 
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BRITIS H'gQNSfES STASES COMMUNICATIONS SECURITY CONFERENCE 

minutes of 

THE FINAL MEETING- CF THE PLENAK? COMMITTEE 



The Final I&eting of the Plenary Committee of the British-Baited 
States Coinmaioatioas Security Confer once was held at 1515 on 27 Ootober 
1993 in Steam 1212® B e S a Natty Security Station® Washington,, B»C 0 

REPRESENTATIVES PRESENT ' 



UNITED STATES 

Ur „ W«F« Friedman s Chairman 
Bear Admiral Earl E„ Stone ® USE 
Captain L«F 0 S afford® USE 
Captain E 0 Q® Ilanson® USE 
Captain J*S„ Harper® USE 
Colonel SoCo Sears® USAF 
Colonel John C« Arrowsmith s USA 
Colonel Roy H* Lyrm® USAF 
Colonel Orville Laird® USAF 
Lto Colonel Roll® Horton® USA 
Lt e Colonel Kelso G« Clow® USA 
Commander G««V 0 Linn® USE 
Dr® A® Sir Jew 



UN ITED K INGDOM 

‘in i— ~ ■ m -tOTiumwiMiiii !■ - 

Mr® T e R«W 0 Burton Miller 
Mr® J 0 U®G* Pollard 
Brigadier JoH 0 Tiltman 
Commander J«R®G 0 Trechman® RoE® 



SECRE TARIAT 

LT J,Wa Pearson® USE 

Mr® H e D 0 Jones 

Hiss Catherine M 0 Johnson 



s 

\ 




\ 
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flffimt&L STOIIS called the meeting to orders Ife said that he had r@® 
eeivecT a note “f?3S Brigadier Generd llodellaad in which he expressed his 
regret at not being able to attend tho dosing Plenary sessions Tie explained 
that official business had required General IfedaHaad’s presence in San 
Antonio, Texas, and the General had asked that his apologias bo conveyed to 
all concerned and that his best wishes bo extended to the British delegates 0 

ADTItRAL STORE then stated that the Session had before it final versions 
of tro reports ^ "fee approved for forwarding to the respective British and 
U«S« Chiefs of Staff? He suggested that, unless there ms further comment, 
the final versions of the reports bo signed at that tine? 



of cot 



ADMIRAL STOWE and MR? HELLER proceeded with the signing, and exchange 



ADMIRAL STORE said that he wished to express his appreciation for the 
work which Kad been accomplished, adding his fooling that a £Lm groundwork 
for future operations in the Ckxanrunications Security field had been laid? 

He expressed his opinion that the conference had been most worthwhile, and 
said that he thought much good would come of it* 




asked Ur* Miller if he had -any comments he wished to make* 



MR* MILLER responded with the following remarks s 



“Thank you very much for your remarks about the Conference* May I 
also thank you on behalf of the other members of the British team 
who were not able to be here for the close of this Conference* As 
you may know, Capt* Cairns is already in England, and the machinery 
is practically set for the return of the others of our group* Mr* 
Jolley is waiting in Hew York, and Lt* Col* Henn-ColUns is in 
Canada, from whence he will return to New York and fly home from 
there. So far as the Conference is concerned, I would thoroughly 
endorse your remarks that the Conference hue been an outstanding 
success* It has been a landmark in tills particular art* It is a 
landmark in terns of its success, and in that it has covered a far 
wider field than has ever b&si covered before, and I feel that all 
items were discussed with great frankness and freedom* I would like 
to thank all the members of your team on every level for their 
cooperation and personal kindness 5 we have thoroughly en^qyed our 
part in the discussions and also the lighter vein which has been 
introduced from time to time* In every discussion we have learned 
a great deal, and we will go bade home with a lot of information 
which will be valuable to us, and I hope that we have left behind 
something which will be of value to youa 







mi 
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TQP -S EGRBT — 

“There is one aspect which has been brought vexy firaly home to 
aso- Za 19h p. we stood in dire of a combined cypher mad&ne* 

The problem was examined and it was found that the t7«3» and British 
cypher machines were irreconcilable* and it was by luck sod 
gem&ty* rather ths&i by forathou^it* that the CCS Which we hews at 
tils moment was devised and was used almost throughout the war* 

It was* however* a machine which was less secure than the British 
and U»S. National l&cshines* Haying made those remarks* which might 
seem disparaging* I would like to remark that -that machine without 
a doubt was our salvation* In 1950* we have had the British end 
U„So Communications Security Conferences* and twice more we find 
that in respect to sons of the item discussed* development by the 
British and H«S« has readied a point where reconciliation of the 
machines os they stand is going to be extremely difficult® The 
lesson I have learned is that if we are going to achieve satis* 
factory Combined Communications* w© should have regular and frequent 
discussions on these matters before designs are frozen and modifies^ 
tion becomes impossible* 



"I think I have nothing else to say other than to thank you far 
your personal kindness* Y/e look forward to having you join us in 
London next year* and we hope that we con reciprocate in some way 
the kindness which we have received at your hands© 5 * 



AIMTHAL STONE thanked Mr* I&Uor for his remaxks* and said that he 
woul<T!^Cke ' to empress his appreciation to all members of the British 
teamo He expressed regret that the entire British delegation could not be 
present at this final Session* and asked that Hr* Miller convey to them 
the best wishes of the U 0 S© delegates® 



ADMIRAL STOICS than asked for any further comments* 

There were none* and the Meeting was declared adjourned at 1535® 
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Flen spy Cowit&ee 
AGENDA 

P« to® dosing meeting to be fesSLd at X590 8 27 Ootebsz* 1950, 

Bern 12X2, nfflSBCSS A 



lo Approval of tea Report, to the IToS© end British Joint Chiefs of 
Staff bp tee &RB5A CflssBsilcation Sooisitp CosaSSssencoo 



2« Closing remarks tp 1 fir* SOff. 



3© Closing non&rike bp Adfeoiral Stone » 




;716; 



L. V* IV L. 



October 1950 



SUBJECTS BWBk (temss&ssMm Sosas&fy CmSsemo® 
70s SfsdivMael© listed ia paragraph 2« 



Is closing CesMncd fei&ing of th® BKBA Cena&oa&lfia SeosE&tgr 
Coafbrsnoo will bo bald in Bom 7302 g Wmy S eera&ty Station;. aft 1500 
ca Mdogr^ 27 Qstsbs? 1950« 

2« S&© £ dUbnatag United States personnel are indited to attend 



FZMAHf ooiassxmB 



Rser Admiral Sari E* Stone* IBS 
Major General Ho S® UBC&sllmdg V&KF-f 
Colonel So P« Colliasg 03A 
Captain <7* H« danger* IBS 
Colonel R» B# X$nn* IBAF 



SERVICE CfiTPTOLOSXC AGSKCXES 
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SUBJECT: BKOSA Coimunlcatlon Security Conference 

'SO: Mr. W. F. Friedman 



1. The Combined Executive Comal t tee Mbs ting and the closing 
Combined Plenary Session of the BKGBA Communication Security Conference 
scheduled for 1000 and 1100 hours, respectively, Friday, 13 October 
1950, have been postponed until sonatina after 23 October 1950. 

2. Information regarding a hew tin© and date will be furnished 
as soon as available. 













WILLIAM F. FRIEDMAN, 
Chairman, Executive Committee 
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5 October 1950 



SUBJECT: BRUSA Communication Security Conference. 
TO: Individuals listed in paragraph 2. 



1. The closing Combined Meeting of the BRCSA Communication Security 
Conference will he held in Boom 1212, lavy Security Station, at 1100 

on Friday, 13 October 1950. 

2. The following United states personnel are invited to attend this 
meeting. 

FLKKAHY C08MITTSS 

Rear Admiral Sari E. Stone, OSH 
Major General H. M. McClelland, USA? 

Colonel S. P. Collins, USA 
Captain J. H. Wenger, USE 
Colonel R. E. Iynn, USAF 

SERVICE CRYPTOLOGIC AOBHCIKS 



Brigadier General William N. Gillmore, USA 
Captain L. S. Howeth, OSH 
Colonel Orville J. laird, USAF 



EXECUTIVE COMMITTEE 

""j — « .l im—.—m 



Mr. W. F. Friedman 
Captain E. 0. Hansen, USE 
Captain J. S. Harper, USE 
Colonel R. C. Sears, USAS' 

Lieutenant Colonel R. H. Horton, USA 

SECRETARIAT 



Lieutenant J. W. Pearson, OSH 
Mr. H. D. Jones 



CHAIRMAH, SUBCOMMITTEE A 



Captain L. F. Safford, USE 



CHA IRMAS, SUBCOMMITTEE B 
Dr. A. Sinkov 



V, 



FoFRUSDMAH, 
Chcinzan, Executive Committee 
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Mr a Friedman 





Seating arrangement for the Plenary Session, BRUS& Communication Security 
Conference, scheduled for 1100 hours, Friday, 15 October 1950. 



Miss Joimsoa 




00 / 
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BHPBA COMSEC C05FS5MCE 

Schsdule of Msetings for ths Week Beginning 9 October 1950 



Monday, 9 October 1950. 

100C Meeting of Subcommittee A. 

1330 Continue meeting of Subcommittee A 0 

Tuesday, 10 October 1950. 

1000 Completion of discussions end drafting of reports by 
Subcommittee A. 

1330 Completion of discussions and drafting of reports by 
Subcommittee B. 

Wednesday, 11 October 1950. 

0800 Typing of reports. 

IbOO Executive Committee meeting to consider the reports of 
Subcommittees A and B. Meeting in Boom 1212, navy 
Security Station. 

Thursday, 12 October 1950 

1000 Executive Committee meeting, if required. Meeting in 
Boom 1212, Navy Security Station. 

1300 Retyping of final reports. 

y*5«iay, 13 October 1950 

loop Executive Committee meeting to approve final reports. 

Boom 1212, Navy Security Station. 

1100 Plenary Committee meeting, Boom 1212, Navy Security Station. 
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SUBJECT: BRUSA Communication Security Conference. 
TOg Individuals listed in paragraph 2. 



1. The closing Combined Meeting of the BRtBA Comounication Security 
Conference will be held in Room 1212, Havy Security Station, at 1100 

on Friday, 13 October 1950. 

2. The following United States personnel are invited to attend this 
meeting. 

ELMARY COiMTTEE 



Rear Admiral Earl E. Stone, USH 
Major General H. M. McClelland, USAF 
Colonel S. P. Collins, USA 
Captain J. H. Wenger, USB 
Colonel R. H. Iyxm, USAF 

SERVICE CRYPTOLOGIC AGENCIES 



Brigadier General William N. Gillmare, USA 
Captain L. S. Eoeeth, USH 
Colonel Orville J. Laird, USAF 

EXECUTIVE COMMITTEE 

Mr. W. F. Friedman 
Captain H. 0. Hansen, USH 
Captain J. S. Harper, USH 
Colonel R. C. Sears, USAF 
Lieutenant Colonel R. H. Horten, USA 

SECRETARIAT 

Lieutenant J. W, Pearson, USH 
Mr. H. D. Jones 

CHAIRMAN, SUBCOMMITTEE A 

Captain L. F. Saffosrd, USH 

CHAIRMAN, SUBCOMMITTEE B 
Dr. A. Sinkov 
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27 September 1950 



MMCBMDl&l KB 3Hg MBS OF SHE TOMBS CCUMimEt 
Subjects ^tentative Minutes of tbs First Meetings 



le The subject minutes are forwarded herewith for your 
cm slderatlcn <, 



2» Please advise the Secretariat, located in Boom 211, 
Building 19, U e S. Navy Security Statical, telephone extension - 
354, of your comments and/or concurrencSc 



Jo W a EEABSCN 
1. Do JOiBS 
Secretariat 
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BRITISH - UNITED STATES COMMUNIC ATI 0N3 SECURITY CONFERENCE 

MINUTES 0? 

THE FIRST MEETING OF THE PLENARY COMMITTEE 



The First Meeting of the Plenary Committee of the British ■=* 
United States Communications Security Conference was held at 
1430 on 21 September 1950 in Room 1212 , Uo S c Navy Communication 
Station 9 vfashington s Do C 0 



Representatives Present 



United States 

Jjke ar Admiral Earl E 0 Stone, USN 
Major General Ho M, McClelland, USAF 
Brigadier General !V 0 No Gillmore,USA 
Colonel Ro Ho Lynn, USAF 
Captain L* So Howeth, USN 
Colonel 0 o J» Laird, USAF 
‘-'Colonel So Po Collins, USA 
Captain Lo F„ Safford s USN 
Captain J a N, Wenger, USN 
Captain J. S„ Harper , USN 
Colonel Ro Co Sears, USAF 
Captain H, 0 o Hansen, USN 
Lto Colo Ro Ho Horton, USA 
Mro ’.Vo Fo Friedman 
Dr* Ao Sinkov 



United Kingdom 

MTo T 0 R 0 W 0 . Burton Miller 

Captain, the Earl Cairns, R 0 N 0 

Mro Kenneth Perrin 

Mro J 0 M 0 G 0 Pollard 

Lto Colo Co Ao Henn-Collins 

Mr* Eo Ho Jolley 

Brigadier Jo Ho Tiltman 

Group Captain Benjamin Ball, RAF 

Commander J 0 R 0 G 0 Trechman, Ro N 0 



Secretariat 



Lieutenant J 0 >V« Pearson, U.SoN, 
fJlTo Ho Do Jones 
Kiss Catherine M? Johnson 
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ADMIRAL STONE opened the First Plenary Session of the Bri- 
tish - United States Communications Security Conference by wel- 
coming the British Delegation on behalf of the U 0 S. Represen- 
tatives, Stating that this Conference was another link in the 
chain of friendly U. S. - British relations. Admiral Stone em- 
phasized the advantages of collaboration in the vitally important 
related fields of Communications Intelligence and Communications 
Security , and remarked that this Conference represented a further 
step in British-U.S. collaboration in that it was concerned with 
Communication Seourity developments of a rather wide scope . He 
continued by stressing the importance of combined communications 
security, and stated that all concerned were striving to assure 
the maintenance of adequate seourity in combined communications 
on various levels*, He added that it was his hope that collabo- 
ration would do more than to assure the maintenance of adequate 
security, explaining that in the reciprocal exchange of crypto- 
graphic information, the United States Technical Experts, al- 
though feeling that they had much to offer, knew that they would 

f ain much useful technical information from the exchange with 
heir British oolleagues, and further that such information 
should have beneficial effects on the security of purely U.8. 
Communications, and that reciprocally, it was hoped that what- 
ever information U. So Technicians could provide, would prove 
beneficial to the seourity of purely British Communications. 

Concluding his remarks by expressing the hope that the 
visit of the British Delegation to the United States would be 
a pleasant one. Admiral Stone invited the members of the Dele- 
gation to call upon him for any personal assistance that he 
might be able to render. He then invited Mr. Burton Miller, 

Head of the British Delegation, to address the Conference. 

MR. MILLER, speaking on behalf of the British Delegation, 
thanked Admiral Stone for his words of welcome, stating that 
they had been looking forward to their Visit, and to getting 
on with the discussion of the items on the agenda. He re- 
marked that discussions on some of the items had been held 
before, and that they had proved very profitable. He stated 
that one or two aspects had presented stumbling blocks, which 
had been satisfactorily removed, and therefore, he saw no 
reason why decisions could not be reached at this time on 
which both parties could build and forge ahead. He pointed 
out that notwithstanding the name "Initial Exploratory Con- 
ference", he felt that decisions could be reached on certain 
items which would be of mutual benefit to both parties, but 
that much benefit could be gained from exploratory discussions 
of other items on which firm decisions could not be reached at 
this time. Stating his desire to make the maximum contribution 
during the deliberations and discussions to follow, Mr. Miller 
concluded his remarks. 
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ADMIRAL STONE thanked -Mr, Miller , and invited General 
McClelland, Director Communications-^llectronics and Chairman 
of the Joint Communications— Electronics Committee, to address 



the Conference- 



/ 

y 



GENERAL MCCLELLAND, extending additional words of welcome 
to the British Delegation, recalled that since the establish- 
ment of his office, approximately one year ago, he had noted 
increasing collaboration between the U„ K, and the U, S, , 
particularly with regard to the Military Services of the two 
countries^ In explaining the functions of his office. General 
McClelland stated that it had been established under the Joint 
Chiefs of Staff to provide overall coordination among the 
communications-^electronics activities of the three Services, 
and that control and supervision was vested in the Joint Com- 
j/’lmic at ions'^Electronipe Committee which operated similarly to 
BJCBo He continued by saying that the Joint Communicatiorjs- v 
Electronics Committee was a completely integrated organization 
having two Colonels from the Army, two Captains from the Navy, 
and three Colonels from the Air Force j he emphasized the fact 
that his own position was completely neutral , 



/ 

/ 



GENERAL MCCLELLAND pointed out that the Director, Communi- 
cations-Electronics also served as the Chairman of the Joint 
Communications^Electronics Committee, the Chairmanship being 
rotated among the three Services every two years n He remarked 
that a great deal had been learned from the British during the 
vfer concerning Committee Government, particularly the principle 
of unanimous decisions, and that while he had the authority to 
resolve a split vote, it had never been necessary for him to 
do sOc He concluded his remarks by pointing out that the Joint 
Communications-Electronics Committee had a responsibility to 
the Armed Forces Security Agency in that it was charged with 
providing communications for that Agency's communications 
intelligence activities. 



ADMIRAL STONE thanked General McClelland, and stated that 
the Conference had progressed to a point at which he thought 
it would be appropriate to select a Conference Chairman, On 
behalf of the United States Delegation, Admiral Stone stated 
that he was pleased to offer the Chairmanship to the British 
Delegation, 



MRa MILLER, thanking Admiral Stone for his offer, commented 
that he was not sure if it would not be advantageous to have an 
American Chairman, 

ADMIRAL STONE replied that the American Delegation would 
be very happy to have the British provide the Chairman, particu- 
larly in the person of Mr, Miller, 
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MRo MILLER stated that he was happy to accept the 
Chairmanship . 



Before turning the Chair over to Mr*. Miller, Admiral 
STONE said that there were several matters that needed to be 
covered; he requested Mr* Friedman to present a statement 
setting forth information that would be useful as background 
for the Conference., 



MRo FRIEDMANstated that he thought it necessary to in- 
vite the delegate attention to the fact that there are in 
existence certain agreements between the United Kingdom of 
Great Britain and Northern Ireland and the United States, and 
between the U„ K 0 Chiefs of Staff and the U. So Chiefs of 
Staff with regard to (1} security measures for the protection 
of classified military information disclosed by or exchanged 
between the two governments, and (2) arrangements for the 
protection of the rights of inventors of equipments disclosed 
by or exchanged between the two governments* 



MR* FRIEDMAN then read the following two articles from 
the currentAagreement regarding mutual defense assistance 
which enteren into force on 27 January 1950: 



"Article V 



"lo Each contracting Government will take such 
security measures as may be agreed in each case between 
the two contracting Governments in order to prevent the 
disclosure or compromise of any classified military ar- 
ticles, services, or Information furnished by the other 
contracting Government pursuant to this Agreement P 

"2o Each contractin * Government will take appropri- 
ate measures consistent with security to keep the publio 
informed of activities under this Agreement „ 

"Article 71 

"I* The two contracting Governments will negotiate 
appropriate arrangements between them respecting res- 
ponsibility for claims for the use or infringement of 
inventions covered by patents or patent applications, 
trademarks, or copy rights, or other similar claims 
arising from the use of devices, processes, or tech- 
nological information in connection with equipment, 
materials, or services furnished pursuant to this Agree- 
ment, or furnished in the interests of production under- 
taken by agreement between the two contracting Governments 
in implementation of the pledges of self-help and mutual 
aid contained in the North Atlantic Treaty*" 
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Continuing his remarks , Mr 0 FRIEDMAN pointed out tiiat it 
was assumed that this Conference would take cognizance of the 
foregoing articles in the U, K, - U, S, agreement , and that the 
representatives of the respective Governments would govern 
themselves accordingly. He emphasized that in order to be on 
the safe side, it was to be understood that all information 
disclosed during the Conference would be regarded as classified 
information,, regardless of whether such classification is in 
the military sense or in the sense of "Confidential” as used 
in the processing of patent applications through the Patent 
Offices of either or both governments. 



MR, FRIEDMAN concluded his remarks by stating that Admiral 
Stone had designated Lieutenant Pearson as his (Admiral Stone f s) 
representative to receive requests for any written technical in- 
formation or drawings which might be desired by the British 
Mission,, and that such data as might be available would be trans- 
mitted from Admiral Stone B s office to the Head of the British 
Mission, 



ADMIRAL STONE said that he would turn the Chairmanship over 
to Mr, Miller at this time, stating that he would be pleased to 
assist the Chairman in any way possible, 

MR, MILLER replied that upon reflection, he felt that it 
would be better if Admiral Stone assumed the Chair, 



ADMIRAL STONE stated that he would be pleased , and if it 
were agreeable, he would take the Chair, He suggested that it 
might be well at this time to review the Conference Agenda, ex- 
plaining that it was composed of two parts: (1) Replacement for 

the Combined Cipher Machine, and (2) Exploratory, He pointed 
out to Mr, Miller that he had altered the order of the items as 
a result of their discussions on ’Yednesday, 20 September 1950, 

MR, MILLER replied that the order of items on the Agenda 
was agreeable to him, 

ADMIRAL STONE continued by saying that as had already been 
indicated, tJ, S„ Authorities hoped to come to some specific 
understanding on the first item on the Agenda, and that he had 
designated Captain Safford, U,S,No, who had had a great deal of 
experience with the seven rotor BCM, to be his representative 
in disclosing and discussing that machine. He suggested that 
if it were agreeable to the British Delegation, he would set 
0930 e 22 September 1950, as the time for showing the seven rotor 
machine in Room 319 of Building 17, stating that the U, S, 
Delegation were prepared to spend the remainder of the morning 
discussing the machine, and at the pleasure of the British 
Delegation, the discussions would be resumed in th8 afternoon. 

He inquired of Mr,. Miller if the foregoing proposals were 
agreeable;, 

TOP SECRET 
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MRo MILLER replied in the affirmative < 



ADMIRAL STONE remarked that it might be possible for the 
Conference to proceed on Monday of next week with the explora- 
tory discussions*, pointing out that U* S* Representatives had 
prepared a suggested form, Enclosure A to the Agenda,, which 
showed the scope of the discussions* He inquired if the Agenda 
with Enclosure A were generally satisfactory to the British 
Delegation* 

MR* MILLER replied that the Agenda,, with Enclosure,, was 
satisfactory* stating that they had already had an opportunity 
to study some of the problems* He explained that one exhibit 
and quite a number of papers were supposed to have come over 
with the British Delegation on the Queen Elizabeth » but present 
indications were that they had not been aboard* however* he 
added, he had taken steps to have them dispatched as soon as 
practicable * 



ADMIRAL STONE stated his appreciation of the situation, 
and added that perhaps it would permit the British Delegation 
to remain in 'Washington longer than had been anticipated* 
Turning to the next item of the Plenary Agenda, he proposed 
that the matter of Committee Structure be considered next* 

He observed that a paper, indicating the U. S* representation 
on the Plenary Committee, Executive Committee, and Sub-Cora- 
mittees A and B, had been distributed, and suggested that it 
might be advisable to ascertain the names of the British repre=> 
sentatives for the Executive and Sub-Committees at this time* 
With regard to the selection of Chairmen for the several Com- 
mittees, Admiral Stone suggested that the British Delegation 
designate the Chairman for the Executive Committee and sub- 
committee B, but stated his preference for retaining Captain 
Safford as Chairman of Sub-Committee A, in view of the fact 
that the United States was the disclosing authority* 

MR* MILDER indicated his agreement to Admiral Stone’s 
suggestion, stating that his delegation was so small, they 
would work as a team on most of the items* He stated his 
preference for restricting British membership on the Com- 
mittees to the Delegation itself, reserving the privilege of 
calling in various British residents of Washington from time 
to time * 



Indicating his agreement with Mr* Miller’s remarks. Ad- 
miral STONE said that he, assumed that the full British Dele- 
gation would be a part of the Plenary Committee, unless Mr* 
Miller would prefer some other arrangement* 

MR* MILLER replied in the affirmative* 
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f ADMIRAL STONE announced that there would be a meeting 
of the Executive Committee immediately following the Plenary 
Meeting at which time the times and places of future meetings 
could be arranged o Turning to another subject, he recalled 
that the matter of standardization of rotors had already been 
mentioned in a paper which had been forwarded to the British, 
and that U. So Authorities were of the opinion that the inter- 
change of rotors on whatever machine is agreed upon for cora° 
bined use was of utmost importance; he proposed therefore, 
that the subject of standardization of rotors be Included in 
the discussions on the replacement of the Combined Cipher Machine 



, MRo MILLER agreed to the proposal* 

ADMIRAL STONE then requested Mr* Miller to act as, or 
designate, the Chairman of the Executive Committee, at least 
on a temporary basis* 



MR* MILLER replied that he himself would assume the Chair~ 
manship of the Executive Committee, at least for the Meeting 
today* 



ADMIRAL STONE inquired whether there were any further 
comments to be made at this time* 



CAPTAIN HOlVETH stated that he would like to take this 
opportunity of welcoming some of his old friends to ’.Vashington* 

ADMIRAL STONE introduced the members of the U. S. Dele~ 
gation, and welcomed Group Captain Ball and Commander Trech- 
man to the meeting., He stated that Mr 0 Friedman, Colonel 
Collins, and Colonel Lynn would be his representatives at 
the Meeting of the Executive Committee to follow* 

The meeting adjourned at 1456* 
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Office Memorandum • united states government 



TO ! AFSA-14 DATE: 24 August 1950 

FROM : OJRafSA 

subject: u.s, _ British Conference on the Exchange of Cryptographic Principles 
on a Reciprocal Basis (AFSAC: 63/1) 



Please draft appropriate opening remarks for my use at subject conference. 




EARL E. STONE 
Roar Admiral, U.S. Navy 
Director, Armed forces seourity Agency 





SECRtrt - 







DRAFT 

It is with a great deal of pleasure that I welcome the British 
Delegation from GCilQ to the United states and to the Aimed Forces 
Security Age ncy. I am sure you are all aware of this new Agency, 
which was created a little over a year ago and has brought about a 
further integration of the cryptologic operations conducted by and with- 
in the Armed forces of the United States. In using the word cryptologic 
I mean to Indicate that ff 3A is now in a position to deal with ths 
whole coin, one side of Which represents ths communication intelligence 
activities, the other, the communication security activities of ths 
Arstd Forces of ths United States. ASSA is, in fact, now an organisation 
rather similar to OCHQ, which ws, on this aids of ths water, have always 
admired for its great accomplishments and successes throughout the years 
of our association. 

Britieh-U. S. collaboration in the communication intelligence field 
wae very close during World Bar II, so close, in fact, that lte beneficial 
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r vaults represented a major contribution in tho successful outcoas 
of that ear. Ths details of that story ara pretty well known to all 
of us here today and need not be elaborated on at this time, except 
to say that the olose war-time collaboration in that field has been 
extended to our present so-called peace-time. 

Also during World War 12, there was British-U.S. collaboration 
in the ooaaunioation security field, a no lees Important activity, 
and in soma respects even more Important than the COMINT, or, as our 
British friends say, the SIGIMT field. The collaboration eae not 
ae complete, perhaps, since it involved for the most part only the 
security of hi*heet-level Combined communications. But, again, success 
greeted our Combined efforts, even though it might have been noted in 
less spectacular fashion. The present Conference represents a further 
etep in 'tritish-U.3. collaboration in the field of cxyptology, for 
it is devoted to communication security matters of fairly wide scope. 
Wot oruy will there be discussions on Combined Communications of the 

- 2 - 
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highest level, and specifically on the CGtl, hut also we expect to discuss 
Combined Communications of all levels and to go to a. certain extent into 
the general field of cryptographic principles to include those underlying 
other type* of literal cipher machine#, ae well as eiphony and eifax 
devices. Not only are the U.S. representatives prepared to diaouee theae 
subjects but also they will bo glad to demonstrate certain devices in 
the form of final equipments, or engineering models, or breadboard 
models. of certain new equipments* 

In the U. 3. Armed Forces the question has often arisen* which 
is the more important of the two closely associated segments of cryptologic 
science — communication intelligence or communication security? Workers 
engaged in the former naturally regard their field as paramount} those 
engaged in the latter regard their own as being first in Importance, 
and no amount of argument will convince them otherwise* However, if 
banked into a corner, the C QUINT specialists will admit that should 
matters ever come to so serious a crisis that a decision would have to 
be made to abandon one or the other activity, they feel sure of what the 
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anewer would be, and they would reluctantly fold up their tents. I 
haws no doubt a a to where the member a of the Britiah Delegation atand 
on that question. X will admit that in my position it is sometimee 
difficult to make a decision baaed on the relative importance of the 
two, li'it in the present instance I feel that we are all of one nind. 
on the safety of our communications lies not only the safety of our 
COHiyr activities, but also the security of all our strategic and 
tactical military, naval, and air plans and operations, the safety 
of our own Armed Forcee, and hence the security of our Govemmenta. 

We hope never to be in a position where, in forthright parlance, 
"telegraphing our punches" results in the loae of a life, a battle, 
a campaign, or a war. Of course, we in the cryptologic service do 
not have the sole responsibility in that regard, because the commanders 
of forces afield, afloat, and in the air are the actual users of the 
equipment we conceive, design, and provide. Theirs la the responsibility 
to see that the equipment is used properly and efficaciously. But we 
oannot dodge the responsibility of providing adequate security together 
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with — operability. ihsn we have don* that, than and only than 
can our consciences ha claar aa regard* our responsibilities in tha 
mattar of communication security. . 

Tha present Confarenea la a preliminary atap in paving the way 

3 /* 

toward achieving adequate aacurlty in Combined Communications of 
varioua levels. But I hope that it will do more than that* For In 
tha reciprocal exchange of cryptographic principles tha United States , 
technical experts, although they leal that they have much to offer, feel 
equally sure that they can amd will gain much useful technical informa- 
tion from their British opposite numbers la the discussions. Such 
Information sill have beneficial effect a on the security of purely 
U.S. communication* and, reciprocally, we hope that such information 
as U. S. technicians can provide will prove beneficial to tho security 
of purely British communications. Thus, we will all benefits U. S. 

' r , 

communications, British comaunlcatlone, and Combined communications, 
will all be improved. 

Before proceeding further vlth Conference business, 1 am sure we 
mould all Ilk# to hear from Mr. rilller, the Chief of the British Delegation. 
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16 September 1950 

SUBJECTS BR.USA Communications Security Conference 

IPOs Individuals listed in paragraph 2. 

1, The opening Combined Meeting of the BRUSA 
Communication Security Security Conference will be 
held in Room 1212, Naval Communication Station, at 
1430 on Thursday s 21 September 1950, 

2 0 The following United States personnel have 
been invited to attend this Meeting: 




Rear Admiral Earl E„ Stone, USN 
Major General H« M„ McClelland, USAF 
Colonel S 0 P, Collins, USA 
Captain J 0 N. Wenger, USN 
Colonel Ho H« Lynn, USAF 




Plenary 

Committee 



r=? 



Brigadier General William N. Cr dllraore 9 
Captain L» S„ Hov/eth, USN 
Colonel Orville J« Laird, USAF 



USA"\ Service 

^Cryptologic 
J Agencies 



Mr„ W. F. Friedman 
Captain H. 0. Hansen, USN 
Captain J* S, Harper, USN 
Colonel R. Cp Sears, USAF 
Lieutenant Colonel R. H« Horton, USA 

Lieutenant J« W. Pearson, USN 
Mr, Ho D, Jones 



} . Executive 
Committee 



^•Secretariat 



Captain L, F e Salford, USN, Chairman, Subcommittee A 
Dr, A, Sinkov, Chairman, Subcommittee B 




Chairman, Executive Committee 




BBJSA COMSSC CONPERKKCg 



CRYPTOGRAPHIC PRINCIPIES 



a. SpaolaX Purpose Teleprinter Systems for 
the Exchange of Intelligence Material. 

b. Low Schelon (Minor War Vessels) Telegraphic 
Systems . 

c. Merchant Ship Telegraphic Systems. 

d. Meteorological Security Systems, Including 
Facsimile, Teleprinter and Telegraph. 

e. Voice Security Systems for Tfcotical ■ 
Purposes. 



It is proposed that each of the above types of systems 
be discussed according to the schedule set forth in Enclosure A 
hereto. 
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Enclosure A 

I. Desirable Characteristics. 

A. General 

1. Objective 

2. Type or level of Employment 

B. Operational Characteristics 

1. Security 

a. Crypto security 

b. Radiation Security 

c. Transmission Security 

2. functional Requirements 
.3* Radio Interference 

4. Power Requirements 

5. Special Requirements 

C. Physical Characteristics 

1. Weight and Volume Factore 

2. Operation, Transportation, Packaging 

and Storage Requirements 

3. Destruction Requirements 

D. Operation and Maintenance Characteristic* 

of Equipment 

E. Comint Implications with Respect to Conse- 

quences of Capture of Equipment 
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Enclosure A (continued) 



II. Present Equipment - U.S. 

A. Demonstration or Description 

B. Discussion concerning Adequacy According 

to I (Interim, . Long-range, Emergency) 

III. Present Equipment - U.K. 

A. Description or liodel Demonstration 

B. Discussion concerning Adequacy According 

to I 

IV. Equipment under Development - U.S. 

A. Description or Ifcdel Demonstration 

B. Adequacy according to I 

C. Present Status 

D. Flans 

V. Equipment voider Development - U.JJ. 

A. Description or ttodel Demonstration 

B. Adequacy according to I 

C. Present Status 

D. Flans 
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Mr., Jo Fo Friedman, Chairman i£r c ToRoWo Barton Miller 

Hear Admiral Earl E. Stone „ U 0 SoW 0 Mr, JoMoGo Pollard 
Captain L ?o Safford, UeS 0 N« Brigadier J 0 H* Tiltman 

Captain H. Q'o r Hansen, HoSoNc Commander JoR.Co Trechnian, 

Csptain Jo So Harper 9 UtSoH« 

Colonel R. C« Sears , VoS 0 A 0 F<, 

Lt« Colonel R» H„ Horton, DoS* A« 

Lt 0 Colonel Kelso © 0 Clow, UJoSoA. 

Br n Ao Sinter 



Secretariat 



Lieutenant Jo Wo Pearson, BoSoWc 
Mr, Ho D« Jones 
Miss Catherine M« - Johnson 









ITEM In APPROVAL OP TOE MliTOES OF THE FOURTH MEKTINQ * 



MR* FRIEDMAN staged "thgt the Minutes of the Fourth Msefc- 
ing^rasre still in preparation and were not available for con- 
"sideratiofflo He esplai^ejd^that it was realised that this would 
be'" the ease, 'howeve^ipfc ■ was - believed advisabi© to "Include this - 
■i;t.©m on th©- agenda. poas’p®®® of record* 



■vaw 2 0 



APPROVAL 




. ; M. FRIEDMAN this Item for eo.ns:$&g&tion» ata* 

•■ vtlhg that the psobiei' before, the Committee was r ; 'On^-bf checking 
-.etc see that' the revisl ©sun agreed to at the laat-fltfejing -had been 
. ■■■ ..-recorded properly laii the .fihal paper which was: how- 'before the 
: G 0 ffiaaItt©s o He askedilf.- the members had had an opportunity to 
■study this papery ;•'•■ '■ 

MR* MILLER replied in the affizanatlve and said that the 
.-ji'ffinal version met with his approval* 

CAPTAIN SAFFORD expressed his satisfaction with the final 
.'.■.■■■versions 

The Committee agreed to approve the Third Report of Sub- 
committee A s as revised at the Fourth Meeting of the Executive 
Committee o 



ITEM 3* APPROVAL OF THE SECOND REPORT OF SOB-COifigTTEE B * 



MR* FRIEDMAN asked for comments on the final version of 
this report, which included changes agreed to at the Fourth 
Meeting, 

DR* SXNKOV said that he had read the final paper care- 
fully to see that the agreed changes had been made*. He added 
that he was entirely satisfied with the paper* 

MR* MI L L ER said that he, also, was satisfied with the 
final version* 

The Committee agreed to approve the Second Report of 
Sub-Comal ttee B, as revised at the Fourth Meeting of the 
Executive Committee* 
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ITEM 4« APPROVAL OF TEE REPORTS TO THE U.So JOINT CHIEFS OF 

~CHXfira Of STAFF BY THE 




MRo FRIEDMAN introduced the final item for consideration 
and suggested that the two final reports be considered para- 
graph by paragraph* This suggestion was accepted and the 
members proceeded to consider the first of two reports? 

Report on Replacement of the COM 



MRo FRIEDMAN read the basic report and Appendix A thereto « 

After a brief discussion the Committee agreed to accept 
the report as written, except for the following changes on 
page 5 (in Appendix A): 

Subparagraph (ah Change to read as follows: 

"(a) That there should be issued 20 rotors to the 
set for each existing CCM in lieu of present number of 
10« This is to become effective as soon as practicable* 
but shall not preclude issue of sets of 10 rotors in the 
interim. Key lists for 20-rotor sets should be so pre- 
pared that no rotor will ever be effective on two suc- 
cessive days 8 within the same hey lists for each crypto- 
channel, so as to permit setting up two baskets for two 
successive days from a single set of 20 rotors thus ob- 
viating the need for duplicate sets of rotors.” 

The Secretariat arranged for the immediate publication 
of a new page 5» including the above change* copies of which 
were inserted in all copies of the subject report in lieu of 
the existing page -5° 



Report on the Exploratory Conference 

MR. FRIEDMAN then read* paragraph by paragraph* the re- 
port on the Exploratory Conference* and the members noted the 
previously-agreed changes which had been incorporated therein. 

After brief discussion the members approved the final re- 
port without change. 

MR. FRIEDMAN asked for any further comments on the reports 
Just approved* 

There were no further comments. 

MRo FRIEDMAN then declared the Meeting adjourned (at ISjlO) 
and announced that there would be a brief recess before the 
final Meeting of the Plenary Committee 0 
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BRUSA COMSEC CONFERENCE 
&®«utiv© ConasLttfia 
AGENDA 

For the Fifth meeting to bo held at 1400* 27 October ,1950* la Room 

1212 NAVSECSTA 

la Approval of lELzrates of Fourth Ifoetinga 

2* Approval of the Third Report of Subcommittee A* 

3o Approval of the Second Report of Subcommittee B. 

4e Approve! of the Report to the U«S* and British Joint Chiefs of 
Staff by the BROSA CoraDuoioatiaa Security Canfereneco 





BRITISH a 0Him STATISS OOSM?NICATIOtiS SECURITY GOWBSmCS 



mwmi of 



OF TES EXECUTXTO COMMITTER 



Tbs Fourth M@efc2.iag of fch© Executive Committee of the 
British o United States Communications Security Oonferenoe 
was held at 1400 oh Wednesday,, 25 Ootober 1950 in Room 
1212, U* So Wavy Security Station, Washington, Do Co 




United States United Kingdom 



Mr, #o Fo Friedman, Chairman Mr® ToR.W. Barton Miller 

Rear Admiral Sari So Stone, U.S.N. Commander J.R.Co Treohman, R.tTo 

Captain X. P F c Safford, U.S«No 

Captain J B So Harper, UoS.No 

Colonel Ro Co Sears, U.S.AoFJ 

Captain H. Oo Hansen, UoSoNo 

Lto Colo Ko Go Clow, UoSoAo 
Lt« COlo Ro Ho Horton, U»9»Ao 
n To Ao Sinkov 



Secretariat 



Lieutenant J« Wo Pearson, U«S«N« 
Mro H. Do jones 
Miss Catherine M» Johnson 
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ITEM 1, APPROVAL OF FINAL MINUTES OF THE THIRD EXECUTIVE 
CQMa&Ms 



Prior to consideration of the first item on the agenda, 
MRo FRIEDMAN welcomed Lieutenant Colonel Kelso G. Clow, Sen- 
ior United States Liaison Officer,, London, to the meetings 

MRo FRIEDMAN inquired if there were any easements or 
corrections to be made to the Final Minutes of the Third 
Meeting of the Executive Committee* 

MR. MILLER replied that there were none from the 
British Delegation. 

MR. FRIEDMAN, making reference to the first paragraph on 
page two, stated that the second line should have read in part 
"AFSA Office of Research and Development" to avoid confusion 
with the Research and Development Board of the Department of 
Defense* 

The Executive Committee approved the Final Minutes of the 
Third Meeting as written. 

• 

In connection with the minutes under consideration, Mr. 
FRIEDMAN referred to the last paragraph on page six, and in- 
quired of Mr o Miller whether he had received approval from 
GCHQ, on the use of the code word "BRUTUS". 

MR. MILLER replied that such approval had been obtained 
prior to the Third Meeting of the Executive Committee, and 
explained that he had inquired about the use of the codeword 
"AJAX" , and had found that it was already in use, however, 
ha added that he was agreeable to using "AJAX" in British - 
U.S. papers and correspondence as the designation for the 
5-rotor COM. 

DR. SINKDV suggested that perhaps the U« S* could recon- 
sider the matter, and find another name that did not conflict 
with British codeword terminology. 

ADMIRAL STONE remarked that since the conflict was on 
the British side, and since Mr. Miller had indicated his 
willingness to go ahead and use the word, that he was of the 
opinion that it should then be used. 

MR. MILLER commented that the signal he had received from 
GCHQ, was not indicative as to what the word "AJAX" had been 
assigned to, but that he would like to make a reservation to 
the effect that he would be agreeable to the word's use, pro- 
vided that it had not been assigned to some communications 
project, in which case a conflict could conceivably occur. 
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ITEM 3* 




REPORT OF SPBCOiagTTBE "B” 



MR 0 FRIEDMAN explained that Item 2 on the agenda would be 
deferred until Commander Trschman’s arrival. He suggested that 
the Committee consider Xten 3# and requested Dr. Sinkov's 
comments. 

DR. SIRED? read the a®cond report of 3uh-Comlttee "B".’ 

He pointed out that the First Report had not been complete in 
that the appandioes .containing brief descriptions of the items 
discussed had not been attached. He explained that thoae ap- 
pendices had now been added 3 along with the amendments agreed 
to at the Third Meeting. 

After a brief discussion it was agreed that the foliowing 
amendments would be made to the Second Report of Subcommittee 
"B": 



1. Amend paragraph 1. to read as follows: 

*1. Subcommittee B has made an exchange of tech- 
nical information concerning various crypto Bystems 
falling in the general category of ’Special purpose 
teleprinter systems for the exchange of communications 
intelligence material.’ The cryptosystems discussed 
are divided into the following groups: 



NON- SYNCHRONOUS SYNCHRONOUS 





ROTOR MAZE 


KEY GENERATORS 




u.s. 


AF SAM-9 


A3AM 2-1 


AF SAM-9# If provided with 
synchronous features.. 


U.K. 


® • 'o ce 


Rollick 


5 U.C.O. 

( Seer a type ) 


2. 


Amend paragraph 3a. to read 


as follows: 



"3. a. We note that Rookex is presently being 
used for the exchange of communications 
intelligence material." 

3. Amend paragraph 4b. to read as follows: 

"4o be Either machine Is available in suffi- 
cient quantity to meet current requirements 
in the exchange of communications intelli- 
gence material." 
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4c Amend paragraph 5 to read as follows: 

"5 la the course of the discussions on equipments 
using one-time tapes a a brief description was given of 
British progress in key- tape production equipment « In 
view of the close association of such equipment with 
one-time systems* it is recommended that the subject of 
production equipment be added to the agenda of the next 
Brltish~tJ.3» comsec conference •" 

Subject to the foregoing amendments* the Executive Com- 
mittee approved the Seoond Report of Sub-Committee ”B*, 

Commander Trechman joined the Committee at 1445° 
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IS 2. 00W3IDERATI0H Cg gggg THIRD REPORT OF 3gB»C01MITTglS "A" , 



MR* FRXEDMM requested Captais 3@ffor& to road the Third 
Report of Sub-Commit t<&© "A".. 

✓ 

CAPTAXH SAFFORD r®ed the report, and after oonaldorable 
discussion, the CoMs&fct®© ®gg>e©d t@ amend the report as follows: 

lc Amend paragraph & to read as follows: 

"4, TIth the imteoduotiom of the new BOM crypto 
principle, the following operating facilities will he 
available: 

fa} -Text® consisting either of 26 letters 

plus spn®e hut not including numerals, or* 
alternatively, of 10 numerals plus one 
additional symbol plus space but not in- 
cluding letters, may be encrypted. On 
decryption "7." will print as "X" as with 
the present COM. 

(b) Hone of the additional facilities, for 
example, a mixture of letters and figures, 
offered by a standard Teleprinter will be 
available , * 

2. Amend paragraph 5 to read as follows: 

”$« The U.So and the British are currently building 
new off-line cypher machines capable of employing the 
7-rotor BOSS principle and offering some or all of the 
facilities inherent in standard Teleprinters. The tech- 
nique by whieh these facilities will be provided is 
different in’ the U.S, design from that employed In the 
British design, due to differences in operating require- 
ments, as set forth in paragraphs 7 and 8, below." 

3* Amend paragraph 6, in part, as follows: 

"6. Both nations are agreed that the following 
general requirements. If possible, be met:" 

4. Amend paragraph 7 as follows: 

"7, The British Operational Staff require that off- 
line machines which are to provide automatic encryption 
and decryption shall be capable of: 
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"(a) Accepting a tape* perforated on any 

Teleprinter employing the International 
Telegraph -Alphabet Ho® 2. (See page 
265. Telegraph Regulations * Cairo 
Revision of 193d) 

"(b) Presenting automatically in page form 
the decrypted version identical with 
the original test. Thus, for example, 
all the Teleprinter functions required 
for tabulation which appeared in the 
original text must be reproduced during 
decryption and be capable of operating 
a standard Teleprinter." 

5o Paragraph 8 = Delete "clearly defined" and substi- 
tute "exactly specified"® 

6., Amend paragraph 8a. and 8b. to read as follows: 

"(a) Use some but not all of the upper case 
characters, (numbers and slant-mark 
are used)" 

"(b) Insert "Carriage Return 1 ' and ’’Line Feed* 
during decryption only at the end of 
each line. Thus the originator’s tab- 
ulation cannot be reproduced*" 

7. Amend paragraph 9 to read as follows: 

"9« On 20 October a working party of Subcommittee 
A visited the Teletype Corporation to inspect and dis- 
cuss the., U, S 0 ’PCM' in the hope that some. means might 
be devised whereby the U*S« cipher machine ’PGM* plus 
the CSP 5000 (Automatic Off-Line Equipment) and the 
British cipher machines ’FENDRAGON’ or ’SINGLET’ could 
interwork, while still being capable of working with 
existing cipher machines of the nation concerned and 
also providing the facilities required by that nation." 

8. Delete paragraph 10(a), and reletter subparagraphs 
10(b) to read 10(a), 10(c) to read 10(b), 10(d) to read 10(c) 
10(e) to read 10(d), and 10(f) to read 10(e). 

9« Paragraph 10(a) - Insert "functions, upper case 
characters, and other" between "Teleprinter" and "facilities" 

IQi Paragraph 10(c) - Delete "as a matter of urgency". . 
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T 



11* Paragraph 10(d) ® Insert "That” before "since* la 

first. linen 

i 

12, Amend paragraph. 10(e) $o read as follows: 

"(e) That lat ®r© baas® of views e 1a particular, 
on res emendations (b) 8 (o) 8 and (d) above 8 
be cont'imB©do" 

Subject to the foregoing amendments 0 the Third Report of 
Sub»Committee "A" was approved by the Executive Committee* 
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ITEM 4* REPORT QN Vh'g&m PRO M8 . 



MR, FRIEDMAN stated that Captain Harper had some 
information pertaining to patent rights to bring before the 
Committee at this time.. 

CAPTAIN HARPER remarked that his patent attorney had 
brought to his attention Artie 1© 72 and Annex D of the Mutual 
Defense Assistance Agreement between the United States of 
America and the United Kingdom of Great Britain and Northern 
Ireland, which he read as follows* 

ARTXGIjS 72 

"lo The two contracting Governments will negotiate ap- 
propriat® arrangements between them respecting responsibility 
for claims for the use or infringement of inventions covered 
by patents or patent applications, trademarks, or copyrights, 
or other similar claims arising from the use of devices, pro- 
cesses, or technological information in connection with equip- 
ment, materials, or services furnished pursuant to this Agree- 
ment, or furnished in the Interests, of production undertaken 
by agreement between the two contracting Governments in im- 
plementation of the pledges of self-help and mutual aid con- 
tained in the North Atlantic Treaty « 

ANNEX D 

"During the course of the negotiations of the Mutual De- 
fense Assistance Agreement, the representatives of. the two 
contracting Governments have reached the understanding that 
the following points will be considered in the negotiations 
provided for in Article 71: 

(a) The inclusion of an undertaking whereby each 
contracting Government would assume the responsibility 
for all the patent or similar claims of its nationals 
referred to in Article 71 of the said Agreement and for 
such claims arising in its jurisdiction of nationals 
of any country not a party to this Agreement „ 

Cb) The terms on which inventions would be communi- 
cated to contractors with a view to protecting the com- 
mercial rights of inventors^ 

(e) Rights in improvements or other modifications 
of patented inventions « 
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n (d ) Arrangements for the protection of secret pro- 
cesses and secret technological Information, as distinct 
from patented and patentable inventions, 

(ej The system for disclosing the users and the ex- 
tent of the use of the patents, trade secrets and copy- 
rights referred to in Article VI 

CAPTAIN HARPER added that he had discussed the matter fur- 
ther with the Army's Judge Advocate General's Department, and 
that they were of the opinion that disclosures of patents, or 
Inventions covered by patent applications, would be to the 
benefit of the United States Government, and consistent with 
the rights which the United States Government would normally 
hold? 

UR, FRIEDMAN remarked that he had a memorandum from Cap- 
tain Harper's patent attorney which was consistent with the 
Information that Captain Harper had just presented. He read 
the memorandum to the Executive Committee as follows: 

•*1, The latest formal agreement specifically 
delineating the rights and duties of the United States 
and British Governments relative to patents and inven- 
tions was the so-oalled Patent Interchange Agreement, 
now expired, 

2 0 The Mutual Defense Assistance Treaty of 1950 
(Atlantic Pact) contains a olause obligating the United 
States and the United Kingdom to negotiate a new agree- 
ment on such matters - and there is a belief Current in 
the Pentagon that any new undertaking will be very simi- 
lar to the Patent Interchange Agreement, but no new ar- 
rangement has as yet been executed., 

3, In the absence of a specific understanding, 
it la the view of the Army JAG and the Legal Division 
of the Signal Corps that the conventional license ob- 
tained by the Government from its own employees as well 
as from contractors, which license permits manufacture 
and use for governmental purposes ., justifies the con- 
veyance of technical information ‘ns well as equipments 
involving Inventions covered by United States patents 
or patent applications. The view of the groups men- 
tioned is, in other words, that governmental use is 
virtually synonymous with governmental advantage . 
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n 4» As far as is known In the Office of the JAG, 
notwithstanding large and varied shipments of equips 
meat to foreign countries daring and following Ytorld 
V/ar IZ« no- cases have arisen in the oourts which could 
result in a judicial determination of the indicated 
interpretation of the expression governmental use .." 

CAPTAIN SAFFORD remarked that he would like to bring up 
a new subject before going on to the next item on the agenda* 

He made, reference to paragraph 7d of the First Report of Sub- 
Committee "A" dated 26 September 195® which read as follows: 

w do Rotors on both U 0 3 o and British versions 
of the 7~rotor BOM to be physically and 
cryptographically interchangeable » This 
means that manufacturing, and wiring de- 
tails to be furnished to the British for 
this purpose 

CAPTAIN SAFFORD continued by explaining that at the time 
the report was written, it was proposed that the British 
would use the TYPEX adapter developed by Commander Seiler, but 
-that since the visit to the Teletype Corporation, Mr.. Miller 
and the other engineers had decided to use the ready-made unit 
rather than the one developed by Commander Seiler, and that in 
view of the foregoing, it would be preferable to use 2|” rotors 
and make them standard throughout the British Service, 

MR o MILLER remarked that on the draft report to the U„S, 
and British Chiefs of Staff, about to come before the Committee 
for consideration, he was in complete agreement with Captain 
Saf ford. He continued by emphasizing that he did not desire, to 
Commit the British at this time, but would like to reconsider 
the matter as a whole. He added that he would be happy to 
standardize bn one or the other, i«e*, either the G3P 1700 
or the rCM. 

MR* FRIEDMAN inquired of Mr= Miller if he would suggest 
some specific changes in wording of the draft report, 

MRo MILLER replied that this item should override the 
agreement in the earlier one, and that such should be re- 
flected in the minutes » 

Before proceeding to the next item on the agenda, MR 0 
FRIEDMAN inquired if there were any comments on the completed 
First Report of Sub-Conmittee "B". 
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DR. 3XNRCV pointed oat that la Appendix W A TO S APSA15 7 » 
under the heading "Cryptographic Features" the 1st line 
should read "Sight 36 point rotors". 



MR. FRIEDMAN inquired about the word "permitting". 

DR. SINKOV replied that the wording had been suggested 
by Colonel Henn»Colllas r and that the U.S. wording would be 
"literal cipher machine". 

ADMIRAL STOKE inquired if there were certain terms in 
the paper which might make it advisable to prepare a glossary 



DR. SINKOV replied that most of the words could be found 
in the current confidential list of agreed terms* and there- 
fore* he saw no need for a glossary. 

MR. FRIEDMAN pointed out that some of the Appendices 
had headlines and that some of them did not. 



MR. MILLER explained that they had been compiled in 
great haste* and that it had been agreed that in order to 
publish them as Soon as possible* Standardization would not 
be required* 

MR. FRIEDMAN suggested that the paper be turned over to 
members of Sub-Committee "B" for the purpose of resolving 
the discrepances by the time of the final meeting. 

MR. MILLER observed that he was the only remaining 
British member of the Committee. 

DR. SINKOV suggested that perhaps Mr. Douglas could 
represent the U. 3. members of the Committee for this purpose 
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ITEM 5c CONSIDERATION OP THE PROPOSED REPORT TO THE U»3 e 
PMD UoKo JOINT CHIEFS OF STAFF BY THE BRUSA COM- 
MU^idATloife SECURITY CdWllE^CEo 



MR 0 FRIEDMAN thanked Mr? Miller for his assistance in 
preparing the two draft reports to the British and U.So Chiefs 
of Staff, and suggested tiiat the report on the replacement of 
the CCM be considered at this time* 

The Executive Committee agreed that the foilo^ing amend- 
meats would be made: to the report s 

' lc Amend the title to read: "REPORT TO 1HE BRITISH AND 
US CHIEFS OF STAFF BY THE BRITI SH/US COMMCmC ATlol 

»gi^O o" ’ " - r 

2« , Amend paragraph l a to read as follows: 

”1* As agreed by the British and US Chiefs of Staff* 
a British/US Conference to consider the replacement of 
the existing Combined Cypher Machine opened In Washington 
on 21 September 1950, as a result of which the Senior Bri- 
tish Representative recommends that the British Chiefs of 
Staff aooept the offer by the UoS? Chiefs of Staff of the 
7-rotor BCM principle as the long-term solution of the 
replacement for the present combined cipher machine (COM) 0 ” 

3* Amend paragraph 2, to read as follows: 

*'2o Many related cryptographic devices and features 
were demonstrated and discussedo Summaries of the pro- 
ceedings at these meetings have been prepared and these are 
held both by the Director, Armed Forces Security Agency, 
Washington; and the Secretary, Cypher Policy Board, London,, 
In our estimation this Conference has been of unquestioned 
value in the field of Combined Communications Security 

4? Amend paragraph 3p in part, as follows: 

”3° It is recommended: 

(a) That immediately and on a continuing basis 
there be complete interchange of technical 
details of the devices discussed in this 
Conference? This should include technical 
visits?" 



11 



TOP SCCR - FF 




-* 



REF ID:A67163 



5o Amend paragraph 4 as follows: 



n 4o The general rec emendations in paragraph 3 above 
together with the detailed technical recommendations of 
the conference which ax’d attached as Appendix A to this 
report are submitted for approval by the British and U*3» 
Chiefs of Staff*" 

So Appendix ''A, amend title to read "T&Jn&iGAI. 
HECOMMETOmoWS” u , ' 

7o Appendix a 8 delete "7«rofeor BCM" where inever appear- 
ing in the Append is 9 and substitute "’BRUTUS"* 

8,, Appendix A 0 Replacement of the . Existing CCM* 

a. Amend paragraph (a) to read as follows: 

"(a) That the cryptographic principles of the 
7-rotor BCM (cryptosystem BRUTUS) be 
adopted as a replacement for the CCM in 
combined communications* " 

b« Amend paragraph (d) to read as follows: 

"(d). That insofar as practicable rotors of U*3* 
and British versions of the BRUTUS crypto- 
system be physically and cryptographically 
Interchangeable and thut to this end the 
British should adopt one or more of the 
sizes to be used by the TToS* Further 8 
that all data, manufacturings and wiring 
details be furnished to the British for 
this purpose «" 

9q ' Appendix A 8 . Temporary Improvement to the Existing CCM * 

a* Paragraph (a) , delete "henceforth" and substitute 
"as soon as practicable"* Second line, insert 
"existing" between "each" and "CCM"* Delete 
second sentence* Delete last sentenoe in paren- 
thesis .0 

bi Paragraph (b) 8 delete "after suitable rotors be- 
come available"* 
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The Executive Committee then agreed that the following 
amendments would be made to the Report to the British and 
US Chiefs of Staff by the British/US Communication Security 
Exploratory Conference : 

lo Amend the title to read as follows: 

" 'REPORT TO THE BRITISH AND US CHIEFS OF STAFF BY 
TBE BRlTISH/US C0MI|JNICAT£0N SECURiW EXPLORATORY 

UWerenc^september i95foV " ' 1 

2 0 Delete "Exploratory Conference for the" from the 
heading immediately below the title., Subparagraph (e)„ in~ 
sort ''Communication" between "of" and "Intelligence" o 

3o Amend paragraph 2 to read as follows: 

"2o Summaries of the proceedings at the meetings 
which followed have been prepared and these are held 
both by the Director* Armed Forces Security Agency* 
Washington* and the Secretary* Cypher Policy Board* 
London;, In our estimation this conference has been 
of unquestioned value not only in the field of Cojh= 
bined Communications Security but also in the field 
of US and British Intra-Communications Security.," 

4=> Amend paragraph 3 to read as follows: 

"3o It is recommended: 

(a) That immediately and on a continuing 
basis* there be complete interchange 
of the technical details of the sys- 
tems discussed in this conference., 

This should include technical visits » 

C b ) That discussion and interchange of 
technical information on certain 
other items of combined interest* such 
as the security aspects of IFF* authen- 
* ticatlon systems* be authorized., 

(c) That security evaluations be made and 
exchanged on all items discussed., 

(d) That the UeS«°UoTC a JCEC consider and 
resolve as a matter of urgency the 
operational requirements in all fields 

of Combined Cryptographic Communications., 
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"(e) That there he annual conferences on 

these subjects for the next four years, 
to he held alternately in London and 
in Washington, the first of these to 
take place in London in approximately 
nine months time*” 

5o Amend paragraph 4 to read as follows: 

"4® The general recommendations in paragraph 3 
above together with the detailed conclusions of the 
Conference which are attached as Appendix A to this 
report are submitted for the approval of the British 
and U* So Chiefs of Staff® " 

60 Appendix A, paragraph A® (2), Insert "of the fore- 
going” between "any” and ''purpose", changing ’'purpose” to 
read "purposes"® Before the word "possible" insert "some"® 

7c Appendix A, ..paragraph A„(3), amend 2nd sentence to 
read, In part: "Some possible devices are:" 

8 o Appendix A, paragraph B, amend to read, in part, 
as follows: 

"Bo Merchant Ship Telegraphic Systems 

A machine system of at least equivalent security 
but faster than Cursex, which is under consideration, 
should replace it, when available, and that such a 
system should be selected within the next 12 months ® 
Some possible devices are:" 

9o Appendix A, paragraph C(2), Insert "some" before 
"possible’s 

10 o Appendix A, paragraph C C3 ) » insert "some" before 
"possible", 

11 o Appendix A, paragraph C(3)(b), delete "BCM 7" and 
substitute "7~rotor BCM"® 



12 o Appendix A, paragraph D(3) ff insert "Some” before 
"possible " 0 
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13 o Appendix ; A S add new paragraph S as follows: 

”E« Tele printer Systems for the Exchange of Communication 

UJ in ( M W Bw dljiHp "‘ .W 1 ttf 1 ' w — — ———>■**— — — — m**mm W— — » 

intelligence Material 

Cl) If there is to he an immediate substitution for 
ROCKSg a. selection oan be mad® from the following machines: 

ASAM 2=1 

j>U «C 0 O 0 

(2) Either machine is available in sufficient quan» 
tity to meet current requirements in the exchange of In- 
telligence material* ” 

The meeting adjourned at 1717* 
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BRITISH - UNITED STATES COMtOTlCATXONS SECURITY CONFERENCE 



MIHUTES OF 




TEE EXECUTIVE COMMITTEE 



Tiie Third Meeting of b&e Esaetstl?© Committee of the Bri- 
tish » United States Coarnmnleations Security Conference was 
held at .H.00 on 11 October 1950 In Room 1212, U» So Ha^y 
Security Stations Washington, D» €» 



United States 

.... , ■ I ^rm. L I ' ll . LU % 



United Kingdom 

~ " — "T " ' " "~" I ' — — — Wi 1 | 



Mr, ”/<> F 0 Friedman 8 Chairman Mr. T« R« v/ a Burton Miller 

Rear Admiral Earl E„ Stone , USB Captain, the Earl Cairns, RoH 

Captain Li F „ Safford, USB Brigadier John Ho Tiltman 

Captain J* So Harper, USB 

Lt, Col, (So V» Johnson, USA 

Lto Colo Ro Ho Horton, USA 

Major Go E<, Parr, USAF 

Dr, A 0 Sinkor 



Secretariat 

^—.1 m n. i^WI-11— TT«Knm 



Lieutenant J c Wo Pearson, USN 
Miss Catherine Johnson 



TOP SCCR - F F 




ITEM 1c APPROVAL OF MINUTES OF FIRST AND SECOND MEETINGS ? ' 

MRo FRIEDMAN inquired if there were any comments or 
corrections to be made to the Minutes of t be First and 
Second Meetings* 

There were none* 

The' Committee approved the minutes of the First and 
Second Meetings, 

MR, FRIEDMAN made reference to a part of - the minutes of 
the First Executive Meeting which read as follows: 

ra «..oo making reference to the background statements 
that he had read at the First Meeting of the Plenary 
Committee , Mr, Friedman inquired if the British 
Delegation had any objections or. comments to make, 
particularly with regard to the articles quoted from 
the agreements., " 

"Mr, Hiller replied that his Delegation had no com- 
dents on the articles quoted from the agreements e 
but that they would like to make certain that they 
understood them , n 

He inquired of Mr e Miller as to whether he had had an 
opportunity to study the articles in question,. 

LR o MILLER replied in the affirmative, and stated that he 
would like to make certain that his interpretation of the arti- 
cles was the same as the U«So interpretation. He continued by 
explaining that it was his understanding, that if British Au- 
thorities desired to copy something from a U„So plan or device, 
they could do so without waiting for detailed negotiations be-, 
tween the two Governments, provided that arrangements were made 
with regard to patent rights, 

MR, FRIEDMAN stated that he thought Mr, Miller was correct, 
but added that he would like to review Article VI as follows: 

"1. The two contracting Governments will negotiate 
appropriate arrangements between them respecting respon- 
sibility for claims for the use or infringement of in- 
ventions covered by patents or patent applications, 
trademarks, or copyrights, or other similar claims 
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"arising from .the use of devices , processes, or 
technological information in connection with equip- 
ment, materials or services furnished pursuant to 
this Agreement, or furnished in the interests of pro- 
duction undertaken toy agreement' between the two con- 
tracting Governments oh iap lamentation of the pledges 
of self-help 'and mutual aid contained in the North 
Atlantic Treaty," 

He continued toy saying that he had requested the patent 
section of the^Offic® of Research and Development to make a 
study which would help to clarify any questions which might 
arise* He stated that he had not yet received the report, 
but would have it ready for presentation at the next 
meeting of the Executive Committee* 

CAPTAIN HARPER remarked that" he thought that it was 
generally considered that experimentation was the same as 
research, and as such did not come within the scope of 
patent rights* He added that patent rights pertained to 
construction or use for commercial purposes* 

MR* MILLER agreed, but stated that he was of the opinion 
that the matter went further than that; he explained that he 
thought that one Government might oopy the .patents of the other, 
as long as the patent copied were used for purely governmental 
service. He continued by saying that patent rights were in- 
volved when a Government sells the patent to a commercial firm, 
or when they try to profit from it, 

MR* FRIEDMAN commented that the understanding that U*3, 
Authorities had with respect to the protection of information 
was that it would not be published in a Journal,. He stated 
that he thought the arrangement was of a reciprocal nature, 
that is, if the British Government desired to incorporate cer- 
tain things for purely British Governmental use from ideas 
covered by DoS* patents, then the U«S» Government would be 
free to make similar use of ideas covered by British patents* 

CAPTAIN HARPER stated that he wasn’t sure if Mr, Friedman’s 
remarks were entirely correct* He pointed out that some patents 
were taken out in an individuals name, and the Government was 
given full and free use of them, but that this didn’t mean that 
the opposite government would have free usage of them* He added 
that probably the same thing was true from a British standpoint* 

CAPTAIN SAFFORD remarked that the Government had the 
right to transfer the use of a patent to another Government 
on its own terms* 
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MR® FRIEDMAN stated that there was a paragraph in the Lend- 
Lease Law to the eft sot that the U a S 0 Government would undertake 
to protect the rights of inventors under the Lend-Lease arrange- 
ments c He added that he thought it a question for the legal 
people to answer, 

CAPTAIN HARPER stated ¥ for th® sake of the records that 
he was of the opinion that the usage of any idea for research 
purposes is unrestricted except as to publication for the sake 
of security c 

MR 0 FRIEDMAN stated that he thought 'that, in any events 
many precedents could be found from World War II „ H© reiterated 
that he .would have the report from the legal section which he 
would present to the Committee at the next Meeting * 
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ITEM 2, CONSIDERATION OF THIS SECOND REPORT OF SQBCOIcaTTEE "A" . 



MR* FRIEDMAN requested Captain Safford to present the 
second report of Subcommittee "A”* 

CAPTAIN SAFFORD recalled that the first report of Sub- 
committee "A” had covered the encryption of literal texts „ He 
remarked that the next item that the Committee had considered 
was the question of the encryption of numerals plus "X” or 
"Slash” for purposes of weather, and pointed out that the Com- 
mittee had agreed that the necessary facility should be pro- 
vided as soon as it is available, where required* 

7/1 th respect to Encryption of Letters, Plus Numerals, Plus 
Certain Other Teleprinter Characters, Captain SAFFORD stated 
that the Committee had not been able to come to complete agree- 
ment due to the fact that different operational requirements 
were involved* He continued by saying that a possible compromise 
between these conflicting developments had recently been put for- 
ward from the U* S* side, and a working party consisting of him- 
self, Commander Seiler, Commander Linn, Lt* Col* Ilenn-Collins, 
and Mr* Jolley had been appointed to investigate the proposal* 

He added that oh Friday, 20 October 1950, he planned to escort 
the British members of the working party on a visit to the Tele- 
type Corporation where the PC?.! (CSP 4700) and the new Off-Line 
Automatic Equipment (CSP 5000) were under development, and that 
the working party would resume its discussions on Monday, 23 
October 1950, and would report in due course to Sub-Committee 
”A”o He pointed out that this was the only point to be cleared 
up, and that it would necessitate the reconvening of Sub-Com- 
mittee "A" for the purpose of rendering a final report and re- 
commendations on this point alone; he remarked that if no firm 
understanding could be reached, then Sub-Committee "A” would 
have to submit some kind of a recommendation to defer decision 
for approximately a year* 

In the way of explanation, MR* MILLER pointed out that Bri- 
tish operational people had asked for encipherment of the whole „ 
teletypewriter series, but that the U„ 3* requirement was basical- 
ly for the encipherment of letters and numerals only* 

MR* FRIEDMAN inquired of Captain Safford if this would 
apply to the BCM* 

CAPTAIN SAFFORD replied that it would have application to 
the new BCM* He explained that agreement had been reached on 
the BCM principle, and that it had been accepted as far as the 
CSP 4800 was concerned* He pointed out that the BCM had been 
accepted, and that it would be sent to London with no strings 
attached, but that this other matter was in addition to that in 
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that it was being recommended that they go one step further® 
and make provisions for the encipherment of numerals , "X" or 
"Slash"* 

CAPTAIN SAFFORD commented that the next report of Sub® 
Committee "A" would deal with the matter In greater details 
He pointed out that the Army and Navy desired a smaller and 
lighter machine ® and that* particularly from a Navy stand® 
point 8 it would be advantageous to use the same machine for 
low as well as high echelon applications » 

ADMIRAL STONE remarked 8 that since this matter remained 
to be cleared up s he saw no reason for having the Executive 
and Plenary Meetings scheduled for Friday » 

CAPTAIN SAFFORD commented that while the remaining point 
was a small one in itself t It was a very important one with 
respect to the construction of the machine* 

DR* 3XNK0V stated that since the working group would deal 
altogether with the exchange of information on the COMINT slde B 
it might be well to close the work of Subcommittee "B" by 
transferring the teleprinter problem to the next Conference* 

MR* FRIEDMAN replied that he did not believe such action 
would be valid 0 since the COMSEC Conference had been authorized 
by the Joint Chiefs of Staff only for the exchange of crypto- 
graphic principles, and for notion in regard to a replace- 
ment for the CCMo This view was shared by other members of 
the Executive Committee* 



MR* FRIEDMAN then stated that If it were agreeable to the 
Committee the Executive and Plenary Committee Meetings 
scheduled for 13 October 1950 would be cancelled* 

The Committee agreed* 

MR* MILLER stated that it was his understanding that after 
Sub-Commltte© "A" had submitted its 3rd report B and after Sub- 
committee ”B" had submitted its 2nd report „ then there would be 
a final meeting of the Executive and Plenary Committees* 

MR* FRIEDMAN agreed j and inquired if the Committee ap- 
proved the Second Report of Sub-Committee "A"» 
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CAPTAIN HARPER suggested that the use of PGM la the re- 
port mi ght be confusing to both British and U 0 S„ represents- 
tiveso He pointed out that PCM meant "puls© code modulation",, 
which was used in a considerable number of machines » 

MR a MILLER remarked that if quotation marks were placed 
around PCM it would be acceptable to him* 

. MRo FRIEDMAN suggested that the- abbreviation f.ffiCM be 
used in place of PCM; he requested Captain Safford to comment o 

CAPTAIN SAFFORD explained that the machine had been called 
a miniature cipher amchine, and that the word "portable" had 
been used to describe the ma@Ma© due to the lack of a better 
worda He added that they had not been concerned with the "pulse 
code modulation' 9 ., 

DR, SINKD? suggested that the parens b© removed from 
around "CSP 4-700' V and that PCM be deleted altogether * 

ADMIRAL STONE remarked . tha t he had seen the title BCM <*> 7 
used in one of the papers, and suggested that possibly BCM-7S 
would be an appropriate designations 

CAPTAIN HARPER observed that SBCM might be a better 
designation 0 

CAPTAIN SAFFORD stated that the designation used in con- 
tracts with the Teletype Corporation was PCM„ 

DR„ SINKOV pointed out that PCM was used in the report of 
Sub-Committee "B" as wall as in the report under consideration, 
and that he thought it might be well to be consistent throughout 

MRo FRIEDMAN inquired If the Committee were agreeable to 
adopting Mr* Miller's suggestion, -viz, that quotation marks 
be placed around the designation PCM throughout both reports* 

The Committee agreed* 

MR* FRIEDMAN then asked if the Committee were agreeable 
to accepting the Second Report of Sub-Committee "A", as amendedo 

The Committee agreed to accept the report as amended* 

MRo MILLER recalled that a suggestion had been made that 
a common title for the 7- rot or BCM crypto-technique be adopted, 
and that the codeword "BRUTUS" had been proposed* He explained 
that he had signalled GCHQ in the premises, and had received a 
favorable replyo He added that he felt that this matter came 
under the cognizance of Sub-Committee "A" but stated that it 
might be well for the Executive Committee to know that the 
word was acceptable to the British., 
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CAPTAIN SAFFORD stated that h® could not state definitely,, 
bat that it was his understanding that '’BRITOS” was feeing «xs®d 
elsewhere in the IT« So Armed Forces* however* he added that It 
was not used crypto-wise* 

ADMIRAL STONE suggested that the U, 3, delegation accept 
the word ''BRUTUS” subject to determining whether it is already 
being used* 

CAPTAIN SAFFORD recommended that the word "AJAX” be adopted 
as the designation for the present COM in any of its forms * He 
inquired whether Mr* Miller could request clearance on W AJAX W 
as well* 

MR* MILLER replied in the affirmative* stating that he 
would do so by signal* 

MR* FRIEDMAN inquired if the Committee were agreeable to 
proceeding on the basis that "BRUTUS” would be adopted as the 
designation for the 7-rotor BCM crypto-technique s subject to 
the determination that no conflict exists in U« 3* terminology; 
and that ’’AifAX” would be adopted as the designation for the 
present COM in any of its forms* subject to the determination 
that no conflict exists in British terminology* 

The Committee so agreed* 

CAPTAIN* THE EARL CAIRNS inquired if the aforementioned 
designations would be stamped on the machines* 

CAPTAIN SAFFORD replied that they would b© used in an 
unrestricted status In correspondence* on key lists* instruc- 
tions* and name plates* 

MR* MILLER Inquired If the word "AJAX” would signify the 
£-rotor COM crypto- technique employing standard rotors with 
non-rotating cam-contours* 

DR* SINKDV replied in the negative* explaining that "AJAX” 
denoted the basic crypto system regardless of the rotors 
involved* 

MR* FRIEDMAN remarked that certain 'A JAX"cryp to techniques 
might be interchangeable with another !, AJAX’’usIng the same cam 
contours* He pointed out that if one didn't us© them and the 
other did* it might result in confusion* 

MR* MILLER commented that it hAd been agreed that rotors 
should be standardized insofar as the BCM was concerned* He 
explained that the PCM machine included the BCM technique but 
that the British would not want the responsibility for producing 
rotors of the size presently employed in the PCM* 
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OHc SINKOV stated that he thought that Mr* Miller was 
speaking of two wholly different concepts of the word "BRUTUS" 
as applied to a crypto system which uses a different mechanism^ 
He added that it might call for different size rotors* 

MR* MILLER replied that "BRUTUS" was employed in both the 
PCM and BCM„ and inquired if it were agreed that only BCM ro- 
tors would be interchangeable between the British and U„ S* 

MR* FRIEDMAN inquired of Mr* Miller if he desired a note 
in the record to the effect that he (Mr* Miller) was not pre- 
pared to commit himself regarding the interchangeability of 
BCM and PCM rotors* 

MR* MILLER replied in the affirmative* 

CAPTAIN 3 AFFORD remarked that as far as the PCM was eon» 
cerned fl there was no reason for believing that the rotors would 
be any different from anything else* 
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ITEM 3. CONSIDERATION OF THE FIRST REPORT OF SUBCOMMITTEE n B« 
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MR„ FRIEDMAN requested Dr„ Sinkov to present the first 
report of Sub-Committee "B"o 

DRo SINKOV stated that he regretted that the report had 
not been available at an earlier date* but explained that the 
last meeting of the Subcommittee had been held. the previous 
day. He pointed out that the report was not yet complete in 
that brief descriptions of the equipments mentioned were being 
prepared, and would be attached bo the report as appendices,, 

He then read the report to the Committees 

leaking reference to paragraph 2 of the report. Captain 
SAFFQHD inquired if there ware any reason for omitting the 
Stromberg- Carlson TSS Ciphony System from that listo He 
pointed out that there was no technical description of the 
equipment available at this time,, 

MR„ MILLER inquired if there would be an opportunity to 
discuss this equipment or to demonstrate it„ 

CAPTAIN SAP FORD replied that it would be very worthwhile 
to have Lt» Coin Henn«Collins examine the equipment „ 

DRo SINKOF pointed out that a number of equipments had 
been discussed without having been seen, and suggested that 
someone who is familiar with the device might explain its 
design principles and operation « 

MRo MILLER suggested that this item be included in the 
second report of Sub-Committee "B ,f o 

ADMIRAL STONE said that he thought Dr„ Sinkov and Cap* 
tain Safford should examine the facts, and bring the matter 
up at the next meeting,, 

MR a FRIEDMAN inquired if the Committee were agreeable 
to including this item in the next report of Subcommittee 

The Committee so agreed <, 

The Executive Committee considered the first report of 
Sub-Committee rt B’’ in its entirety „ As a. result of this con- 
sideration it was agreed that the following changes would be 
made (Comments are included where appropriate): 
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lo Title - Change to read: "First Report of Sub- 

Committee "5" to the Executive Committee 0 " 



2 „ Paragraph la = amend to read: 

a<> "Low Echelon, (including minor war 
vessels 7 Telegraphic Systems - in- 
cluding combined assault codes and 
tactical systems for all military 
Services c" 



3o Paragraph 2 - amend to read as follows: 



"2. During the course of the discussion and 
demonstrations 33 exypto systems were consideredo 
Technical descriptions of 29 of these are included 
in the appendices as follows: 



MACHINES 



GIF AX 



Cl PHONY 



HAND SYSTEMS 



U»So 



a, AFSAM 7 
b* AFSAM 9 
Co 7 Rotor BCM 
CLo "PCM" 
e. MOM- 



fo 

s? 



ASAX 2 
NRL Cifax 



he 

io 

J » 

ko 

1. 



ASAY 4 
ASAY 6 
ASAY 8 
AN/TRA 16 
TSS 



m« ASAD 1 
no Running TTey 
Cipher 



o, Mercury ui» METFAX 
p s Concert 
UoKo q 0 Rollick 
r 0 Singlet 
. So Pendragon 
to DUP 1 



Vo nallmark y 0 Playfex 
v#„ Sorcerer z e Linex 
Xo D 70 aa» Curses 
bbo Otmetco 
cco Alametco 



"Four others, the ASAM 2-1, the COM, the Strip Cipher, and 
the M-209, have no descriptions attaohed because of their 
familiar status in both countries o Brief mention was made 
of a modification of the M-209 which has been proposed by 
Hagelino A description which he has submitted is included 
in the appendlx 0 The appendix also includes some mis- 
cellaneous notes on general itemso" 

4o Paragraph 3 « amend to read as follows: 



"3o None of these cryptosystems was subjected 
to serious deliberation as far as security is con- 
cerned and on many of them no security studies have 
yet been made* It is the aim of the Sub-Committee 
that these systems shall all receive security eval- 
uations during tho interim between the close of this 
conference and the opening of the next 0 " 
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5., Paragraph 4 - add the following sentence at the end 

of the paragraph: 

"This agreement would limit the number of 
different types of rotors employed and thereby 
facilitate the interchangeability between U 0 K. 
and UoSo sources#" 

60 Paragraph 5A » amend to read in part as follows: 

"A* Low Echelon (including Minor ’.'/ar Ves- 
sels) Telegraphic systems - including combined 
assault codes and tactical systems for all 
military Services #" 

7„ Paragraph 5A3 •» amend to read as follows: 

"3* *7o note that both UU and UK. have a 
number of new machine systems under develop- 
ment,, but that none of these is likely to be 
available for general combined use before 1954 #" 

8» Paragraph 5A4& - amend to read as follows: 

"a# No machine system is likely to be 
available for general combined use before 
1954* " 

9* Paragraph 5A4b - delete "devioes" and substitute 

"systems"# 

10o Paragraph 5A4o - enclose PCM in quotation mark 3 # . 

11# Paragraph $B2 - amend to read as follows: 

" 2 o ”fe recommend that a machine system of 
at least equivalent security but faster than 
Cursex should replace it, when available, and 
that such a system should be selected vdthin 
the next 12 months# Possible devices are: 

"PCM" 

DUP 1 
APS AM 7 
MOM" 

12# Paragraph 5C3 - amend to read as follows: 

"3# V/e note that with the exception of the 
Air-Ground systems none of the systems under de- 
velopment is likely to be available for general 
combined use before 1954#" 

U 
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13 o Paragraph 50 5a - delate ", say, 1953*" and 

substitute "1954 «" 



Ike Paragraph 5C5b(2) - add "Pencil and paper 

system for very low 
echelon purposes » " 



15® Paragraph 5C5b(3) - delete "(to be described 

under Item Ej"* 

l6o Paragraph 5C5c(2) - enclose PCM in quotation 

marks . Add following to 
end of lists "Pencil and 
paper systems*" 

17* Paragraph 5C5c<4) - amend. to read as follows: 

"(A) Cifax - ASAX 2 

NHL Cifax 
MOT AX" 



18® Paragraph 505c - delete "this category" from 

the Note at the end, and sub- 
stitute ^'category {4)"o 

19® Paragraph 5D2 - amend to read as follows: 

”2® '.Ve note 'that both the U.K. and the U3„ have 
a number of new systems under development but that 
none of these is likely to be available for general 
combined use before 1954*’’ 

20* Paragraph 5D3a - delete ", say, 1953*" and sub=; 

■ stltute "1954 o" 

21® Paragraph 5D3c(l) « insert "can be used only" be- 
tween "attachment;" and "over"i 

22® Paragraph 5D3c(3) - delete "tachical" and sub- 
stitute "tactical", 

23 o Paragraph 6 - amend to read as follows: 

"6® The Sub-Committee has the following 
recommendations to make: 

"a® That immediately and on a continuing 
basis, there be oomplete interchange of the tech- 
nical details of the systems discussed in this 
exploratory conference® . This should include 
technical visits. 
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"be That discussion and interchange of 
technical information bn certain other items of 
combined interest, such, as the security aspects 
of IF? and authentication systems, be authorized* 

"Co That security evaluations be made and 
exchanged on all items discussed* 

"do That a copy of the final report of the 
conference be submitted to the U.S«»UoK 0 JCEC and 
that the U.S.^UoKo JCKC be requested to consider 
and resolve' as a matter of urgency the operational 
requirements in all fields of Combined Crypto- 
graphic Communications B 

"®b That there be annual conferences on 
these subjects for the next four years, to be 
held alternately in London and in- Washington, 
the first of these to take place in London in 
approximately nine months time*" 

With respect to future meetings, MR* MILLER suggested 
that the Executive Committee meet after Sub-Committee "B" had 
made its second report so that if the working group had any- 
thing of interest to report, they could do so at that time 0 
He added that it might be desirable to pass a copy of the 
conclusions to the COMINT Conference for their information., 

He pointed out that he saw no need for the Executive Com- 
mittee to meet again until after the Sub-Committees had sub- 
mitted their next reports, which would be sometime after 23 
October 1950 „ 

MR U FRIEDMAN inquired if there were any objections to 
Mr 0 Miller's suggestions* 

There were none* 

The meeting adjourned at 1625 t 
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Subject: Tentative. Minutes of the Third Meeting# 

I# Tile subject minutes are forwarded here* 

with for your consideration » 

2# Please advise the Secretariat # located 

in Room 19“211 # U# S# Navy Security Station# (Tale- 
phone: Code 131# extension 60354) of your comments 

and/or concurrence# 




Ho Do JONES 
Secretariat 






Mr, iV* Fo Friedman, Chairman Mr, T. R» W, Burton Millar 

Rear Admiral Earl E„ Stone, VS® Captain, th® jJarl Cairns , R„H; 

Captain L a F« Safford, USN Brigadier John H 0 Tlltman 

Captain Jo S© Harper, USH 

Ltg Colo Go Vo Johnson, USA 

Lt» Colo Re He Horton, USA 

Major Go Ee Parr, USAS’ 

Dr, Ao 8inkotf 



. Seorstariat 



Lieutenant J 0 Wo Pearson, USN 
Miss Catherine Me Johnson 










ITEM lo APPROVAL 0? MINUTES OF FIRST AND SECOND MEETINGS; ' 



MR 0 FRIEDMAN inquired if there were any comments or 
corrections to be made to the Minutes of the First and 
Second Meetings e 

There were none. 

The Committee approved the minutes of the First and 
Second Meetings. 

MR. FRIEDMAN made reference to a part of- the minutes of 
the First Executive Meeting which read as follows:' 

making reference to the background statements 
that he had read at the First Meeting of the Plenary 
Committee, Mr. Friedman Inquired if the British 
Delegation had any objections or comments to make, 
particularly with regard to the articles quoted from 
the agreements.'' 

"Mr. Miller replied that his Delegation had no com- 
ments on the articles quoted from the agreements, 
but that they would like to make certain that they 
understood than*" 

He Inquired of Mr 0 Miller ns to whether he had had an 
opportunity to study the articles in question. 

MR. MILLER replied in the affirmative, and stated that he 
would like to make certain that his interpretation of the arti- 
cles was the same as the U.S. interpretation* He continued by 
explaining that it was his understanding, that if British Au- 
thorities desired to copy something from a U„S<> plan or device, 
they could do so without waiting for detailed negotiations be- 
tween the two Governments, provided that arrangements were made 
with regard to patent rights. 

MR. FRIEDMAN stated that he thought Mr. Miller was correct, 
but added that he would like to review Article VI as follows: 

"I. The two contracting Governments will negotiate 
appropriate arrangements between them respecting respon- 
sibility for claims for the use or infringement of in- 
ventions covered by patents or patent applications, 
trademarks, or copyrights, or other similar claims 
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"arising from the use of devices, processes, or 
technological information in ©oaneotion with equips 
meat, materials or services furnished pursuant to 
this Agreement, or furnished in the interests of pro- 
duction undertaken by agreement- between the two con- 
true ting -Governments oh implementation of the pledges 
of self “help -and mutual aid contained in the North 
Atlantis- Treaty 

He continued by saying .that he had requested the patent 
section of the. Office of Research and Development to make a 
study which would help to clarify any questions which might 
ariseo He stated that- he had not- yet received the report, 
but would have it ready for presentation at the next 
meeting of the Executive Committee* 

CAPTAIN HARPER remarked that he thought that it was 
generally considered that experimentation was the same as 
research, and as such did not come within the scope of 
patent rights * He added that patent rights pertained to 
construction or use for commercial purposes* 

MR* MILLER agreed, but stated that he was. of the opinion 
that the matter went further than that; he explained that he 
thought that one Government might copy the .patents of the other, 
as long as the patent copied were used for purely governmental 
service. He continued by saying that patent rights ware in- 
volved when a Government sells the patent to a commercial firm, 
or when they try to profit from it, 

MR* FRIEDMAN commented that the understanding that U.3. 
Authorities had with respect to the protection of information 
was that it would not be published in a journal*. He stated 
that he thought the arrangement was of a reciprocal nature, 
that is, if the British Government desired to incorporate cer- 
tain things for purely British Governmental use from ideas 
covered by D.S* patents, then the U«S» Government would be 
free to make similar use of ideas covered by British patents* 

CAPTAIN HARPER stated that he wasn’t sure if Mr* Friedman’s 
remarks were entirely correct* He pointed out that some patents 
were taken out in an individual^ name, and the Government was 
given full and free use of them, but that this didn’t mean that 
the opposite government would have free usage of them* He added 
that probably the same thing was true from a British standpoint* 

CAPTAIN S AFFORD remarked that the Government had the 
right to transfer the use of a patent to another Government 
on its own terns* 
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MKo FRIEDMAN stated that there was a paragraph in the Lend-- 
Lease Law to the effect that the U,S<> Government would undertake 
to protect the rights of inventors under the Lend-Lease arrange- 
ments c He added that he thought it a question for the legal 
people to answer* 

CAPTAIN HARPER stated* for the sake of the record# that 
he was of the opinion that the usage of any idea for research 
purposes is unrestricted except as to publication for the sake 
of security. 

MR* FRIEDMAN stated that he thought that# in any event# 
many precedents could be found from World ’Tar II 0 He reiterated 
that he .would have the report from the legal section which he 
would present to the Committee at the next Meetings 
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ITEM 2 « CONSIDERATION OF THE SECOND REPORT OF SUBCOMMITTEE "A" . 



MR a FRIEDMAN requested Captain 8af£ord to present the 
second report of Sub-Committ®® "A", 

CAPTAIN SAFFORD recalled that the f irst report of Sub-* 
Committee "A” had cohered the encryption of literal texts „ He 
remarked that the next Item that the Committee had considered . 
was the question of the encryption of numerals plus "X" or 
"Slash" for purposes of weather, and pointed out that the Com- 
mittee had agreed that the necessary facility should be pro- 
vided, as soon as it is available, where required,. 

With respect to Encryption of Letters, Plus Numerals, Plus 
Certain Other Teleprinter Characters, Captain SAFFORD stated 
that the Committee had not been able to com e to complete agree- 
ment due to the fact that different operational requirements 
were involved* He continued by saying that a possible compromise 
between these conflicting developments had recently been put for- 
ward from the U„ S 0 side, and a working party consisting of him- 
self, Commander Seiler, Commander Linn, Lt» Col* Ilenn- Collins, 
and Mr* Jolley had been appointed to investigate the proposal* 

He added that oh Friday, 20 October 1950, he planned to escort 
the British members of the working party on a visit to the Tele- 
type Corporation where the PCM (CSP 4700} and the new Off-Line 
Automatic Equipment (CSP 5000} were under development, and that 
the working party would resume its discussions on Monday, 23 
October 1950, and would report in due course to Sub-Committee 
”A"* He pointed out that this was the only point to be cleared 
up, and that it would necessitate the reconvening of Sub-Com- 
mittee "A" for the purpose of rendering a final report and re- 
commendations on this point alone ; he remarked that if no firm 
understanding could be reached, then Sub-Committee "A" would 
have to submit some kind of a recommendation to defer decision 
for approximately a year* 

In the way of explanation, MR* MILLER pointed out that Bri- 
tish operational people had asked for encipherment of the whole 
teletypewriter series, but that the U„ S„ representatives desired 
the encipherment of numerals only* 

MR* FRIEDMAN inquired of Captain Safford if this would 
apply to the BCM„ 

CAPTAIN SAFFORD replied that it would have application to 
the new B0M o He explains d that agreement had been reached on 
the BCM principle, and that it had been accepted as far as the 
CSP 4800 was concerned* He pointed out that, the BCM had been 
accepted, and that it would be sent to London with no strings 
attached, but that this other matter was in addition to that in 
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that it was being recommended that they go one step further, 
and make provisions for the encipherment of numerals, "X" or 
,, S3.hsh” 0 

MRo MILLER pointed out that British operational people 
hud asked for a machine which would provide encipherment of 
upper and lower cases, both letters and numerals, but that 
the UoS* operational people did not desire full teleprinter 
accommodations in that they were only interested in the 
lower case* 

/ . CAPTAIN SAFFORD commented that the next report' of Sub- 

/ Committee W A W would deal with the matter in greater detailo 
/ He pointed out that the Army and Navy desired a smaller and 
lighter machine, and that, particularly from a Wavy stand- 
point, it would be advantageous to use the same machine for 
low as well as high echelon applications * 

■ / ADMIRAL . STOWS remarked, that since this matter remained 
/to be cleared up, he saw no reason for having the Executive 
/ and Plenary Meetings scheduled for Friday,, 

CAPTAIN SAP FORD commented that while the remaining point 
was a small one in., itself , it was a very important one with 
respect to the construction of the machine,, 

DRo 8INKDV stated that since the working group would deal 
altogether with the exchange of information on the COMINT side, 
it might be well to close the wortc of Sub-Committee "B" by 
transferring the teleprinter problem to the next Conference » 

MRo FRIEDMAN replied that he did not believe such action 
would be valid, since the COMSEC Conference had been authorized 
by the Joint Chiefs of Staff only for the exchange of crypto- 
graphic principles, and not for action in regard to a replace- 
ment for the C CM. This view was shared by other members* of 
the Executive Committee. 

MR. FRIEDMAN then stated that If it were agreeable to the 
Committee the Executive and Plenary Committee Meetings 
scheduled for 13 October 1950 would be cancelled. 

The Committee agreed. 

MRo MILLER stated that it was his understanding that after 
Sub-Committee "A” had submitted its 3rd report, and after Sub- 
committee ,f B" had submitted its 2nd report, then there would be 
a final meeting of the Executive and Plenary Committees. 

f.-Ro FRIEDMAN agreed, and inquired if the Committee ap- 
proved the Second Report of Sub-Committee "A”. 
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CAPTAIN HARPER suggested that the use of PCM in the re- 
port might be confusing to both British and U„ S„ represents- 
. tlves* He pointed out that PCM meant "pulse cocLe modulation",, 
which was used in a considerable number of machines, 

MR * MILLER remarked that if quotation marks were placed 
around PCM it would be acceptable to him* 

MR 0 FRIEDMAN suggested that the abbreviation MBCM be 
used in place of PCM; he requested Captain Safford to comment „ 

CAPTAIN SAFFORD explained that the machine had been called 
a miniature cipher machine, and that the word "portable" had 
been used to describe the machine due to the lack of a better 
word* He added that they had not been concerned with the "pulse 
code modulation"* 

DR* SINKOV suggested that the parens be removed from 
around "C5P 4700", and that PCM be deleted altogether,, 

ADMIRAL STONE remarked that he had seen the title BCM - 7 
used in one of the papers, and suggested that possibly BCM-7S 
would be an appropriate designation,, 

CAPTAIN HARPER observed that SBCM might be a better 
designation,, 

CAPTAIN SAFFORD stated that the designation used in con- 
tracts with the Teletype Corporation was PCM* 

DR* SINKOV pointed out that PC?i was used in the report of 
Sub-Committee "B" as well as in the report under consideration, 
and that he thought it might be well to be consistent throughout,, 

MR o FRIEDMAN inquired if the Committee were agreeable to 
adopting Mr,. Miller’s suggestion, viz, that quotation marks 
be placed around the designation PCM throughout both reports* 

The Committee agreed* 

MR 0 FRIEDMAN then asked if the Committee were agreeable 
to accepting the Second Report of Sub-Committee "A", as amended* 

The Committee agreed to accept the report as amended* 

MR * MILLER recalled that a suggestion had been made that 
a common title for the 7~rotor BCM crypto- technique be adopted, 
and that the codeword "BRUTUS" had been proposed. He explained 
that he had signalled GCHQ, in the premises, and had reoeived a 
favorable reply* He added that he felt that this matter came 
under the cognizance of Sub-Committee "A" but stpted that it 
might be well for the Executive Committee to know that the 
word was acceptable to the British* 
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CAPTAIN SAFFORD stated that he could not state definitely, 
but that it was his understanding that "BRUTUS" was being used 
elsewhere in the U* So Armed Forces, however, fie added that it 
was not used crypto-wise* 

ADMIRAL STONE suggested that the U, S* delegation accept 
the word "BRUTUS” subject to determining whether it is already 
being used* 

CAPTAIN SAFFORD recommended that the word "AJAX" b© adopted 
as the designation for the present CCM in any of its forms <> He 
inquired whether Mr* Miller could request clearance Dn "AJAX" 
as well* . 

MR o MILLER replied in the affirmative, stating that he 
would do so by signal* 

MR* FRIEDMAN inquired if the Committee were agreeable to 
proceeding on the basis that "BRUTUS" would be adopted as the 
designation for the 7-rotor BCM crypto-technique^ subject to 
the determination that no conflict exists in Uo S* terminology; 
and that "AJAX" would be adopted as the designation for the 
present CCM in any of its forms, subject to the determination 
that no conflict exists in British terminology* 

The Committee so agreed* 

CAPTAIN, THE EARL CAIRNS inquired if the aforementioned 
designations would be stamped on the machines* 

CAPTAIN SAFFORD replied that they would be used in an 
unrestricted status in correspondence, on key lists, instruc- 
tions, and name plates* 

MR* MILLER inquired if the word "AJAX" would signify the 
3- rotor CCM crypto-technique employing standard rotors with 
non-rotating cam-contours* 

DRo 3INKDV replied in the negative, explaining that "AJAX" 
denoted the basic crypto system regardless of the rotors 
involved* 

MR* FRIEDMAN remarked! that certain '’AJAX" crypto techniques 
might be interchangeable with another "A JAX"using the same cam 
contours* He pointed out that if one dicin'* t use them and the 
other did, it might result in confusion* 

MRo MILLER commented that it had been agreed that rotors 
should be standardized insofar as the BCM was concerned* He 
explained that if they accept the PCM machine and adapt it to 
work with the SINGLET, then they would not want the responsi- 
bility for standardizing rotors* 
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DRc 3INK0V stated that he thought that Mr* BJiller was 
speaking of two wholly different concepts of the word "BRUTUS' 1 
as applied to a crypto system which uses a different mechanism* 
He added that it might call for different sis© rotors* 

MR* MILLER replied that "BRUTUS" was employed in both 
the PCM and BCM 9 and inquired if it were agreed that rotors 
would be interchangeable for the BCM« 

MR- 0 FRIEDMAN inquired of Mr* Miller if he desired a note 
in the record to the effect that he (Mr* Miller) had no commit- 
ment to make with regard to the interchangeability of BCM and 
PCM rotors* . 

MR* MILLER replied in the affirmative* 

CAPTAIN SAP FORD remarked that as far as the TCM was con- 
earned* there was no reason for believing that the rotors would 
be any different from anything else* 
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UR a FRIEDMAN requested Dr. SinkOV to present the first 
report Of Sub-Committee }, B M . 

DR. SXNKOV stated that he regretted that the report had 
not been available at an earlier date, but explained that the 
last meeting of the Subcommittee had been held. the previous 
dajo He pointed out that the report was not yet complete in 
that brief descriptions of the equipments mentioned were being 
prepared; and would be attached to the report as appendices,, 

He then read the report to the Committee. 

Laking reference to paragraph 2 of the report; Captain 
SAFFORD inquired if there were any reason for omitting the 
Stromberg-Carlson TSS Ciphony System from that list. He 
pointed out that there was no technical description of the 
equipment available at this time. 

MR. MILLER inquired if there would be an opportunity to 
discuss this equipment or to demonstrate it. 

CAPTAIN SAFFORD replied that it would be very worthwhile 
to have Lt. Coin Henm«Col!ins examine the equipment. 

DR. SINKQF pointed out that a number of equipments had 
been discussed without having been seen, and suggested that 
someone who is familiar with the device might explain its 
design principles and operation. 

MR. MILLER suggested that this item be included in the 
second report of Subcommittee "B ,? . 

ADMIRAL STONE said that he thought Dr. Sinkov and Cap- 
tain Safford should examine the facts, nod bring the matter 
up at the next meeting. 

MR. FRIEDMAN inquired if the Committee were agreeable 
to including this item in the next report of Sub-Committee ”B ,f 

The Committee so agreed. 

The Executive Committee considered the first report of 
Sub-Committee ”B'' in its entirety. As a result of this con- 
sideration it was agreed that the following changes would be 
made (Comments are included where appropriate); 
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lo Title - Change to read: ’’First Report of Sub- 
committee ,5 B" to the Executive Committeeo" 

2,. Paragraph la - amend to read: 

a, "Low Echelon. Cine lading minor war 
vessels] Telegraphic systems - in- 
cluding combined assault codes and 
tactical systems for all military 
Services c" 



3, Paragraph 2 - amend to read as follows: 



"2« During the course of the discussion and 
demonstrations 33 crypto systems were considered 
Technical descriptions of 29 of these are included 
in the appendices as follows: 



MACHINES 



CIFAX 



Cl PHONY HAND SYSTEMS 



a, AFSAM 7 f a ASAX 2 he ASAY U 

be AFSAM 9 go NRL Cifax ie ASAY 6 

U,So c„ 7 Rotor BCM j 0 ASAY 8 

do "PCM" k. AN/TRA 16 

®e MCM la TSS 



m 0 ASAD 1 
n. Running Key 
Cipher 



Do Mercury u, METFAX 
p 0 Concert 
UoK 0 q D Rollick 
To Singlet 
. So Pendragon 
to OOP 1 



Vo Hallmark y» Playfex 
v/ 0 Sorcerer z. Linex 
x» D 70 aa,, Cursex 
bbo Otmetco 
cco Alametco 



"Four others, the ASAM 2-1, the CCM, the Strip Cipher, and 
the M- 209, have no descriptions attached because of their 
familiar status in both countries o Brief mention was made 
of a modification of the M-209 which has been proposed by 
Hagelin Q A description which he has submitted is included 
in the appendixo The appendix also includes some mis- 
cellaneous notes on general items o” 

4o Paragraph 3 - amend to read as follows: 



"3© None of these cryptosystems was subjected 
to serious deliberation as far as security is con- 
cerned and on many of them no security studies have 
yet been made* It is the aim of the Sub-Committee 
that these systems shall all receive security eval- 
uations during the interim between the close of this 
conference and the opening of the nexto” 
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5„ Paragraph 4 - add the following sentence at the end 

of the paragraph: 

"This agreement would limit the number of 
different types of rotors employed and thereby 
facilitate the interchangeability between UoKo 
and IKS* sources,," 

6 o Paragraph 54 « amend to read in part as follows: 

"A. Low Echelon (including Minor 7ter Ves- 
sels) Telegraph!© systems - including combined 
assault codes and tactical systems for all 
military Services 

7* Paragraph 5A3 - amend to read as follows: 

"3* 7/e note that both UU and UK. have a 
number of new machine systems under develop-* 
ment e but that none of these is likely to be 
available for general combined use before 1954*" 

8* Paragraph 5M-a - amend to read as follows: 

"So No machine system is likely to be 
available for general combined use before 
1954c" 

9c Paragraph 5A4b » delete "devices" and substitute 

"systems" » 

10c Paragraph 5A4o - enclose PCM in quotation marks e : 

11 o Paragraph 5B2 - amend tb read as follows: 

"2i 7e recommend that a machine system of 
at least equivalent security but faster than 
Cursex should replaoe it, when available, and 
that such a system should be selected within 
the next 12 months* Possible devices are: 

"PCM" 

DUP 1 
AFSAM 7 
MOM" 

12* Paragraph 5C3 - amend to read as follows: 

"3o T .Ve note that with the exception of the 
Air-Ground systems none of the systems under de- 
velopment is likely to be available for general 
combined use before 1954o" 

11 
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13 o Paragraph 5C5a - deist© ", say* 195 3 *" and 

substitute "1954 » ,f 

14 o Paragraph 5C5b{2) - add "Pencil and paper 

system far very low 
echelon purposes*" 

15* Paragraph 5C5b(3) - delete "(to be described 

under Item E)"* 

16 o Paragraph 5C5c(2) - enclose PCM in quotation 

marks a Add following to 
end of lists "Pencil and 
paper systems*" 

17 „ Paragraph 5C5c£4) - amend. to read as follows: 

"C4) Cifax - ASAX 2 

NHL Cifax 
M2 STFAX" 

18 0 Paragraph 5C5c - delete "this category" from 

the Note at the end, and sub- 
stitute "category (4)"* 

19* Paragraph 5D2 « amend to read as follows: 

"2* We note that both the UK. and the US. have 
a number of new systems under development but that 
none of these is likely to be available for general 
combined use before 1954* ,f 
20* Paragraph 5D3a - delete ", say, 1953* " and sub- 

stitute "1954* ,f 

21* Paragraph 5D3c(l) - insert "can be used only" be- 
tween "attachment;" and "over"* 

22, Paragraph 5D3c(3) *» delete "tachical" and sub- 
stitute "tactical"* 

23* Paragraph 6 - amend to read as follows: 

"6* The Sub-Committee has the following 
recommendations tb make: 

"a* That immediately and on a continuing 
basis, there be complete interchange of the tech- 
nical details of the systems discussed in this 
exploratory conference^ This should include 
technical visits* 
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"bo That discussion and interchange of 
technical information bn certain other items of 
combined interest, such as the security aspects 
of IFF and authentication systems , be authorized* 

"Co That security evaluations be made and 
exchanged on all items discussed* 

"da That a oopy of the final report of the 
conference be submitted to the U»So-U*K 0 JT3EC and 
that the U B So-U 9 K*. JO EC be requested to consider 
and resolve' as a matter of urgency the operational 
requirements in all fields of Combined Crypto- 
-graphic Communications* 

"e* That there be annual conferences on 
these subjects for the next four years, to be 
held alternately in London and in- Washington, 
the first, of these to take place in London in 
approximately nine months time*" 

With respect to future meetings, MR 0 MILLER suggested 
that the Executive Committee meet after Sub-Committee "B" had 
made its second report so that if the working group had any- 
thing of interest to report, they could do so at that time,, 

He added that it might be desirable to pass a copy of the 
conclusions to the COMXNT Conference for their information* 

He pointed out that he saw no need for the Executive Com- 
mittee to meet again until after the Sub-Committees had sub- 
mitted their next reports B which would be sometime after 23 
October 1950® 

MR* FRIEDMAN inquired if there were any objections to 
Mr* Miller's suggestions* 

There were none* 

The meeting adjourned at 1625* 
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THE SECOND MEETING OP THE EXECUTIVE COMMITTEE 



The Second Meeting of the Executive Committee of the 
British - United States Communications Security Conference 
was held at 1000 on 27 September 1950 In Room 17®518, 

U, S. Navy Security Station* Washington* Do C 0 



Representatives Present 



United States 

Mr. W. F. Friedman* Chairman 
Colonel S 0 P. Collins* USA 
Captain L. F« Ssfford, USN 
Captain J„ S„ Harper* USN 
Colonel Ro C c Sears, USAF 
Lto Colonel R« H. Horton, USA 
Xt. Colonel G. V. Johnson, USA 
Dr. A. Sinkov 



United Kingdom 

Captain, the Earl Cairns, R 0 N 0 
Lt 0 Colonel C Q A, Henn-CoXlina 
Commander J.R.Go Trechman, R.N 0 
Brigadier John T. Tilfeman 



Secretariat 



Lieutenant J. V/, Pearson, U.S.No 
Mr. Ho Do Jones 
Miss Catherine K. Johnson 
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ITEM 1 . CHAIRMANSHIP OF COMBINED EXECUTIVE COMMITTEE 

MR e FRIEDMAN stated, for the record, that the Chairmanship 
for this particular meeting had been changed, by agreement, from 
Mr. Miller to himself. 



ITEMS 2 AND 5 - BRITISH AND U. S. COMMENTS 

MR. FRIEDMAN commented that the draft agenda which he had 
prepared was by no means all-inclusive, but would serve aa a 
basis for discussion. He invited the members to bring up any 
additional matters which they wished to have considered. He 
then asked if any members of the British delegation wished to 
comment upon general progress of the Conference to date. 

CAPTAIN, THE EARL CAIRNS expressed his opinion that things 
were going well indeed. He said, that the completion of the 
Sub-Committee A assignment had taken rather longer than some 
had hoped ; however , he thought the Sub-Committee had done a 
good job. He added that he would have additional comments 
when Item 5 of the Sub-Committee B assignment was considered . 

MR. FRIEDMAN said that he thought Sub -Commit tee A was to 
be congratulated for having completed its work in such an 
expeditious manner. He referred to the minutes of the first 
meeting of the Executive Committee, stating that he had hoped 
to have them available for consideration at this meeting. He 
assured the members that copies would be distributed momen- 
tarily, and any proposed changes could be submitted at the next 
meeting. 

ITEM 4. CONSIDERATION OF REPORT OF SUB-COMMITTEE A 



With regard to the processing of final Conference papers 
MR. FRIEDMAN explained that the recommendations of the 
Conference would be subject to approval by higher authority 
on the U. S. side, in that It would be necessary to submit 
them to the U, S. Joint Chiefs of Staff via the Armed Forces 
Security Agency Council. He commented that this would take 
time but he thought It could be accomplished within one month. 

COLONEL COLLINS agreed with this estimate, adding his 
presumption that the entire Conference report would be for- 
warded at one time. 

CAPTAIN, THE EARL CAIRNS commented upon the large amount 
of work to be done by 1 January 1955, and said that the sooner 
a firm agreement could be reached the better. 
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COLONEL COLLINS said that it might be possible to forward 
the Conference recommendations in two separate parts , letting 
the Sub-Committee A recommendations be submitted in advance of 
the remainder of the Conference report* 

CAPTAIN SAFFORD explained that the U» S* Joint Chiefs of 
Staff had already approved and submitted to the' British the 
proposal for adoption of the 7 -Rot or BCM* He said that upon 
British approval of the broad proposal a it would be necessary 
to obtain additional approval only on minor details* 



MR * FRIEDMAN suggested that it might be well,, then* 
forward the Conference report in two separate parts* 



to 



COLONEL COLLINS agreed, explaining that the two separate 
matters had been combined only for convenience* 

All members appeared to favor this procedure* 

MR* FRIEDMAN then stated that, unless there was objection? 
it would be agreed that the report of Sub -Commit tee A would be 
handled as a separate matter and would be sent forward for 
approval immediately after the Combined Plenary Committee has 
reached final agreement with respect to it* 

There was no objection to this decision* 

MR* FRIEDMAN invited the members' attention to the report 
submitted by Sub-Committee A. He suggested that each member 
study it briefly before proceeding with a detailed consideration 
of it* 

After a brief study the members considered the report in 
its entirety* As a result of this consideration it was agreed 
that the following changes would be made in the report as sub- 
mitted by Sub-Committee A (Comments are included where 
appropriate) s 

1* Title - Change to read: "First Ieport of Sab-Coiranittee A”, 

2* Paragraph 7, Line 3 - delete "Agreements", insert 

"recommendations" . (Comment : It was agreed that the 

Sub -Committee could only recommend * Agreement will 
be sought from higher authority. ) 

3* Paragraph 7b - Change to read as follows: "Except by 

mutual agreement, disclosure of the 7-Rotor BCM 
principle will be limited to the U* S* and to the 
British Commonwealth. The British agree to notify 
the U* S* authorities when any Issue of a combined 
7-rotor BCM system is made to a nation of the 
British Commonwealth." 







4 0 Paragraph 7a<7) ® Change to read as follows: "And 

similar technical matters." 

5. Paragraph 7e, final 3 sentences - Change to read as 

follows: "Upon completion of these studies the 

U. S, and the U. K. will exchange technical papers 
through established channels. If necessary, a 
special meeting to reconcile divergent views may 
be held In London (or Washington) at some later 
date." 

6. Paragraph 7 f. Line 2 - Change "Purposes" to "Purpose". 

7. Paragraph 7f, Line 2 - Change "Agreement" to "Agreements". 

8. Paragraph 7g, Line 3 - Delete "Given", Insert "SSade 

available" o (Comment: Change required for con- 

formance to existing laws*) 

9. Paragraph 7h - Change to read as follows: "Make 

available to the British the tools and dies for 
MARK I rotors (for old TYPEX adapter)." 

10. Paragraph 7i <=» Change to read as follows: "Make 

available to the British the tools and drawings 
of old TYPEX adapter, new design of TYPEX adapter 
rotors with tires, and partis and drawings for new 
TYPEX adapter." 

11. Paragraph 8 = Change opening sentence to read as follows: 

"The following recommendations were agreed upon 
regarding Improvement of security of present CCM 
until supersession date:' 1 January 1955 as proposed 
by the U,.S, JCS In 2074/2 dated 27 December 1949." 

12. Paragraph 8c Change to read as follows: "Matters 

such aa the rate of supersession and specific times 
of supersession are to be left to the established 
agencies charged with such matters,” 

MR. FRIEDMAN stated that the above changes would be written 
into the Sub-Committee A report and distribution would be made 
at an early date. 

CAPTAIN HARPER asked 3f this report should be forwarded to 
the Plenary Committee at once, or held until the submission of 
the final report from Sub-Committee A. 

CAPTAIN SAFFGRD said that he would prefer to have it forwarded 
without delay. 

All members agreed „ 
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CAPTAIN S AFFORD departed from the meeting , 

MR. FRIEDMAN asked If anyone wished to examine the retyped 
version of the report just considered, before It was forwarded 
to the Plenary Committee. 

No one desired a re-examlnatlon, and MR, FRIEDMAN assured 
the members that every precaution would be taken to insure that 
the changes were correctly made. He added that copies would be 
distributed to all Committee members. 



ITEM 5 - PLANNING FOR WORK OF SUB-COMMITTEE B 

MR. FRIEDMAN asked Dr. Slnkov If he wished to comment on 
plans for Sub-Committee B. 

DR* SLNKOV replied that ho concrete plana had been made, in 
anticipation of receiving general instructions from the Combined 
Executive Committee. 

MR, FRIEDMAN asked Captain, the Earl Cairns if he had any 
particular desires with regard to the work of Sub-Conanlttee B. 

CAPTAIN, THE EARL CAIRNS suggested the possibility of having 
both morning and afternoon meetings. 

MR, FRIEDMAN asked If this plan would be satisfactory with 
the U. S. members of Sub-Committee B who were pursuing their 
normal duties. 

DR. SINKOV replied that It would depend largely upon how 
long the Sub-Commit tee continued to function. v 

COLONEL COLLINS suggested that no meetings be held on Saturday 
morning unless absolutely necessary. 

DR. SINKOV proposed that the Sub-Committee meet every after- 
noon and two mornings per week. 

CAPTAIN, THE EARL CAIRNS agreed with this proposal. 

The members agreed to schedule the first three meetings for 
Wednesday afternoon, Thursday morning and Thursday afternoon- 
additional meetings to be scheduled as a need for them was 
determined. 

DR. SINKOV asked if Sub-Committee B should meet with the 
working groups concerned or meet as a Sub-Committee above and 
call in members of the working groups as necessary. 

CAPTAIN HARPER said that it was contemplated that there would 
be simultaneous meetings of the working groups. He said that if 
such was not practicable it would be best to call the members in 
on an individual basis. 
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DR. SINKOV said that this procedure seemed best to him. He 
said he could have the American members of the working groups cti 
call and available whenever the; were needed « 

MR o FRIEDMAN asked which item should be considered first. 

DR. SINKOV said that the U. S. representatives were prepared 
to discuss the subject for Working Group No. 2. 

CAPTAIN, THE EARL CAIRNS asked If were Intended that the items 
would be considered in order of their listing. 

MR. FRIEDMAN suggested that items "a" and ff b” be consolidated. 

CAPTAIN, THE EARL CAIRNS remarked that much work had been done 
on Item R a n and suggested that the two items be kept separate. 

This suggestion was agreed to by all members. 

DR. SINKOV then suggested that each item first be discussed 
generally on a broad basis, followed by a presentation of the 
U. S. and British views on the subject. 

CAPTAIN HARPER asked that Sub-Committee B meet as soon as 
practicable to Inspect a model of a small device, which It was 
necessary to return to the contractor at an early date for 
further development work. 

IT. COLONEL HENN-COLLINS commented that his group had some 
devioes which they wished to send back to England as soon as 
possible for the same reason. It was agreed that the Sub-Committee 
would meet at 1000, Thursday, 28 September 1950. 

MR. FRIEDMAN stated that the time of the next meeting of the 
Combined Executive Committee was uncertain. He said that he 
would be away on Thursday and Friday but would return Monday. 

He would be willing to try to call a meeting on Monday afternoon, 
he said, if there was sufficient business for the Committee to 
consider. 

i .* 

It was agreed that the next meeting of the Combined Executive 
Committee would be held at the call of the Chairman. 

The meeting adjourned at 1055. 
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29 September 1950 



MEMORANDUM FOR THE MEMBERS OF THE EXECUTIVE COMMITTEE: 



Subject: Tentative Minutes of the Second Meeting* 



io The subject minutes are forwarded herewith 

for your consideration* 

2o Please advise the Secretariat , located in 

Room 19-2I1, Uo So Navy Security Station, (Telephone: 

Code 155, extension 353 or 354) of your comments and/or 
concurrence* 



Ho & 0 JONES 
Jo Wo PEARSON 
Secretariat 
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MINUTES OF 

THE SECOND MEETING OF THE EXECUTIVE COMMITTED 



The Second Meeting of the Executive Committee of the 
British - United States Communications Security Conference 
was held at 1000 on 27 September 1950 in Room 17-318,, 

U 0 S, Navy Security Station, Washington, D, C 0 



Representatives Present 



United States 




Mr. W. P. Friedman, *^65ng# Chairman 
Colonel S. P. Collins, USA' 

Captain L. F. Safford, USN 
Captain J. S. Harper, USN 
Colonel R. C. Sears, USAF 
Lt. Colonel R. H. Horton, USA 
Lt. Colonel G. V. Johnson, USA 
Dr. A. Slnkov 



United Kingdom 

Captain, the Earl Cairns, R.N 0 
Lt. Colonel C. A. Henn-Colllns 
Commander J.R.G. Trechman, R.N 
Brigadier John T. Tlltman 



Secretariat 



Lieutenant J. If/. Pearson, U.S.N. 
Mr . Ho D. Jones 
Miss Catherine M. Johnson 
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ITEM 1 . CHAIRMANSHIP OF COMBINED EXECUTIVE COMMITTEE 

MR. FRIEDMAN stated, for the record, that the Chairmanship 
for this particular meeting had been changed, by agreement, from 
Mr. Miller to himself. 



ITEMS 2 AND 5 - BRITISH AND U, S. COMMENTS 

MR. FRIEDMAN commented that the draft agenda which he had 
prepared was by no means all-inclusive, but would serve as a 
basis for discussion. He invited the members to bring up any 
additional matters which they wished to have considered. He 
then asked if any members of the British delegation wished to 
comment upon general progress of the Conference to date. 

CAPTAIN, THE EARL CAIRNS expressed his opinion that things 
were going well indeed. He said that the completion of the 
Sub-Committee A assignment had taken rather longer than some 
had hoped; however, he thought the Sub-Committee had done a 
good job. He added that he would have additional comments 
when Item 5 of the Sub-Committee B assignment was considered. 

MR. FRIEDMAN said that he thought Sub-Committee A was to 
be congratulated for having completed its work in such an 
expeditious manner. He referred to the minutes of the first 
meeting of the Executive Committee, stating that he had hoped 
to have them available for consideration at this meeting. He 
assured the members that copies would be distributed momen- 
tarily, and any proposed changes could be submitted at the next 
meeting. 

ITEM 4 . CONSIDERATION OF REPORT OF SUB-COMMITTEE A 

With regard to the processing of final Conference papers 
MR. FRIEDMAN explained that the recommendations of the 
Conference would be subject to approval by higher authority 
on the U. S. side, in that It would be necessary to submit 
them to the U. S. Joint Chiefs of Staff via the Armed Forces 
Security Agency Council. He commented that this would take 
time but he thought It could be accomplished within one month. 

COLONEL COLLINS agreed with this estimate, adding his 
presumption that the entire Conference report would be for~ 
warded at one time. 

CAPTAIN, THE EARL CAIRNS commented upon the large amount 
of work to be done by 1 January 1955, and said that the sooner 
a firm agreement could be reached the better. 
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COLONEL COLLINS said that It night be possible to forward 
the Conference recommendations in two separate parts, letting 
the Sub-Comnlttee A recommendations be submitted in advance of 
the remainder of the Conference report. 



CAPTAIN SAFFORD explained that the U. S. Joint Chiefs of 
Staff had already approved and submitted to the British the 
proposal for transfer of the 7-Rotor BCM . He said that upon 
British approvaT of - the broad proposal, it would be necessary 
to obtain additional approval only on minor details. 

NR. FRIEDMAN suggested that It might be well, then, to 
forward the Conference report in two separate parts. 

COLONEL COLLINS agreed, explaining that the two separate 
matters had been combined only for convenience. 

All members appeared to favor this procedure. 

MR. FRIEDMAN then stated that, unless there was objection, 
it would be agreed that the report of Sub-Committee A would be 
handled as a separate matter and would be sent forward for 
approval immediately after the Combined Plenary Committee has 
reached final agreement with respect to it. 

There was no objection to this decision. 

MR. FRIEDMAN invited the members* attention to the report 
submitted by Sub -Commit tee A. He suggested that each member 
study it briefly before proceeding with a detailed consideration 
of it. 



After a brief study the members considered the report in 
its entirety. As a result of this consideration it was agreed 
that the following changes would be made in the report as sub- 
mitted by Sub-Comnlttee A (Comments are included where 
appropriate) : 

1. Title - Change to read: "First report of Sub-Committee A". 

2. Paragraph 7, Line 3 - delete "Agreements" , insert 

"recommendations'' . (Comment : It was agreed that the 

Sub-Committee could only recommend . Agreement will 
be sought from higher authority. ) 

3. Paragraph 7b - Change to read as follows: "Except by 

mutual agreement, disclosure of the 7-Rotor BCM 
principle will be limited to the U. S„ and to the 
British Commonwealth. The British agree to notify 
the U, S. authorities when any issue of a combined 
7-rotor BCM system is made to a nation of the 
British Commonwealth." 
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4. Paragraph 7e(7) ° Change to read as follows: "And 

similar technical matters." 

5. Paragraph 7e, final 3 sentences - Change to read as 

follows: "Upon completion of these studies the 

U. S, and the U. K. will exchange technical papers 
through established channels. If necessary, a 
special meeting to reconcile divergent views may 
be held in London (or Washington} at some later 
date." 

6. Paragraph 7f, Line 2 - Change "Purposes" to "Purpose". 

7. Paragraph 7f, Line 2 - Change "Agreement" to "Agreements". 

8. Paragraph 7g, Line 3 - Delete "Given", insert "Slade 

available". (Comment: Change required for con~ 

formance to existing laws?) 

9. Paragraph 7h » Change to read as follows: "Make 

available to the British the tools and dies for 
MARK I rotors (for old TYPEX adapter)." 

10. Paragraph 71 = Change to read as follows: "Make 

available to the British the tools and drawings 
of old TYPEX adapter, new design of TYPEX adapter 
rotors with tires, and parts and drawings for new 
TYPEX adapter." 

11. Paragraph 8 - Change opening sentenoe to read as follows: 

"I’he following recommendations were agreed upon 
regarding improvement of security of present CCM 
until supersession date'. 1 January 1955 as proposed 
by the U. S, JCS in 2074/2 dated 27 December 1949." 

12. Paragraph 8c - Change to read as follows: "Matters 

such as the rate of supersession and specific times 
of supersession are to be left to the established 
agencies charged with such matters," 

MR. FRIEDMAN stated that the above changes would be written 
into the Sub~Commlttee A report and distribution would be made 
at an early date. 

CAPTAIN HARPER asked if this report should be forwarded to 
the Plenary Committee at once, or held until the submission of 
the final report from Sub«*Committee A. 

CAPTAIN SAFFCRD said that he would prefer to have It forwarded 
without delay. 

All members agreed. 
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CAPTAIN SAFFQRD departed from the meetings 



MR. FRIEDMAN asked If anyone wished to examine the retyped 
version of the report just considered, before It was forwarded 
to the Plenary Committee. 

No one desired a re-examinatJon, and MR. FRIEDMAN assured 
the members that every precaution would be taken to insure that 
the changes were correctly made. He added that copies would be 
distributed to all Committee members. 



ITEM 5 - PLANNING FOR WORK OF SUBCOMMITTEE B 

MR. FRIEDMAN asked Dr. Slnkov If he wished to comment on 
plans for Sub-Committee B. 

DR. SINKOV replied that no concrete plans had been made, in 
anticipation of receiving general Instruct] one from the Combined 
Executive Committee a 

MR. FRIEDMAN asked Captain, the Earl Cairns If he had any 
particular desires with regard to the work of Sub-Conanittee B. 

CAPTAIN, THE EARL CAIRNS suggested the possibility of having 
both morning and afternoon meetings. 

MR 0 FRIEDMAN asked if this plan would be satisfactory with 
the U. S. members of Sub-Committee B who were pursuing their 
normal duties. 

DR. SINKOV replied that it would depend largely upon how 
long the Sub -Commit tee continued to function. 

COLONEL COLLINS suggested that no meetings be held on Saturday 
morning unless absolutely necessary. 

DR. SINKOV proposed that the Sub-Committee meet every after- 
noon and two morninga per week. 

CAPTAIN, THE EARL CAIRNS agreed with this proposal. 

The members agreed to schedule the first three meetings for 
Wednesday afternoon, Thursday morning and Thursday afternoon- 
additional meetings to be scheduled as a need for them was 
determined. 

DR. SINKOV asked if Sub-Committee B should meet with the 
working groups concerned or meet as a Sub-Committee above and 
call in members of the working groups as necessary. 

CAPTAIN HARPER said that It was contemplated that there would 
be simultaneous meetings of the working groups. He said that if 
such was not practicable it would be best to call the members in 
on an Individual basis. 
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DR. SlNKOV said that this procedure seemed best to him. He 
said he could have the American members of the working group's Oh 
call and available whenever they were needed. 

MR . FRIEDMAN asked which item should be considered first. 

DR. SlNKOV said that the U. S« representatives were prepared 
to di souse the subject for Woirking Group No. 2. 

CAPTAIN* THE EARL CAIRNS asked if were intended that the items 
would be considered in order of their listing. 

MR. FRIEDMAN suggested that items "a" and n b n be consolidated. 

CAPTAIN* THE EARL CAIRNS remarked that much work had been done 
on Item “a" and suggested that the two items be kept separate. 

This suggestion was agreed to by all members. 

IK. SINKOV then suggested that each item first be discussed 
generally on a broad basis, followed by a presentation of the 
U. S. and British views on the subject. 

CAPTAIN HARPER asked that Sub-Committee B meet as soon as 
practicable to inspect a model of a small device, which it was 
necessary to return to the contractor at an early date for 
further development work. 

IT. COLONEL HENN-COLLINS commented that his group had some 
devices which they wished to send back to England as soon as 
possible for the same reason. It Was agreed that the Sub-Committee 
would meet at 1000* Thursday, 28 September 1950. 

MR. FRIEDMAN stated that the time of the next meeting of the 
Combined Executive Committee was uncertain. He said that he 
would be away on Thursday and Friday but would return Monday. 

He would be willing to try to call a meeting on Monday afternoon, 
he said, if there was sufficient business for the Conmlttee to 
consider. 

i „• 

It was agreed that the next meeting of the Combined Executive 
Committee would be held at the call of the Chairman, 

The meeting adjourned at 1055. 
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MR* MILLER inquired as to the arrangements for recording 
the proceedings of the Conference., 



MRo FRIEDMAN replied that the Secretariat would publish 
the minutes of the Plenary and Executive Committee Meetings in 
summary form, but that verbatim minutes would not be taken, 
subject to the wishes of the British Delegation., He pointed 
out that, in tima, recorders would be appointed for the "forking 
Groups and the Sub-Committees, Turning to a new subject p he 
stated that office space had been provided for the British 
Delegation, and also spaces for the ’’forking Groups* W.th re- 
gard to the meetings for the Sub-Committees, Mr, Friedman sug- 
gested that they be held daily in the afternoons starting on 
Monday, 25 September 1950, at one thirty or two o ’clock, ex- 
plaining that the TJ, S, Representatives were prepared to stay 
as long as necessary for the completion of business each 
afternoon. 



MR, MILLER replied that one thirty o’clock was suitable 
to him, 

MRo FRIEDMAN observed that it would be advantageous to 
keep the Meetings as small as is consistent with good worka- 
bility, however, he emphasized that in event any Group or 
Committee Chairman deemed It desirable to call in technical 
assistance, he should feel free to do so. Turning to Mr, 
Miller, and making reference to the background statements 
that he had read at the First Meeting of the Plenary Com- 
mittee, MTo Friedman inquired If the British Delegation had 
any objections or comments to make particularly with regard 
to the articles quoted from the agreements, 

MR, MILLER replied that his Delegation had no comments 
on the articles quoted from the agreements, but that they would 
like to make certain that they understood them.. 



MRo FRIEDMAN stated that he would make a copy available 
to the British Delegation for their study, 

MRo MILLER recalled that a meeting of Sub-Committee A 
had been set for 0930 Friday morning, 22 September 1950, and 
inquired whether there would be a meeting in the afternoon , 

CAPTAIN SAFFORD replied that the question of whether a 
meeting would be held in the afternoon would depend upon the 
progress of the morning meeting, and the wishes of the British 
Delegation, He emphasized that the U„ 3, Authorities did not 
wish to appear hasty In the premises, and invited the British 
to take as much time as they needed. 
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BRITISH » UNITED STATES COMMUNICATIONS SECURITY CONFERENCE 

MINUTES OF 



I 



THE FIRST MEETING- OF THE EXECUTIVE COMMITTEE 



The First Meeting of the Executive Committee of the Bri- 
tish « United States Communications Security Conference was 
held at 1500 on 21 September 1950 in Room 1212, U. So Navy 
Communication Station, Washington, D. Co 



Representatives Present 



United States 

«maw — — — — m m « tmrnu mmmmm — 



United Kingdom 



Mr© Wo Fo Friedman 
Colonel So Po Collins, USA 
Captain L© F© Safford, USN 
Captain J© S D Harper, USN 
Colonel Ro Co Sears, USAF 
Captain H. 0 * Hansen, USN 
Lto Colo Ro Ho Horton, USA 
Dr© Ao SInkov 



Mr© ToRoWo Burton Miller, Chairman 
Captain, the Earl Cairns, RoN© 

Mrq, Kenneth Perrin 

Mr© J.MoGo Pollard 

Lt© Colo Co Ac Henn^Collins 

Mr© Eo Ho Jolley 

Brigadier Jo IL Tiltman 

Group Captain Benjamin Ball, R.A*F 

Commander J.R 0 G© Trechman, R 0 N 0 



Secretariat 



Lieutenant J. W© Pearson, U»SoNo 
Mr© H. Do Jones 
Mss Catherine M© Johnson 
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* MR 0 tfZLLER stated that he was most anxious to get along 
with the proceedings*, and inquired if it would expedite and 
.simplify Blatters if he stated at this time that the British 
views were favorable to the acceptance of the seven rotor 
machine for combined use; he observed that he wasn't 3ure 
waather this would limit in any way the amount of demonstra- 
tlon necessary.. 

CAPTAIN 3AFE0HD replied that such information might sim- 
plify and streamline the whole procedure, adding that possibly 
the raatter of adopting the seven rotor machine for combined 
use could be settled on Friday, September 22nd » 

CAPTAIN HARPER saia that to finish the matter in one day 
wa3, in his estimation, a very optimistic outlook* 

Captain, the Earl CAIRNS observed that he thought the 
matter of replacement of the COM might take three days* 

COLONEL COLLINS pointed out that discussions of the rotor 
problems would probably result in complications which might 
take more time to resolve than had been anticipated* 

On the other hand, MR* FRIEDMAN remarked that if Captain 
Saf ford's optimism were well founded, and the COM business 
finished on Friday, then Sub-Committee B could meet on Saturday 
morning o He suggested' tnat for the sake of the record it might 
be wall if Mr„ Miller could designate the British membership on 
Sub-Committee A at this time,, 

MR* MILLER replied that he would like the whole visiting 
British Delegation, and in addition Brigadier Tiltman from time 
to time, accredited as members of Sub-Committee A, 

COMMANDER TRECHMAN remarked that he and Group Captain 
Ball were interested only if matters relative to the North 
Atlantic Treaty Organization were to be discussed* 

CAPTAIN SAFfORD explained that he did not anticipate any 
such discussions since the U. S» representatives were not 
authorized to consider North Atlantic Treaty - Organization 
matters* - 

MR* FRIEDMAN commented that Sub-Coium.it tee B members could 
be designated at a later date, but it was his understanding that 
Mr* Miller desired the whole of the visiting delegation ac- 
credited to the Plenary and the executive Committees* 
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MR, MILLER replied in the affirmative; he stated that he 
understood the function of the Executive Committee was to hear 
the findings of the Sub-Committees* 

MR, FRIEDMAN replied -that such was correct/ and that the 
Executive Committee would report to the Plenary Committee,. 

MR, MILLER stated that he then could reduce the membership 
on the Executive Committee considerably, that the British repre- 
sentation on that Committee would consist of himself and Captain 
the Earl Cairns, 

MR n FRIEDMAN suggested that Mr, Miller might name the 
Chairman of Sub-Committee B at this time if he so desired, 
pointing out that Admiral Stone desired Captain Safford to be 
the Chairman of Sub-Committee A. 

MR 0 MILLER replied that he himself would chairman Sub- 
committee Bo 

MR 0 FRIEDMAN inquired whether Mr a Miller desired secre- 
tarial assistance for his office* 

MR a MILLER replied in the negative, stating that most of 
the recording would be taken care of at the meetings, 

MR, FRIEDMAN Inquired of Mr. Miller as to when he expected 
his exhibits and drawings to arrive, 

MR, MILLER replied that the next sailing of the Queen Mary 
was .scheduled for September 21st, arriving in New York in about 
five days; and - allowing two days for the material to reach 
Washington, it should arrive on or about September 28th, 

COLONEL COLLINS suggested to Mr, Miller that when he was 
ready to call a meeting of Sub-Committee B that he consult Dr* 
Sinkov who headed the TJ, So representatives on the Committee* 

<s 

MR* FRIEDMAN inquired if there were any items the British 
Delegation wished to add at this time, 

MR o MILLER replied that he would like definitions of two 
or three of the items, 

COLONEL COLLINS remarked that most of the present agenda 
was merely an amplification of the agenda that Mr, Killer had 
received. 
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MR 0 FRIEDMAN explained that the agenda that Mr* Hiller had 
received didn 9 t contain the CCM item and stated that the other 
change consisted of the shifting of what is now Item 2e from its 
previous position of 2a. 



Referring to item I*Aol a of the Enclosure to the Agenda* 
MRo MILLER inquired as to whether a machine or function was 
meant o He said that he would like to have some idea as to the 
significance of the various categories* 



MR 0 FRIEDMAN replied that a function was meant with regards 
to the item in question 0 

MRo MILLER then inquired as to how item I»Bo2o differed 
from item LA.L 

DRo SINKDV replied that IoAolo was a general statement of 
purpose* while functional requirements in l.B„2 a meant how the 
equipment would actually function* 

MR* MILLER requested a clarification and distinction 
between items I.Co2 0 and I.D S 

CAPTAIN SAFFORD replied that the distinction lay between 
the machine on the one hand* and the operator of the machine 
on the other D 

Making reference to item 2 0 a 0 of the agenda* MR„ MILLER 
inquired whether "telegraphic" was included to distinguish 
from "telephonic "o 

. CAPTAIN SAFFORD replied that the word "telegraphic" was 
intended to mean » within the scope of Morse code telegraph* 

MRo FRIEDMAN remarked that U, So Authorities had con~ 
sidered combining items 2 0 a* and 2 0 b„ into one ’’forking Croup* 
due to the fact that they were closely related* 

« . ■ A 

DR n SINKDV explained that the reason for the separation 
of the two was that the Merchant Ship Problem had been con» 
sidered important enough in itself to be considered separatelyo 

MRo MILLER agreed that it might be confusing if both were 
considered together o 



Making reference to Enclosure A to the Agenda* item III A** 
Description or Model Demonstration* MR* MILLER stated that this 
was one case in which they would be limited to descriptions only* 
but that his Delegation would be happy to describe the various 
undertakings presently in progress at home* 
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MR. MILLER inquired of Mr'k> Friedman as to how long in 
advance of meeting dates he would like pertinent papers cir- 
culated - he asked if 48 hours in advance would be satisfactory,. 

MR„ FRIEDMAN replied that 48 hours in advance would be 
satisfactory* 

MR* MILLER inquired if there were any other items to come 
before the Committee. 

There were none* 

The meeting adjourned at 1533« 
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TO - P - S - ECRET 

27 September 1950 



KEHCBflHDOtl FOR, THE MfcLBEKS OF TIE EXECUTIVE CG.ISTIEE* 



Subjects Tentative Minutes of the First Meeting*, 



1» Ihe subject minutes are forwarded herewith for your 
consideration* 



2* Please advise the Secretariat* located in Room 211* 
Building 19* U» S„ Navy Security Station* telephone extension 
354* of year comments and/or concurrence* 







J» W„ PEARS® 
H« Bo JOSES 
Secretariat 
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BRITISH - UNITED STATES COMMUNICATIONS SECURITY CONFERENCE 



MINUTES OF 

THE FIRST MEETING OF THE EXECUTIVE COMMITTEE 



The First Meeting of the Executive Committee of the Bri 
tish - United States Communications Security Conference was 
held at 1500 on 21 September 1950 in Room 1212 , U» So Navy 
Communication Station, Washington, Do C« 



Representatives Present 



United States 



United Kingdom 



Mro Wo Fo Friedman 
Colonel So Po Collins, USA 
Captain Lo F. Safford, USN 
Captain Jo So Harper, USN 
Colonel Ro Co Sears, USAF 
Captain H. 0„ Hansen, USN 
Lto Colo Ro Ho Horton, USA 
Dr 0 Ao Sinkov 



Mr 0 ToRoWo Burton Miller, Chairman 

Captain, the Earl Cairns, R 0 N 0 

Mr* Kenneth Perrin 

Mr 0 J.MoGo Pollard 

Lto Colo Co Ao Henn-Collins 

Mr 0 Eo Ho Jolley 

Brigadier Jo IL> Tiltman 

Croup Captain Benjamin Ball, R„ AoF 

Commander JoRoGo Trechman, RoN, 



Secretariat 



Lieutenant J. W» Pearson, U 0 S 0 N 0 
Mr 0 H. Do Jones 
Miss Catherine Mo Johnson 
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MR* MILLER inquired as to the arrangements for recording 
the proceedings of the Conference * 

MR 0 FRIEDMAN replied that the Secretariat would publish 
the minutes of the Plenary and Executive Committee Meetings in 
summary formj but that verbatim minutes would not be taken 8 
subject to the wishes of the British Delegation,, He pointed 
out thatg in time* recorders would be appointed for the ’'forking 
Groups and the Sub-Committees,, Turning to a new subject 8 he 
stated that office space had been provided for the British 
Delegation and also spaces for the Working Groups „ with re- 
gard to the meetings for the Sub-CommitteeSj Mr„ Friedman sug~ 
gested that they be held daily in the afternoons starting on 
Monday 9 25 September 1950, at one thirty or two o 'clocks ex- 
plaining that the U a S a Representatives were prepared to stay 
as long as necessary for the completion of business each 
afternoon,, 

MRo MILLER replied that one thirty o'clock was suitable 
to him, 

MRo FRIEDMAN observed that it would be advantageous to 
keep the Meetings as small as is consistent with good worka- 
bility 9 however p he emphasized that in event any Group or 
Committee Chairman deemed it desirable to call in technical 
assistance 0 he should feel free to do so. Turning to Mr 0 
Miller*, and making reference to the background statements 
that he had read at the First Meeting of the Plenary Com- 
mittee 8 Mr, Friedman inquired if the British Delegation had 
any objections or comments to make particularly with regard 
to the articles quoted from the agreements * 

MRo MILLER replied that his Delegation had no comments 
on the articles quoted from the agreements s but that they would 
like to make certain that they understood them 0 

MRo FRIEDMAN stated that he would make a copy available 
to the British Delegation for their study,. 

MRo MILLER recalled that a meeting of Sub-Committee A 
had been set for 0930 Friday raorning s 22 September 1950 # and 
inquired whether there would be a meeting in the afternoon „ 

CAPTAIN SAFFORD replied that the question of whether a 
meeting would be held in the afternoon would depend upon the 
progress of the. morning raeetingp and the wishes of the British 
Delegation,, He emphasized that the U. So Authorities did not 
wish to appear hasty in the premises s and invited the British 
to take as much time as they needed « - 
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. MR, MILLER stated that he was most anxious to get along 
with the proceedings*, and inquired if it would expedite and 
simplify matters if he stated at this time that the British 
views were favorable to the acceptance of the seven rotor 
machine for combined use; he observed that he wasn’t sure 
whether this would limit in any way the amount of demonstra- 
tion necessary, 

CAPTAIN SAFFORD replied that such information might sim- 
plify and streamline the whole procedure „ adding that possibly 
the matter of adopting the seven rotor machine for combined 
use Could be settled on Friday , September. 22nd . 

CAPTAIN HARPER said that to finish the matter in one day 
wasp in his estimation*, a very optimistic outlook. 

Captain*, the Earl CAIRNS observed that he thought the 
matter of replacement of the COM might take three days. 



COLONEL COLLINS pointed out that discussions of the rotor 
problems would probably result in complications which might 
take more time to resolve than had been anticipated. 

On the other hand* MR, FRIEDf4AN remarked that if Captain 
Saf ford’s optimism were well founded 8 and the COM business 
finished on Friday*, then 3ub-Coramittee B could meet on Saturday 
morning. He suggested that for the sake of the record it might 
be well if Mr, Miller could designate the British membership on 
Sub-Committee A at this time. 



MR, MILLER replied that he would like the whole visiting 
British Delegation 8 and in addition "Brigadier Tiltman from time 
to time 8 accredited as members of Sub-Committee A, 

COMMANDER TRECHMAN remarked that he and Group Captain 
Ball were interested only if matters relative to the North 
Atlantic Treaty Organization were to be discussed, 

CAPTAIN SAFFORD explained that he did not anticipate any 
such discussions since the U, S, representatives were not 
authorized to consider North Atlantic Treaty Organization 
matters, 

MR, FRIEDMAN commented that Sub-Committee B members could 
be designated at a later date*, but it was his understanding that 
Mr, Miller desired the whole of the visiting delegation ac- 
credited to the Plenary and the Executive Committees, 





MR* MILLER replied in the affirmative; he stated that he 
understood the function of the Executive Committee was to hear 
the findings of the Subcommittees <> 

• MRo FRIEDMAN replied thut such was correct, and that the 
Executive Committee would report to the Plenary Committee* 

MR* MILLER stated that he then could reduce the membership 
on the Executive Committee considerably a that the British repre- 
sentation on that Committee would consist of himself and Captain, 
the Earl Cairns » 

MR* FRIEDMAN suggested that Mr* Miller might name the 
Chairman of Subcommittee B at this time if he so desired, 
pointing out that Admiral Stone desired Captain Safford to be 
the Chairman of Subcommittee A. 

MR* MILLER replied that he himself would chairman Sub- 
Committee Bo 

MRo FRIEDMAN inquired whether Mr a Miller desired secre- 
tarial assistance for his office a 

MRo MILLER replied in the negative, stating that most of 
the recording would be taken care of at the meetings* 

MRo FRIEDMAN inquired of Mr» Miller as to when he expected 
his exhibits and drawings to arrive » 

MRo MILLER replied that the next sailing of the Queen Mary 
was scheduled for September 21st, arriving in New York in about 
five days; and - allowing two days for the material to reach 
Washington, it should arrive on or about September 28th* 

COLONEL COLLINS suggested to Mr* Miller that when he was 
ready to call a meeting of Subcommittee B that he consult Dr» 
Sinkov who headed the TJ a S* representatives on the Committee* 

MR* FRIEDMAN inquired if there were any items the British 
Delegation wished to add at this time* 

MRo MILLER replied that he would like definitions of two 
or three of the items 0 

COLONEL COLLINS remarked that most of the present agenda 
was merely an amplification of the agenda that Mr„ Miller had 
received* 
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MR d FRIEDMAN explained that the agenda that Mr* Miller had 
received didn’t contain the CCM item and stated that the other 
change consisted of the shifting of what is now Item 2e from its 
previous position of 2a* 

Referring to item LA»lo of the Enclosure to the Agenda fl 
MRo MILLER inquired as to whether a machine or function was 
meant 0 He said that he would like to have some idea as to the 
significance of the various categories 0 

MRo FRIEDMAN replied that a function was meant with regards 
to the item in question 0 

MRo MILLER then inquired as to how item I*B*2* differed 
from item LAJ, 

DR 0 SINKDV replied that I»A.L was a general statement of 
purpose*, while functional requirements in I 0 B 0 2 D meant how the 
equipment would actually function* 

MR* MILLER requested a clarification and distinction 
between items I*C*2 0 and I*D* 

CAPTAIN SAFFORD replied that the distinction .lay between 
the machine on the one hand,, and the operator of the machine 
on the other* 

Making reference to item 2 c ao of the agenda s MR* MILLER 
inquired whether "telegraphic” was included to distinguish 
from "telephonic"., 

CAPTAIN SAFFORD replied that the word "telegraphic" was 
intended to mean » within the scope of Morse code telegraph* 

MRo FRIEDMAN remarked that U» S* Authorities had con- 
sidered combining items 2 0 a 0 and 2*b* into one 7orking Group*, 
due to the fact that they were closely related* 

.s 

DR n SINEDV explained that the reason for the separation 
of the two was that the Merchant Ship Problem had been con» 
sidered important enough in itself to be considered separately* 

MRo MILLER agreed that it might be confusing if both were 
considered together* 

Making reference to Enclosure A to the Agenda,, Item III A* B 
Description or Model Demonstrations MRo 'MILLER stated that this 
was one case in which they would be limited to descriptions only*, 
but that his Delegation would be happy to describe the various 
undertakings presently in progress at home* 
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- MRo MILLER inquired of Mr, Friedman as to how long in 
advance of meeting dates he would like pertinent papers cir- 
culated - he asked if 48 hours in advance would be satisfactory,, 

MRo FRIEDMAN replied that 48 hours in advance would be 
satisfactory* 

MR* MILLER inquired if there were any other items to come 
before the Committee* 

There were none* 

The meeting adjourned at 1533® 
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COMSEC CONFERENCE 
Working Group No* 1 
17 October 1950 



Chairman 9 s Memorandum No. 6 



Working Group No. 1 met with combined subcommittee B 
on 17 October. The proceedings of the meeting will be recorded 
in the minutes of subcommittee B. The chairman of subcommittee B 
Informed the chairman of working group No. 1 that the work of the 
latter group is completed, and that no formal report is required. 
If any further meetings of the group are required members of the 
group will be so advised. 




Arthur Enderlin 
Commander, TJSNR 
Chairman. 



ccs All members Working Group No. 1 
AFSA-04T (Dr. Sinkov) 

AFSA-12 (Col Horton) 

AFSA-OOT (Mr. Friedman) 
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Sub-Committee B resumed on 1? October after the arrival of 
Captain Hodges from Ottawa, 



The second report of the Sub-Committee is attached hereto^ 
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BRUSA COMSEC CONFERENCE 



SECOND REPORT CF SUB-CC&JMITTEE B TO THE EXECUTIVE d^aSIXTEE 



1« Sub-Committee B hag made an exchange of technical information 

/ 

concerning various cryptosystems filling in the general category of 
"Special purpose teleprinter systems for the exchange of communications 
intelligence material*" The cryptosystems discussed are divided into the 



following groups? 



NQN-SYKCHR0NCU3 






ROTOR UAZ& KEY GENERATORS 



AFSm-f 



U.K. 



ASASfi 2-1 



Rollick 



AFSAM-9, if provided with 
synchronous features* 

5 U.C.O. (Seerotype} 



2 0 The AFSAM-9, A 3 AB 2 2-1 and Rollick are covered in the fisafe report 
of Sub-Committee B* A description of the 5 U.C.O. is attached hereto. 

3* The Sub-Committee has the following observations and conclusions 
to report on special purpose teleprinter systems for the exchange of 
oonsmnicationa intelligence material* 

a* We note that Rocksx is presently being used for the exchange 
of communications intelligence material* 

b* We note that the 5 U.C.O. is in production and has been 

% 

under test for ths past six months, during part of this 
period between London and Ottawa* 

i 

c* It is ths British evaluation that the 5 U.C*0. is a true 

i * 

one-time system* - • 

d* It is the evaluation of ths U.3. that ths ASABf 2-1 with 
suitable one-time procedure, affords the necessary security 
for handling all classifications of traffic* 



4* We conclude that: 



.* * 



a* If there is to be an immediate substitution for Rocksx a 



selection can be made from the following machines* 

v 

- - A 3AM 2-1 

:> 1 5 u.c.o. - J ' 

y 

b. Either machine is available in sufficient quantity to a 
current requirements in ths exchange of communications 
intelligence material* 



in 



— 9 



t op oaonur — 

5c In the course of the discussions on equipments using one-time 
tapes, a brief description was given of* British progress in key-tape 
production equipment. In view of the close association of such equipment 
with one-time systems, it is recommended that the subject of production 
equipment be added to the agenda of the next Britieh-U.S. CCM3SC 
conference. 
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Apparatus 5 13,C B 0, Single Channel No, 1 
On-line teleprinter cypher system, 

Slse and Weight 

6* x 19" x 20" 

500 pounds 

Outline Description - Duplex on-line synchronous one-time teleprinter 
cypher system giving traffic flow security,, 

Technical Description 

Cryptographic features - Cypher key is provided by continuously moving 
one-time 5 unit tapes, a spool of tape lasts about U hours, 

Klectrical features - Incoming teleprinter signals are stored and 
transmitted synchronously at 50 bauds after one-time element by element 
encypherment. The signals are regenerated before transmission to ensure 
perfect masking. The received signal is likewise regenerated,, A full 
range of automatic alarms against potential insecurities is incorporated. 

For OCHQ operation special facilities are provided to secure exact one 
to one correlation between characters encyphered and decyphered (at the 
distant station) , These facilities are for handling 32 character intercepts 
etc. 






BRUSA CQHSSC CONFERENCE 

SECOND REPORT OP SUB-COMffITTSE B TO THE EXECUTIVE COI/MITTEE 

Sub-Committee B resumed on 17 October after the arrival of 
Captain Hodges from Ottawa. 

The second report of the Sub-Committee is attached hereto* 
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SECOND REPORT OF SUB-COMMITTEE B TO TH'i EXECUTIVE COMMITTEE 

1, Sub-Committee B has made an exchange of technical information 
concerning various cryptosystems falling in the general category of 
"Special purpose teleprinter systems for the exchange of intelligence 
material," The cryptosystems discussed are divided into the following 



groups: 


Non 








ROTOR 

NGN-SYNCHRONOUS 


KEY GENERATORS 


SYNCHRONOUS 


U,3, 


AFSAM-9 


ASAM 2-1 


aFSaII- 9, if provided with 
synchronous features. 


U,K, 


— 


Rollick 


5 U,C,0 D 
(Secratype) 



2, The AFS AM-9, ASAM 2-1 and Rollick are covered in the first report 
of Sub-Committee 8. A description of the 5 U,C,0. is attached hereto. 



3, The Sub-Committee has the following observations and conclusions 
to report on special purpose teleprinter systems for the exchange of 
intelligence material i 

a. We note that Rockex is presently being used for the exchange 
of^inj£^l±$|ep©e material, 

b. We note that the 5 U,C,0, is in production and has been 
under test for the past six months, during part of this 
period between London and Ottawa, 

c. It is the British evaluation that the 3 U,C,0, is a true 
one-time system, 

d. It is the evaluation of the U,S, that the ASAM 2-1, with 
suitable one- time procedure, affords the neeessaxy security 
for handling all classifications of traffic, 

4, We conclude that: 

• a. If there is to be an immediate substitution for Rockex a 

selection can- be made from the following machines: 

ASAM 2-1 
5 UoC,0, 

b. Either machine is available in sufficient quantity to meet 
current requirements in the exchange of intelligence material. 
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5« In tha course of the discussions on equipments using one-tin® 



tapes, a brief description was given of British progress in key-tape 
production equipment « In view of the close association of such equipment 



with one-time systems, it is recommended that the subject of production , 

equipment be added to the agenda of the next conference,, 1 
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Apparatus 5 U,C n O, Single Channel No 0 1 
On-line teleprinter cypher system. 

Size and Weight 

6» x 19" x 20" 

500 pounds 

Outline Description - Duplex on-line synchronous one-time teleprinter 
cypher system giving traffic flow security. 

Technical Description 

Cryptographic features - Cypher key is provided by continuously moving 
one-time 5 unit tapes, A spool of taps lasts about k hours, 

Electrical features - Incoming teleprinter signals are stored and 
transmitted synchronously at 50 bauds after one-time element by element 
encyphement. The signals are regenerated before transmission to ensure 
perfect masking. The received signal is likewise regenerated, A full 
range of automatic alarms against potential insecurities is incorporated. 

For GCHQ operation special facilities are provided to secure exact one 
to one correlation between characters encyphered and decyphered (at the 
distant station), . These facilities are for handling 32 character intercepts 
etc. 




0 




u=a ^ Q » 1^, 



^7TX*. 



TOP SECRET 




BRUSH COMSEC CONFERENCE 

FIRST REPORT OF SUB-COMMITTEE B TO THE EXECUTIVE COMMITTEE 



The meetings of Sub-Committee B began on 27 September 1950 and 
continued ini erndt tently through 13 October 1950* 

The Initial report of the Sub-Committee is attached hereto. The 
minutes that were kept of the meetings give only a summary of the 
highlights of the various subjects discussed. They are on file with 
the recorder. 
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13 October 1950 



HRUSA COMSEC CONFERENCE 

FIRST REPORT OF SUB-CCMilTTEK B TO HI a EXECUTIVE COMMITTEE 



1. Sub-Committee B has made an exchange of technical information 
concerning various crypto systems falling under the following item headings: 

a. Low Echelon (including Minor War Vessels) Telegraphic Systems - 
including combined assault codes and tactical systems for all 
military Services,, 

b. Merchant Ship Telegraphic Systems. 

c. Meteorological Security Systems, including Facsimile, Tele- 
printer and Telegraph. 

do Voice Security Systems for Tactical Purposes. 

2. During the course of the discussion and demonstrations 33 crypto 
systems were considered. Technical descriptions of 29 of these are included 
in the appendices as follows: 



MACHINES 



CIFAX CIPHONY 



HAND SYSTEMS 



U.So 



a. AFSAi! 7 
b 0 AF3AM 9 
c. 7 Rotor BCJJ 

di «pcm" 

So MCM 



f. ASAX 2 h. ASAY k 

go NRL Gifax i. ASAY 6 
J. ASAY 8 

k. AN/TRA 16 

l. TS3 



m. ASAD 1 

n. Running Key 
Cipher 



o. Mercury 
p» Concert 
q* Rollick 
U.K« r. Singlet 

So Pendragon 
to DUP 1 



s. MET FAX a v. Hallmark 
Wo Sorcerer 
x„ D 70 



y. Playfex 
Zo Linex 
aa. Cur sex 
bb 9 Otmeteo 
cco Alametco 



Four others, the ASA?! 2-1, the CCM, the Strip Cipher, and the M-2C9, have 
no descriptions attached because of their familiar status in both countries* 
Brief mention was made of a modification of the M-209 which has been proposed 
by Hagelin. A description which he has submitted is included in the appendix. 
The appendix also includes some miscellaneous notes on general items c 

3» None of these crypto systems was subjected to serious deliberation 
as far as security is concerned and on many of them no security studies have 
yet been made. It is the aim of the 3ub«Committee that these systems shall 
all receive security evaluations during the interim between the close of 
this conference and the opening of the next. 



T O P SE CR E T 




«g» secret 



4« Incidental to the discussions of the various crypto systems 
consideration was given to the problem of the number of different sizes 
of rotors which are contemplated for use in the mechanical crypto systems. 
The Sub-Committee feels that the 26-point rotor may have to be used for 
a long time to come but that some future agreement is necessary as to a 
selection among the 31, 32, and 36-point rotors. This agreement would limit 
the number of different types of rotors employed and thereby facilitate the 
interchangeability between U,K, and U,S. sources, 

5, The Sub-Committee has the following observations and conclusions 
to report from its deliberation on the four items on its agenda* 

A, Low Echelon (including Minor War Vessels) Telegraphic systems - 
including combined assault codes and tactical systems for all 
military Services, 

1, tfe note that the Fleet Code and Combined Assault Codes 
are under discussion in the UK - US JCEC, 

2, Vfe note that there are no other Low *£chelon systems yet 
under consideration for combined use, 

3, We note that both US and UK have a number of new machine 
systems under development but that none of these is likely to be available 
for general combined use before 1954 » 

4« We conclude : 

a. No machine system is likely to be available for 
general combined use before 1954 « . 

b. If combined systems are required for any purpose in 

the interim period, possible systems are: 

Strip 
Lin ex 
Cursex 
Playfex 

Running Key Cipher 

c. To meet the long term requirements for low echelon 
combined systems selections should be made within the next 12 months. 
Possible devices are: 



DUP 1 
AFSAM 7 
"PCM" 




Concert 

Rollick 
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Bo Merchant Ship Telegraphic Systems. 

lo «Ve note that Cur sex is under consideration in the US-UK 



JCEC and is likely to be adopted as the interim solution for Allied Merchant 
Ships, 

2, We recommend that a machine system of at least equivalent 
security but faster than Cur sex should replace it, when available, and that 
such a system should be selected within the next 12 months. Possible devices 
ares 

«PCM" 

BOP 1 
AFSAM 7 
MCM 

Co Meteorological Security Systems, Including Facsimile, Teleprinter 
and Telegraph, 

1, vie note the lack of apy 'suitable combined crypto system for 
meteorological purposes, 

2, He note that both the UK and US have under development new 

meteorological systems in the following categories s 

Air-Ground 

Telegraph 

Teleprinter 

Cifax 

3, He note that with the exception of the Air-Ground systems 
none of the systems under development is likely to be available for general 
combined use before 1954, 

4, He note that requirements and characteristics for combined 
plain text facsimile equipments have not yet been agreed upon, 

5» We conclude ! 

a. No machine crypto system for meteorological purposes 
is likely to be available for general combined use before 1954° 

b 0 If combined systems are required for meteorological 
purposes in the interim period, possible devices are: 

(1) Air-Ground - ASAD 1 

Otmetco 

Alametco 

(2) Telegraph - COM (modified for weather encipherment) 

Pencil and paper system for very low 
echelon purposes. 




(3) Teleprinter - ASAil 2-1 

(4) Facsimile - None available 



Co To meet the long term requirements for encipherment of 
meteorological data selection should be made within the next 12 months^ 

Possible devices are: 

(1) Air-Ground - ASAD 1 

Ctmetco 

Alaoetco 

Any available dphony system 

(2) Telegraph - ECM 7 with provision for weather encipher- 

ment 
AFSAM 7 
"PCM" 

Singlet 

Pendragon 

mjP 1 - designed for weather encipherment 
Pencil and paper systems 

(3) Teleprinter - AFSaM 9 

A SAM 2-1 

Concert 

ttollick 

Mercury 

(4) Cifax - AS AX 2 

NRL Cifax 
MLTFaX. 

NOTE; Selection in category (4) may not be possible until an 

agreement is reached in the UK-US JCAC on the requirements 
and characteristics for plain text facsimile equipments 
and associated transmission systems for meteorological use® 

D„ Voice Security Systems for Tactical Purposes® 

1. We note that there are no dphony systems under consideration 
for combined use, 

2, We note that both the UK and the US have a number of new 
systems under development but that none of these is likely to be available 
for general combined use before 1954 p 

3 o jj|[e conclude : 

a. No ciphony system is likely to be available for general 
combined use before 1954° 

. b. There are no possibilities for suitable devices in the 

interim period, 

c. To meet the long term requirements for combined ciphony 
systems selection should be made within the next 12 months. Possible devices 




are 





(1) ASAY 4 (primarily designed as a low echelon 

ciphony attachment 5 can be used only 
over circuits of 'normal bandwidth) 

(2) AdAY 8 (designed primarily for airborne use; 

possibly suitable for general low 
echelon use; can be used with VHF 
transmission only and is capable of 
group working) 

(3) Hallmark (primarily designed for tactical point 

to point circuits using TOP or wide- 
band circuits; could be used to provide 
secure point to point teletype and 
facsimile transmissions) 

(4) Sorcerer (primarily designed for point to point 

ciphony over long and short distance 
circuits of normal band width) 

, (5) AN/THA 16 (primarily designed for microwave point 

to point radio relay links, carrying 8 
voice channels; can handle teleprinter 
with frequency multiplex) 

(6) D“7Q (primarily designed for microwave point 

to point radio relay links, carrying 12 
voice channels; can carry facsimile or 
teleprinter ..ith frequency multiplex) 

6 a The Subcommittee has the following recommendations to make: 

a« That immediately and on a continuing basi3, there be complete 
interchange of the technical details of the systems discussed in this explora- 
tory conference. This should include technical visits. 

b. That discussion and interchange of technical information on 
certain other items of combined interest, such as the security aspects of IFF 
and authentication systems, be authorized. 

Cp That security eyal^aj^gnj bg made and exchanged on al^. items 
discussed^ 



5 





d. That a copy of the final report of the conference be submitted 



to the U 0 S 0 -UcK 0 JCEC and that the U.S 0 -U.K» JCEC be requested to consider 
and resolve as a matter of urgency the operational requirements in all fields 
of Combined Cryptographic CommunicationSo 

e» That there be annual conferences on these subjects for the next 
four years, to be held alternately in London and in Washington, the first of 
these to take place in London in apcroodmately nine months time» 
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AFSAM 7 

0FF-LIM1S PERMUTING CYPHER KACHME FOR TACTICAL USE 

Size 12” wide by 12” high by 6” deep, approximately, less case. 

14" wide by 14” high by 8" deep, approximately, in case. 

Weight 15 lbs less cases 22 lbs in case. 

Outline Description - A keyboard operated, tape-printing cypher machine 
24 v D.C. operated (with adaptor for 115 v - 230 v AC operation). Encyphers 
letters and figures. 

Technical Description 

Cryptographic features : Eight 

alphabet and notch rings. 26 way input and output, 1C paths being re-entrant. 
Rotors 1-3, 5-8 turn. Motion is electrically controlled by sensing notch rings 
Motion Is "interlocked cascade," rotors 1 to 3 providing a dilated cyclometer 
giving a guaranteed minimum cycle. Machine is considered secure under all 
usual sorts of misuse. Read before step operation. Clear indicators are used. 
Mechanical Features : a flying type wheel printer is used carrying a 

pulse generator on the same shaft. On depressing a key a circuit is set up 
through one stator coil in the pulse generator. At the appropriate time a 
pulse is generated in this coil which fires a thyratron operating the print 
magnet„ 

State of Progress - In an advanced state of development. 



26-point 



rotors with independent 





t 
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Size 26” x 12 tt x 6” less case 
28” x 24 B x 8” with mm 

Weight Approximately 27 lbs 2#®s oass 
Apprcsdmafcsly 35 lbs with e&s® 

Outline Descriptlca «* A taotlcal high security teleprinter cipher 
machine accepting teleprinter signals as an input and producing teleprinter 
signals as an output* Btsploys start-stop synchronization* 

Bmlovraant - For use wherever teleprinter is esployod in tactical 

r 

echelons* (Tactical use of teleprinters is planned on a broad scale as 
Ins as regiment or battalion)* 

Technical Description - Accepts an input teletype signal, stores the 
five intelligence bauds, translates to one hot wire of 32, permuted in a 
rotor maze, the cipher signal translated to the five unit code for storage, 
and then transmitted in time sequence* Capable of operating at teleprinter 
speeds from 60 to 100 words per admits* 

Cryptographic features - Oaplcys nine 36-point rotors in the mass 
with 4 circuits reentrlod to roduce to a 32 character encipherment* Sight 
rotors move in an interlocked cascade vriLth the center rotor not moving hat 
fisted for the day* Three rotors automatically zeroized to a predetermined 
position before. each message* Planned for use in a 5-letter dear test 
indicator with no restrictions as to use* 

State of Progress - 2h advanced development* Prototype models ospocted 
Spring 1951# 
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Size 16 18 wid© by 12” high by 12" deep® apprmdmately 
Wairflife 100 lbs approximately 

Outline Description - 7 rotor 1 mechanism using the, carcase of GSP 1700 
(CCM Lie XI) with a single tap® printer and a nonblocking keyboard© 




Features g 7 rotor non»raciproeal mz® 0 Planned to 
use maovoable notch rings and alphabet tyros® Rotors are reversible® Pro- 
gression is notch controlled® Likely order of drive is 4 6 2 7 1 5 3® with 
4 6 and 2 faming a syclcnetor and the rest moving as in CCM® Rotors 2 and 6 
always step backwards® Alteration of the direction of rotation of any rotor 
involves mechanical cork® Maze is read before stepping® Backwards and 
forwards motion occur simultaneously® 

Mechanical Features 8 Non-locking A-hank keyboard with the numerals 
1 to 0 on the top banko Print ar is magoet operated® 26-letter single case 
encyphermont only® Printer has 26 letters® space and numerals 1 to p only® 
Facilities switch gives following conditions s 
0 -'off 

P ® plain (in this condition all keys are effective) 

D » docypher 



R « reset (in this condition the rotors can be sot by the figure 
keys 1 to 7) 

Hand-drive facility of CSP 1700 has been abandoned® and the operation is by 
Ion voltage o An AG motor 13 fitted® arid the printer® etc® is directly AG 
operated® 

Another facility switch changes from CSP 4600 to CSP 1700® In the 1700 
condition blank rotors are inserted in positions 2 and 6 (the backwards rotors) 
and the so rotors will turn® 



(Continued) 



A variant of tills jmehiae for weather operation (l»e# cat) was also 
shorn, The weather switch connects the figures 1 to 0 3 space and X on 
encyphezssent to the mzs 9 and on decyphomant connects the appropriate naze 
outputs to the numerical functions of the printer* 

As an alternative to this scheme the earns facilities may be provided 
by using special plugs and sockets connected into the snakes joining the 
scrambler to the machine base* 



Socket connections for auto operation are provided* 
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Size | cubic foot •» 12" xl2" x 6" approximately 
. Weight 15 pounds 

Technical Description - This machine is cryptographically identical with 
the CSP 4300 o The rotors, approximately 2^" in diameter will use removable 
notch rings and alphabet tires 0 Permits direct encryption of numerals^ 

State of Progress ■= Engineering model to be delivered about 15 November 



1950c 
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C3P-3600 foCM) 

OFF-LINE HAGatIN“TYP3 CIPHj3R 

• " — — - 

Size 10" wide by 10" high by 6" deep approximately, 

*■ * •' . t _ ’ 

Weight 12—16 lbs approximately. 

Outline Description - Keyboard operated, ta^printing cipher rpg| 



intended for very low echelon use. Hand powered w|th provision tor t 






cation to motor drive, - r 

Technical Description 

Cryptographic Features ; 12 J£*=209 pin wheels adding * the^r gomb 

• . *«< 
effect to a common drum. Key is the result of two steps of the p$n ;g^e 

Pins and lugs are settable, with a maximum of 6 lugs to a bgg. 

State of Progress - In development vdth one preliminary ensJnegHni 

” ~ 

' **v T • 

model available, ' 4 " ' 



' .*■ ■’ 

% >V- 



. r 




Mm 



gggg|j|^]ft67163 

©MO" 



i 



SSCRB? 






f 

AS AX 2 



CIFAX TKA^CEIVKR FOR USE wITH BLACK-WHITE COPY. PRIMARILY FCR Mj MAPS 



Size 1 Hack approximately 24'° x 26" x 54" 

1 Power supply approximately 14" x 24" x 10" 

Including approx irately 150 vacuum tubes of which 130 are dual 
triodes* 

Weight 400 lbs * 

Outline Description - Medium-high echelon,, high security cifax, trans- 
mitting multitone cipher at effectively 1000 elements per second, produced 
by synchronous binary addition of 2-level quantized facsimile signal and 
2-level key* 

Technical Description 

Cryptotechnloue ; Six basic sequences produced at 6)000 elements 
per second are combined in a complex manner to produce a 2-level key at 
1000 elements per second. The basic sequences are produced by six continu- 
ally rotating relatively prime wheels (in the range 101 to 115 )« 

Electronic Features : The ASAX 2 is designed to transmit over 
300-2750 cps land-line or HP radio, either or both being included in a 
single circuit* Cipher at a 1 millisecond rate is read successively into 
four channels, each channel being amplitude modulation of an audio subcarrier* 
A fifth subcarrier is amplitude modulated by a 50 cps signal for automatic 
phase control* The composite signal is transmitted directly on land-line or 
modulates a conventional (double sideband AM) HP radio transmitter* 

The receiver portions of the ASAX 2 are equipped for automatic starting, . 
synchronization, continuous phas9 correction, and alarming, including indi- 
cation of each function. A frequency standard is included for use when manual 
control is desired. 

’ \ 

State of Progress - Two terminals, originally designed for engineering 
tests, have gone through limited service testing on land-line and on HP radio 
links up to 1000 miles. Technically, performance of the equipment was 
satisfactory over normal ranges of room temperature* 
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ML CIFAX 

CIFAX TRANSCEIVER FOR BUCK-VilHlTiS VffiATHiSR COPY 



Gan be converted to full duplex by addition of a second key generators 

Size Transmission equipment 16" x 19 rt x 72" approximately ? 

Key generator 16" x 19" x 24" approximately. 

Weight 500 lbs approximately. 

Outline Description ~ High security, shipboard and base station cifax, 
transmitting multitone cipher at effectively 100C elements per second, 
produced by synchronous binary addition of a 2-level quantized facsimile 
signal and 2=lavel key. 

Technical Description 

Crypt ptechnique : Eight basic sequences are reproduced at 1000 
elements per second from continuously rotating wheels that are relatively 
prime. Eight wheels are selected from a set of 28 in the range 101 to 199<> 
Four sequences are binary added to produce X key, which is recorded as a 
continuously traveling magnetic tape having 10 reading heads. A four stage 
ring picks off X key from various preselected reading heads to produce Y key. 

X key and Y key are binary added to produce the final output key. Two of 
the unused basic sequences ars added Boolian to determine when the four 
stage ring is reset. The remaining two basic sequences determine to which 
position the ring is reset when a reset is demanded. 

Electronic Features : The NHL cifax equipment transmits AH sub- 
carriers in the range 2000-3750 cps, eight channels being transmitted over 
Class A telephone line or HF single sideband radio. The equipment incorporates 
precision frequency standards with provision for manual or automatic phase 
correction. 

State of Progress - Two models have received engineering tests and 
operate satisfactorily. Four service test models are presently being 
completed by a contractor. 
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ASAY k 

TIME DELAY SCRAMBLE CIPHONY SYSTEM 

Size 12“ x 12" x 18 " , estimated. 

Weight 15 pounds, estimated. 

Outline Description ~ The individual elements within a group of 20 

✓ 

elements are delayed different amounts r>f time before transmission, 

^ ' 

Technical Description - A 19 x 20 element matrix code boot controls the 
delay of the specific elements of speech in each group of 2G elements. The 
same code is used for at least one conversation,. The key code control is on 
a tape and is advanced one step to a new position, Whether change is to be 
on a message or time basis has not yet been established, 

i 

State of Progress - Engineering models are now under development. 
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ASAY 6 



Size Three bays approximately 5 i x x lj feet, 

Weight Approximately 250 pounds per bay plus spare parts and test 
equipment* 

Technical Description - Speech is converted into a 1500 baud per 
second on-off signal by means of a vocoder and PCM coder. To this signal 
is added a key sequence from an associated key generator* Transmission 
is accomplished by eight frequency multiplexed channels located in the 
standard voice frequency band* Six of these channels are for speech 
information, one is for synchronization and one is for station selection. 

The receiving end accomplishes the reverse operations of the transmitting 
end. Each terminal is full duplex. 

Cryptographic Features - The key generator makes use of the geared 
timing mechanism to produce six basic sequences of 101, 103, 107, 109, 

113, and 115 elements length. These sequences are combined by addition 
and multiplication in electronic circuits to produce output key at 1500 
elements per seoond. The basic patterns are changeable as well as the 
Individual starting points of each sequence. 

State of Prograss - Three models of the equipment are under construction 
by a contractor. These will be engineering and service tested to determine 

i 

necessary modifications. 
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aSAY 8 

SINGLE CHANNEL PCM CIPHONY SYSTEM 

Size 2 cases each 12" x 12" x 18" estimated* 

freight 50 lbs., estimated* 

General - The system is intended for general airborne tactical usage by 
VHF radio* 

Outline Description «* A single channel PCM system which employs "push to 
talk" transceiver element scrambling of a block of 32 pulses* 

Technical Description 

Cryptographic Features : The PCM coder output is "flattened” by 
means of "auto key techniques*" The least weight baud of each- speech sample 
(4 digit PCM) is delayed multiples of five elements* This causes it to be 
added to the 8 weight bauds of the next sample, to the 4 weight bauds of the 
next sample after that, and the 2 weight baud of the next sample after that* 

A code card or rotor system is used to determine a transposition in a block 
of 32 elements* 

State of Development - Early development. 2nd Engineering model to 
be built by contractor. Air transmission test planned on lab model* 
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AM/TRA-I6 

8 CHANNEL SPEECH SYSTEM FOR jjagRQ-WAVE RADIO 

Size 7 4^ 11 bays (counting 1G0£ standby) 

Weight About 1 ton (2000 lbs) 

Outline Description >=> Enciphered PCM system transmitted by on-off 
pulses over micro-wave radio. The channels are in time division multi- 
plex. 

Technical Description 

Cryptographic Features s The machine employs a key generator 
using four wheels of length 11, 13, 20, and 28. The motion of those 
wheels is controlled by plain text PCM elements and partially enciphered 
PCM elements. 

State of Progress - Two terminals are nearing completion for use in 
a special experimental radio link.- Several terminals without complete 
keyer circuits are available. 
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T.S.S. 

Tactical speech encipherment system primarily for aircraft use. 

Size and Weight - About 10" x 10" x 18" and weighs 39 pounds. (This 
is 18 element model. ) 

Outline Description = A TDS system cf encipherment applied to PAM 
speech samples. Uses a fixed self-conversing code changeable by means of 
a switch matrix. 

. Technical Features - The set employs a rotory beam tube instead of 
a more conventional ring circuit to control the TOS operation. Two models 
of the system have been built, one employing a 12 element TOS the other an 
18 element TDS. A $ to 10 kc channel is required for transmission. The 
system synchronizes phase automatically. 

, Slate of Progress - Two models of each of the two types will soon be 



available for testing. 
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ASAD 1 

1. ASAD 1 is a snail band substitution device, designed for use in 
multiseater aircraft for the transmission of essential meteorological 
information. 

2. It consists of a black box about 12" x ?£" x l£" in dimension, 
containing a* letter key-roll which can be rotated horizontally and over- 
laid by a stencil which can be rotated vertically. The stencil contains 
13 lines each designated by the type of information involved £e.g 0 cloud 
ceiling, visibility, etc.) and containing up to 20 holes designated by 
numbers, directions, etc. Thus, at any position of the stencil or key- 
roll, there are 13 lines showing different types of Information, and the 
exact detail can be designated by the letter appearing in. the appropriate 
hole on the line. 

3. The key-roll is produced so that a letter never repeats within a 
series of 20. The stencil is designed so that it covers every other line 
and column of the key; there are thus four independent keys on the roll. 
The roll can be set in 100 positions and the stencil in 26 .positions. The 
setting numbers are substituted into random digraphs by means of an indi- 
cator table which fits into a slot above the window of the device. 

4. The cryptographic principle is similar to that of the British UCO 
or ALAMj£TCG, and the system can be used for transmitting the same kind of 
information. A wider choice of key is available owing to the length of the 
key-roll and the principle of dual elide. 
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RUNNING KKY CYPHER 

lo RKC is a liberal hand substitution cypher, designed to give a 
high degree of security on strategical links where ma chine systems are 
net available 0 

2. The cypher comprises a book of random literal key-groups, and 
a book of random 26 x 26 letter substitution squares, one for each day 
of the moat h 0 For point-t o~point working, the keybook would be used 
"once through" each day, commencing at a point chosen at random in the 
table; the system can also be employed for group working, choosing a 
random starting-point for each individual message. The encryption 
process consists of substituting each plain-text letter in turn against 
its associated key-letter, employing the substitution table valid for 
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MERCURY (UTS TYPEX. Mk 10) 



Synchronous on-line teleprinter cipher machine. 

Size One 5®6” rack and four special tables. 

Weight 450 lbs, very approximately 

Outline Description - 31 way rotor permuting cipher machine using 
separate turnover control and ciphering mazes,. 

Technical Description 

Cryptographic Features : A 4 "rotor cyclometric maze controlling 

a 6 rotor ciphering maze. Rotors consist of an outer annulus (carrying 
progression notches) with scrambled wiring and a separate inner rotor. 

The two parts can be assembled in 62 different ways. Current traverses 
through the outer rotor section,, then through a scrambled turn around end 
plate and then returns through the inner rotor sections. Cryptographically 
therefore the mazes consist of 9 and 13 rotors respectively. 

Mechanical Features ; Mercury is a duplex on-line synchronous 
cipher system. In-coming teleprinter signals are tried ot£ to 31 ways and 
fed onto alternate storage devices. Signals are fed synchronously to the 
maze and then reconverted to 5 unit code for transmission. The maze is 

stepped synchronously. In the no traffic condition the letters function 

/ ' 

is sent "en clair" to line. 

State of Progress - One dr Suit on traffic experimentally. ' 
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CONCERT 



ON-I1NE TELEPRINTER SYNCHRONOUS CIPHER MACHINE 



* 

Size 16" x 8" x 8" approximately. 

Weight 40 lbs approximately,, 

Outline Description • A synchronous on-line subtractor teleprinter 
cipher machine for general tactical usage,, 

Osage - The device is planned for large scale tactical usage. 

Technical Description 

Cryptographic Features ; Maze consists of 11 wired rotors periods 
41, 43 , 43 , 45, 45 , 46, 46, 47, 47, 49 , 49. Rotors 1, 3, 5, 7, 9, H turn 
regularly one step per element. Rest stay still. 8 of the 49 paths through 
the maze "drop" off" at various points. 24 of 49 inputs are energized with 
battery through push-buttons and seven of the 41 outputs are tapped and 
fed into relays. The seven relays perform modulus 2 addition in series on 
the plain teleprinter element for encipherment. Rapid clearance of push- 
buttons is provided. Rotors not interchangeable; rotateable alphabet tyre. 
The device is capable of providing several streams of simultaneous key and 
will 8 till be secure. 

Mechanical Features ; The maze turns, continuously driven, through 
a differential gear box for phasing purposes from a magnetic amplified 
controlled motor if high "Q" circuit is used for time control. Element 
storage is provided. Traffic is enciphered on an element by element basis 
including start and stop signals thereby giving traffic^ flow security. 

State of Progress - Two lab models made from drawings are under test. 
Development of the time control features is incomplete. 
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OM-ijaa TCT.iTOTMTat'ftTPffia DEVICE 



Slae One 4 S 6" telegraph rack on castors 
Weight 100 lbs approximately 

Outline Description - An electronically operated half-duplex online 
teleprinter subtracter encipherment device 0 
Technical Description 

Cryptographic Features : See notes on Cock^icMno (Item ee)* 
The cipher key is generated by cold cathode gas tubes,, Provision is made 
for generating random indicators not under control of the operator and 
for automatically positioning the key generator to these indicators* 

Mechanical Features t The t&olo equipment is electronic,, Moot 
circuits use cold cathode gas tubes* 

General - The device is intended Initially for use on GCHJ land line 
circuits* A basic concept has been the use of electronic techniques so 
as to permit ready mass production* 

State of Progress - Tteo models now being built for user trials* 
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(tenoral - Singlot is a keyboard operated motorfedriv^a, tape-printing 
off-line permuting cipher machine* The keyboard corresponds exactly to a 
standard teleprinter keyboard except that there is one additional key called 
a "Bigram EayV The full rang® of teleprinter lower and upper case symbols 
ere available but four letter keys and carriage-return and line-feed require 
the pre-operation of the bigram k»y 0 

The machine is designed to work from 100-125 volts or 200-250 volts 
45*65 c/s single phase* It can be taken through the hatch of a submarine* 
Dafrftlfeji « The machine will have a 26-way maze with 7 or more rotors 
operating on BGM principles but con also be used as for CQI working* It will 
use American type rotorso 




Baa inclusion of full case-shift 



facilities enables the machine to be used for meteorological traffic* Since 
none of the bigrammsd signals are used for this type of traffic the operation 
of the keyboard is exactly the same as that of a standard teleprinter* (Not 
a weather keyboard)* 

State of Progress - Hie machine is still under development* A develop- 
ment contract for prototype production models will probably be placed in the 



Summer of 1951* 
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General «=* Pendragon is an off-line cipher machine using a perforated 
tape input arri producing a page-printed copy on. a teleprinter and also, if 
required, a perforated tape on a printing reperforator & 

The input tape can be prepared on a standard teleprinter perforator 

using the full range of teleprinter signals • Bigram signals are auto- 

* 

statically inserted by the equipment which has a 26-way permuting maze 
exactly the same as that used in Singlet o 

Pendragon will interwork with Singlet and can also bo used for CCM 
or BGL£ working* 

Pat^ia «. u© min unit will be identical vdth Singlet, except that 
the keyboard and printers will be replaced by a control unit for inserting 
carriage return and line-foed, etc. 

State of Progress « Development is proceeding in parallel with the 

\ 

work on Singlet and it is expected that both Singlet and Pendragon will 
become available about the same time« 
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General - DUP 1 is an off-line hand operated tap sprinting cipher 
machine with an electrical permuting mass, weighing shout 18 lbs* Its 
dimensions are 1 2& ,} sc 84 " x 5"® On the model demonstrated, the input 
is controlled lay a setting knob similar to that of M 209 but keyboard 
operation could be arranged* Iilcctrlcal pewor is supplied by a self- 
contained 45 volt dry battery which gives 80,000 operations or more* 

For low temperature operation, an external source of power is necessary* 

Details » H» maze 1s 26~way and has 8 rotors of which 1 and 5 are 
fast turning, 2 , 3 and 4 being driven cyclmetrically by 1 , and 6 , 7 and 
8 cyolxsaotrically driven by 5 « 

Hie rotors have alphabet tyres rotatable with respect to turn-over 
patterns, and removable wiring inserts which can be fitted in any one of 26 
positions* The turn-over pattern is the 06 ms on every rotor in a set and 
there are 16 wiring inserts to each set* CkHaprcmiso of the machine and 
wirings is covered by the fact that adequate security is given in the daily 
setting* 

Use for Meteorological Traffic - Proposals are under consideration 
for encipherment of numerals and the letter X by the use of a manually 
operated case shift* 

State of Progress - One hand mads model has been completed and six 
more are under construction* A development contract has bean placed far the 
manufacture of 50 models engineered for large scale production and intended 
for Service trials* Delivery of these prototype production models is expected 
to commence during the Summer of 1951® 



REF ID : A67163 



SKGUEfi? 



General - HEM* AS is a system for the enciphered transniseden of black 
and white meteorological charts# It is intended to meet 4 requirement for 
the transmission of charts 30" x 16 n in a time of not more than 30 minutes 
with a definition of 100 lines per inch* the transmission channel (line or 
Ho? a) having a band-width of 300 to 3*400 0/S o 

Hie enciphering equipment will consist of one rack 20” wide by 6 s high 
employing about 200 valves# Hie deciphering equipment is of about the same 
sizes 

According to present proposals tbs Intelligence will be enciphered in 
an &»way elootrdcal permuting maze working entirely electronically# 

Details :- Hie picture Intelligence is quantized 4*500 times per second* 
that is at twice the nominal picture element rate eo as to avoid degradation . 
of definition# Groups of 3 quantized elements are converted to signals on 
ono of eight wires having a recurrence rate of 1*500 per second# Those 
signals arc permuted and converted to signals having one of ei$it levels 
for transmission by F.H# 

Hxo permuter will have eight stages ( "wheels”) with pluggable turnover 
patterns and changeable wirings# The latter will consist of pasolin cards 
with notalized strip connections# Hie variables will be turnover pattern* 
order of progression and wiring# Hie deciphering equipment will be started 
automatically and its speed will be controlled by differentiation of the 
incoming signals# 

Stage of Development - Back to book laboratory tests have been made 
using bread-board assemblies# Bread-board experiments of the transmission 
equipment are proceeding# 

Hie electronic permuter may later bo replaced by a Rollick key generator# 
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PCM CIPHCMY SYSTiflf FOR TACTICAL USAGiS 



Size and Weight - Lab models consist of one 5 9 6 R rack. Weight , 300 lbs 
approximately. Packaged equipment for vehicle use plannedo 

Outline Description - Duplex 32 level PCM subtractor encyphement ciphony 
system for point-to-point service. 

Technical Description - 

Cryptographic Features ; Subtractor encypherment using binary key 
from a group of transition counters of moduli between 2 and 29. Counters 
are reset automatically by a maze at periodic intervals. 

Technical Features : Duplex operation using a common key generator 

giving different key to go and return channels. Framing, synchronization, 
maze stepping, etc. is automatic. 

State of Development - 6 copies of lab models being made for special 
GCHQ circuits. Development contract placed for engineered models for field 



use 




* VOCODER SPEECH SECRECY SEM FOR GEM, USAGE 
Slza and Weight 

(Planned) 2 double sided racks 5®6 n high 
600 lbs 

Qmtlinfl Doscription » Pdl Vocoder analysis and synthesis system vd.th 
subtracter encyphernant for operation over circuits of normal bandwidth* 
Tae^niflA l Description 

Cryptographic features ! I&eyphormont will be by using the Code* 
Robin principle* * 

Elactrical features » On® pitch and oi^at, epeeetrum channels* 
Pitch channels are defined to IS stops* the spectrum to $ steps* Optional 
provision of two transmission aystens* one for land line and VHP radio* 
Operating at 1800 bauds* and a multichannel V.F* system 170 eps spacing 
and a 100 baud speed on each channel. Provision con be made for a secure 
teleprinter channel for order wire purposes if required* 

State of DevaLonaant - Development contract placed with a contractor* 
First models for trial due in IS months* 
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MULTI-CHANNEL CEMHMgTRIC- HADIO RELAY EaUIPMENT 

n t n n t ill I nmnw m i i— — — . — ■ mmrn rn mJUw m mmmmmtrn a t 

Size and Weight - Duplicate equipment consisting of 4 transmitters , 

4 receivers, antenna masts, etc., carried in one vehicles Duplicate PCI2 
multiplex etc., carried in a second vehicle. ( 

Outline Description - Centimetric radio relay system providing 12 
top secret speech channels. 

Technical Description 

Cryptographic Features t Encypherment is carried out by the 
Cock-Robin principle (Item ee). 

Electrical Features :. The equipment is Ailly duplicated with auto- 
matic change-over facilities. The 12 PCM channels are carried by FK on a 
6cm radio link. An engineering channel is also provided using the spectrum 
below 4 kc/s. PCM system is analogous to Hallmark. ' , 
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PLAYFEX (SMALL SHIPS CYPHER) 

1» Playfex ia a tactical band system, designed to effect a very rapid 
change of code with a minimum of documentation and production. It is specific 
cally intended for use in small ships, and could be employed for any traffic 
where short term security is required and where a quick encryption process 
on a basic book is operationally acceptable « 

2. In its present fora it consists of a two-part (hatted) basic code- 
bode, in which each vocabulary signification is given a two-letter group, 
omitting double letters and the letter J, The groups from the basic code- 
book are then encyphered by a double Playfair process, based on a pair of 

5 x 5 squares changing every two hours. The keybook consists of 31 detacha- 
ble pages, each containing 24 squares, divided into 12 pairs designated by 
the two-hour period for which they are valid. Each basic group is encrypted 
on the left hand square, and the resulting digraph encrypted on the right 
hand square. No indicator is required other than the date-time group of the 
message. 

3. The keybock is designed so that squares valid for a period shorter 
than 24 hours can be issued for short front line operations. If a higher 
degree of security is required, the basic book can be changed monthly, 

the basic groups written out on' a keylength, and the Playfair encryption 
applied to the vertical digraphs. 

. 4. The small ships basic book and some editions of the keybook have 
been produced and are ready for issue if required. Field tests have proved 
satisfactory, but the system has not been used operationally. 
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LINEX 



1. Linsx is a literal hand substitution cypher, designed to give a 
high degree of security for forward-area strategical traffic, where machine 
systems are not available. . It has been in use in the British Army forward 
of Brigade since 1944* 

2. The cypher consists of a book of 25 pages of mixed alphabets, used 
in association with 10 cards known as cursors. Each cursor is designated by 
two or three letters , and contains a mixed alphabet along the top margin and 
a hole cut in one of ten positions on the right margin. The user selects one 
of the cursors and marks a letter in the mixed alphabet, as determined by the 
indicator. He finds the starting-point in the keybook, and places the marked 
letter under the first plain-text letter of the message; the cypher letter 

is read from the hole cut away on the right margin of the cursor. The cursor 
is then moved down one alphabet in the keybook and the process is repeated 
for. the second plain-text letter; and so on, letter by letter through the 
message, using a new alphabet for each encryption. 

3. The message indicator consists of a four-letter group selected from 
a page of random groups; the two pairs of letters are encrypted. by a single 
Playfair process, to give the cursor and starting-point for the message. 
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CURSEX 



1. Cur sex is a literal hand substitution cypher, designed to give a 
high degree of security for strategical traffic where machine systems are 
not available. It is specifically intended for use as a combined merchant 
ships’ cypher, and would be suitable for use on strategical links or as a 
general back-up to machine systems • 

2. The cypher consists of a book of literal key, used in association 

with a frame containing a horizontal- and a vertical- sliding keysheet made 

/ 

up of a number of mixed alphabets. The plain text is written under the 
groups in the keybook, starting at a point determined by the indicator, and 
each of the keysheets is set up at one of 26 positions in the frame. Each 
letter of the text is then encrypted on the alphabet indicated by the 
associated key-letter. The key-letter is found in the alphabet on the 
horizontal keysheet, and the substitution alphabet is taken from the vertical 
keysheet, the process being facilitated by the use of a cursor sliding 
vertically over the frame. 

3« Several specimen frames and keysheets have been produced, and field 
tests have proved satisfactory. 
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1. Ctmetco is a hand substitution cypher, designed for providing 
essential meteorological information to aircraft returning from operations. 

It can be used to transmit barometric pressure, followed by visibility and 
cloud-base if required. It is intended to place the minimum burden on the 
aircraft. 

2. All ground-stations hold a book containing 1000 mixed alphabets, 
each designated by an indicator number. Aircraft are provided with a proforma 
card, containing an extract consisting of three alphabets from the book, a 
key barometric pressure and one or more letters indicating n plu3 n or "minus". 
The key pressure is obtained separately by each ground-station, by applying 

a daily-changing key-number to the actual barometric pressure observed at the 
station at a predetermined time. 

3. When the aircraft returns to base, the ground-station transmits the 
barometric pressure as the deviation in millibars from the key pressure, in 
the form of a two-letter group; the first letter Indicates "plus" or "minus", 
the second letter the deviation in millibars up to 25, as determined by the 
first alphabet on the card. If required, the cloud-base in hundreds of feet 
(up to 2500) is transmitted as the appropriate letter from the second alphabet, 
and the visibility In hundreds of yards (up to 2500} from the third alphabet. 

4. In addition to the station key pressure, all aircraft in an area are 
given a daily-changing diversion key pressure. If an aircraft is diverted from 
base, it requests a report by transmitting its indicator number, and the 
ground-station bases its reply on the diversion key pressure. 

5. Each indicator is allocated to one operation only, so that the key 
ia virtually one-time, the only repetition being when a visibility or cloud- 
base alphabet on one operation may be used as a barometric alphabet on another. 

6. The system ia at present being given field tests, and preliminary 
indications are that it will prove satisfactory. ' 
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ALAMETCO 



le Alametco is a hand substitution cypher, designed for the 
transmission of meteorological information between ground- stations and 
aircraft. It has been in use in the R.A.F. since the latter part of the 
war. 

2. Aircraft are provided with proforma cards, containing a number of 
lines devoted to various items of meteorological information, with blanks 
left for the Insertion of letter keys (similar to the stencil on ASAD 1). 
Before an operation, the ground-station fills in the card with a number of 
mixed alphabets derived from a master key-book and changing dally. Any 
item can thus be expressed as the line-number in the proforma followed by 
the letter appearing in the appropriate space. Each aircraft normally 
carries more than one card, a different series being employed for area 
broadcasts. 
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ROTORS 



26-Point Rotors 

It has been agreed on Sub-Committee A that rotors on both U.S. and 
British revisions of the 7-rotor BCM should be physically and cryptographically 
interchangeable. The size of rotor proposed (3|" diameter) is that now used 
on CSP 1700. It is also proposed that the physical design shall as and when 
possible take the fora of a rotor with a soldered- in wiring bobbin, a 
removable turnover cam, and a removable alphabet tyre each of which are in 
effect capable of rotation. The rotors may be reversed by interchanging the 
position of the turnover cam and the alphabet tyre. 

For lightweight machines it has been proposed that a rotor of similar 
design but having a diameter of 2£" (as used on PCM) should be employed. 

31 Point Rotors (U.K.) 

A 31 point rotor of special design is used in Mercury (British on-line 
teleprinter permuting system). 

The rotor consists of an outer reversible scramble-wired annulus with a 
fixed turnover pattern and fixed alphabet tyre, in which is inserted a second 
scramble-wired disc. The insert may be fitted in any one of 31 positions and 
is reversible. The maze circuits first pass through the inserts and then 
return via the end plate through the annuli. 



36 Point Rotors (U.S.) 

The U.S. ie developing a 36 point rotor for use in new cipher machine 
developments. The figure 36 was chosen to allow encipherment of the 32 
character teletype alphabet, the 26 character literal alphabet, and various 
system wirings. Two physically identical types of rotors are being developed; 
one of whose wiring is capable of being "plugged" to any desired scramble, and 
a second whose scramble wiring is "printed" on a replaceable plastic insert. 

Each rotor consists of 4 parts, a main body, a notch ring, an alphabet 
ring, and a lock ring. The main body contains 36 flush commutator contacts 
on one face and 36 plungers on the other face. The notch ring is inter- 
changeable between rotors and, although it is not reversible, can be placed 
in 36 different positions with respect to the alphabet ring. The notch ring 
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dd - Rotors (continued) 

provides stepping control for the maze. The alphabet ring is used as a 
drive ring and for message indicator settings and contains 10 blanks on 
its periphery. Opposite the letter "0" is a depression used to "zeroize" 
the rotor. The lock ring holds the assembly together. The daily set up 
sill consist of assembling the alphabet ring in the proper juxtaposition 
to the main body's index mark, picking the proper notch ring and placing 
it in proper juxtaposition to the alphabet ring and locking the assembly 
by means of the lock ring. 

The design goal was to produce a new rotor which would ease the rotor 
wiring problem and be capable of large scale production. 

The dimensions are 3o7" 00 9 0.42" thick, and a hub bore of 0.30". The 
expected normal life is over 200,000,000 operations. 
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COCK-ROBIN 

1. Note : Cock-Robin is a basic cryptographic principle, and has 
many applications. It can be produced both electronically and mechanically. 

It is described here in one application as a key generator (Rollick) for 
on-line teleprinter encipherment but other applications are mentioned in 
descriptions of devices using it. 

2. Components : The generator has 9 cold cathode decade counters 
divided into three sets A, B and C. Bach set has one counter 10, one 9 and 
one 7* All three counters within a set are driven simultaneously by means 
of an on/off gate. Several of the cathodes in each set are tapped, strapped 
together, and led off to control the other two gates. Another selection, 
possibly overlapping, of the cathode is made to produce three streams of 
mark/space key X, Y ft Z, which are added modulo 2 to produce the final key 
element. 

3. Motion : The "motor” output of set A turns Gate B on if there is a 

voltage present, and turns Gate C on if there is no voltage present, Set B 
controls Gate C and A, and Set C controls A and B in the same way. A gate is 
therefore only off if there is no voltage from the preceding set and there is 
a voltage from the following set. #hen the number of tappings in the various 
sets satisfy a certain condition, the cycle is the guaranteed maximum of 

10 X 9 X 7 cubed. 

4. Key : Stream X is obtained by tappings from the 10 counters in 

Set A, the 9 in B and the 7 in. C, these tappings being strapped to giye Boolean 
addition. T is obtained from the 10 in B, the 9 in C and the 7 in A, and Z from 
the 10 in C, the 9 in A and the 7 in B. X, Y and Z are then added modulo 2 
for the final key element, which is added to the plain teleprinter element. 

5. Settings : All the tappings of cathodes for key and motorization 

are completely pluggable, and obviously change of plugging^ which will 
probably be daily, gives a change of machine. Message settings can generally 
be produced automatically (see description of Rollick). 
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CIPHQNY SCHEME FOR GROUP WORKIKS 

Outline Description of Proposal 

A scheme for quantising speech into say 8 levels and permuting 
these levels in both electronic and mechanical (maze) perraufcers 0 
Synchronization of the electronic circuits can be acheived on a push<= 
to°talk basis 9 the mechanical parts by a clock mechanism. In this 
manner the advantages of permutation can be used in mitigation of loss 
of security due to transmission in depth. 
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HRUSA COMSEC CONFERENCE 

Jtfel REPORT OF SUB-COMMITTEE B TO THE EXECUTIVE COMMITTEE 



The meetings of Sub-Committee B began on 27 September 1950 and 
continued intermittently through 10 October <> 

The final report of the Sub=Comndfctee is attached hereto. The 
minutea that were kept of the meetings give only a summary of the 
highlights of the various subjects discussed. They are on file with 
the recorder. 
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REPORT CP SUB-CCVKITIj&S B TO THIS EXECUTIVE COMMITTEE 



1, Subcommittee B has made an exchange of technical information 



concerning various crypto systems falling under the following item headings: 
Low Echelon (Minor War Vessels) Telegraphic Systems - 



a. 



A 




including combined assault codes and tactical systems for 
all military Services « 
b« Merchant Ship Telegraphic Systems, 

c. Meteorological Security Systems, Including Facsimile, 
Teleprinter and Telegraphs 

d. Voice Security Systems for Tactical Purposes,, 

2, During the course of the discussion and demonstrations 31 crypto 

systems were considered. Technical descriptions of 27 of these are included 

in the appendices as follows: 

a 6 AFSAM 9 
b 0 Mercury 
Co Concert 
do Rollick 

e. .AFSAM 7 
fo "PCM 1 * 
go Singlet 
ho Pendragon 
i. DUP 1 
Jo MCM 

k 0 7 rotor BCM 
lo ASAX 2 
m« NRL Cifax 
a, METFAX 
Oo ASAT 4 
p„ ASAY 8 
q u Hallmark 
r» Sorcerer 
8o D 70 
to AK/TRA 16 
u« Playfex 
Vb linex 
Wo Cursex 
X„ ASAD 1 
y, Otmetco 
So Alamstco 
aa. Running Key Cipher 

Four others, the ASAM 2=1, the COM, the Strip Cipher, and the M°209, have no 
descriptions attached because of their familiar status in both countries, 

3o None of these crypto systems was subjected to serious deliberation 
as far as security is concerned and on many of them no security studies have 
yet been made. It is the aim of the Sub-Committee that these systems shall 
all receive security evaluations mu each uidiu during the interim between 
the close of this^ess^on and the opening of the nexto 
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4o Incidental to the discussions of the various ciypto systems 
consideration was given to the problem of the number of different sizes 
of rotors which are contemplated for use in the mechanical exypto systems* 
The Subcommittee feels that the 26- point rotor may have to be used for a 
long time to come but that some future agreement is necessary as to a 
selection among the 31, 32, and 36-point rotors,, 

5o : The Subcommittee has the following observations and conclusions 
to report from its deliberations on the four items on its agendas 
A„ Lon Echelon (Minor War Vessels) Telegraphic Systems -■ 
including combined assault codes and tactical systems 
for all military Services* 

1* We note that the Fleet Code and Combined Assault Codes 
are under discussion in the UK - US JCEC„ 

2 0 We note that there are no other Low Echelon systems yet 
under consideration for combined use*. 

3. We note that both US and UK have a number of pew machine 
v systems under development but it A - o unlAKe3 » i:hat . ^ i y ., ng n ^ heee^»euld-bq 
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4. 'We conclude; 



a. No machine system is likely to be available for 
general c cabined use beforSy--eayy*i953«o 



b 0 If combined systems are required for any purpose in 

the interim period, possible are : 

Strip 
Linex 
Cureex 
Playfex ■ 

Sunning Key Cipher 

c« -To meet the long term requirements for low echelon 
combined systems selections should be made within the next 12 months. 
Possible devices are: 

DUP 1 
,AF3AM'7 

^pcm" 

AFSAM 9 
MCM 

Concert 

Rollick 

Bo Merchant Ship Telegraphic Systems, 

1, We note that Cursex is under consideration in the US-UK 
JCEC and is likely to be adopted as the interim solution for Allied Merchant 
Ships, 
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should replace it, when available, and that such a system should be selected 

within the next 12 months,, Possible devices are: 

* PCM M 
DUP I 
AFS*M 7 



Co Meteorological Security Systems, Including Facsimile, 

Teleprinter and Telegrapho 

I, We note the lack of any suitable combined crypto system 
for meteorological purposes*, 

2 q He note that both the UK and US have under development new 

meteorological systems in the following categories: 

Air-Ground 

Telegraph 

Teleprinter 

Cifax 

3o % note that with the exception of the AjjMSround systems ^ 
non® of the systems under development is likely to be available for Sfa a fcwo - 



inrtl-n * rr* it general combined use before, 

4o We note that requirements and characteristics for combined 
plain text facsimile equipments have not yet been agreed upon. 

5o We conclude t 

&„ Mo machine crypto system for meteorological purposes is 
likely to be available for general combined use before^, pay, 1953^ 

b 0 If combined systems are required for meteorological 
purposes in the interim period, possible devices are: 

(1) Air-Ground - ASAD 1 

Otmetco 

Alaraetco 

(2) Telegraph COM (modified for weather encipherment) . , 

-*y. 

(3) Teleprinter - ASAM 2-1' ‘ ‘ “*■ 

(4) Facsimile - Mon® available 

Co To asset the long term requirements for encipherment of 

i 

meteorological data selection should be made within the next 12 months. 

Possible devices are: 

(1) Air-Ground - ASAD 1 
Otmetco 
Alametco 

Any available ciphony system 
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3o jg> conclude: 



&c Mo ciphony system is likely to be available for general 



combined use before 



interim period* 



bo Thera are no possibilities for suitable devices in the 



c 0 To meet the long term requirements for Combined ciphony 



systems selection should be made within the next 12 months. Possible devices 



(1) ASA? 



ASA? 3 



(3) Hallmark 



(primarily designed as a low echelon ciphony 
co-ws/JUe. «""*■&** 

attachment j" over circuits of normal hendmidt 



bandwidth) 



(designed primarily for airborne use; possibly 
suitable for general low echelon use; can be used 
with VHP transmission only and is capable of group 
working) 

(primarily designed for tachical point to point 
eircuits using VHP or wide-band circuits; could 
be used to provide secure point to point teletype 



and facsimile transmissions) 
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(5) AM/TRA 16 



(6) D»?Q 
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(A) Sorcerer (primarily designed for point to point ciphony 

over long and short distance circuits of normal 
band width) 

(primarily designed for microwave point to point 
radio relay links, carrying 8 voice channels; can 
handle teleprinter with frequency multiplex) 
(primarily designed for microwave point to point 
radio relay links, carrying 12 voice channels; 
can carry facsimile or teleprinter with frequency 
multiplex) 

6 0 The Sub-Committee has the fallowing general recommendations to make: 
a„ That, iamet9^elyjand^ofb-a-continuing basis, the: 

A 

complete interchange of the technical details of .the systems discussed in 

-jj 

fcteewe exploratory conference#. This should include technical visits 0 

£ That security evaluations be made and exchanged on all items 




discussedb 



\ 



q 0 That. tiMrU 0 S 0 4] B K 0 JCEC be °4nvttt wMa?- cons! 
&B± a r the operational requirements in all fields of Comb 



consider and resolve^ w t t h eefc CU a**. 



‘the operatio! 
Communications 0 



>lned Cryptographic 



UN, 

» rth — » conference be held in about nine months, to arrive 

r. 4 



at 



fjj^selsctions of items to be recommended for combined adopt iori^x*^ 
i9o That discussion and Interchange Of technical information on 



certain other items of combined interest, such as the security aspects of IFF 

> i 

and authentication systems, be authorized c 

. ,X-± *■ 

U 

.OJ ' v 
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BRUSA CCMSifiC CONFiiRaNCii 



EXPORT CF SUa-CG-'KITTiS B TO THE EXECUTIVE COMMITTEE 



■1. Sub-Committee B has made an exchange of technical information 
concerning various crypto systems falling under the following item headings: 
a 0 Low Echelon (Minor mr Vessels) Telegraphic Systems - 
including combined assault codes and tactical systems for 
all military Services, 
b 0 Merchant Ship Telegraphic Systems, 

Co Meteorological Security Systems, Including Facsimile, 
Teleprinter and Telegraph, 
d, Voice Security Systems for Tactical Purposes, 

2, During the course of the discussion and demonstrations 31 crypto 
systems were considered. Technical descriptions of 2? of these are included 
in the appendices as follows: 

a, AFSAM 9 

b. Mercury 
Co Concert 

d, Rollick 

e, AFSAM 7 

f, PCM 

g, Singlet 
h« Pendragon 

. i. DUP 1 
J. MOM 

k. 7 rotor BSM 

l, ASAX 2 

m c HRL Cif&x 
n. METFAX 
o 0 ASAY k 
p 0 ASAY 8 

q. Hallmark 

r . Sorcerer 
So D 70 

t. an/Tra 16 

Uo Playfex 

v-o linex 

w 0 Cursex 

X, ASAD 1 

y e Ofcmetco 

a, Alamstco 

aa D Running Key Cipher 

i 

Four others, the ASAM 2-1, the CCM, the Strip Cipher, and the SI-209, have no 
descriptions attached because of their familiar status in both countrieso 
3o None of these crypto systems was subjected to serious deliberation 
as far as security is concerned and on many of them no security studies have 
yet been mads. It is the aim of the Sub-Committee that these systems shall 
all receive security evaluations on each side during the Interim between 
the dose of this session and the opening of the next. 
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4o Incidental bo the discussions of the various crypto systems 
consideration was given to the problem of the number of different sizes 
of rotors which are contemplated for use in the mechanical crypto systems*, 
The Subcommittee feels that the 26-point rotor may have to be used for a 
long time to come but that some future agreement is necessary as to a 
selection among the 31, 32 , and 3 6- point rotors. 

5. The Subcommittee has the following observations and conclusions 
to report from its deliberations on the four items on its agendas 
A. Low Echelon (Minor War Vessels) Telegraphic Systems - 
including combined assault codes and tactical systems 
for all military Services. 

1. We note that the Fleet Code and Combined Assault. Codes 
are under discussion in the UK - US JCEC. 

2 0 We note that there are no other Lon Echelon systems yet 
under consideration for combined use. 

3. We note that both US and UK have a number of new machine 
systems under development but it is unlikely that any of these could be 
generally introduced in quantity for combined use before, say, 1953. 

4. We conclude : 

a. No machine system is likely to be available for 
general combined use before, say, 1953. 

b. If combined systems are required for any purpose in 
the interim period, possible devices are: 

atrip 

Linen 
. Curse*. 

Playfex 

Running Key Cipher 

c. To meet the long term requirements for low echelon 
combined systems selections should be made within the next 12 months. 
Possible devices are: 

DUP 1 

AFSAif ? 

PCM 

AF3AM 9 

SO 

Concert 

Rollick 



B. Merchant Ship Telegraphic Systems. 

1. We note that Curseac is under consideration in the US-UK 
JCEC and is likely to be adopted as the Interim solution for Allied Merchant 



Ships, 
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2 0 .ie recommend that a machine system faster than Cur sex 
should replace it, when available, and that such a system should be selected 
within the next 12 months,, Possible devices are: 

' PCM 

DUP 1 
AFSaM ?' 

BO 

C 0 Meteorological Security Systems, Including Facsimile, 

Teleprinter and Telegraph,, 

1 0 We note the lack of any suitable combined crypto system 
for meteorological purposes* 

2„ We note that both the UK and US have under development new 

meteorological systems in the following categories: 

Air-Ground 

Telegraph 

Teleprinter 

Cifax 

3„ % note that with the exception of the Air-Ground systems 
none of the systems under development is likely to be available for intro- 
duction into general combined use before, say, 1953 o 

4<, We note that requirements and characteristics for combined 
plain text facsimile equipments have not yet been agreed upon. 

5. We conclude i 

a„ No machine crypto system for meteorological purposes is 
likely to be available for general combined use before, say, 1953 . 

b« If combined systems are required for meteorological 
purposes in the interim period, possible devices are: 

Cl) Air-Ground - ASAD 1 
Otmetco 
Alametco 

(2) Telegraph - COM (modified for weather encipherment) 

(3) Teleprinter - A SAM 2-1 (to be described under Item S) 

( 4 ) Facsimile - None available 

Co To meet the long term requirements for encipherment of 
meteorological data selection should be made within the next 12 months. 
Possible devices are: 

(l) Air-Ground - ASAD 1 
Otmetco 
Alametco 

Any available dphony system 
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(2) Telegraph - BCM 7 with provision for weather encipherment 

AFSAM 7 
• PCM 
■ Singlet 
Pendragon 

DUP 1 - designed for weather encipherment 

(3) Teleprinter - AFSAM 9 

A3AM 2-1 
Concert 
Rollick 
Mercury 

(4) Cifax - A3AX 2 

URL FAX 
MET FAX 

NOTE: Selection in this category may not be possible until an 

agreement is reached in the UK~US JCEC on the requirements and characteristics 
for plain text facsimile equipments and associated transmission systems for 
meteorological use 0 , 

0 o Voice Security Systems for Tactical Purposes., 



1 0 We note that there are no ciphony systems under consideration 



for combined use 0 



2 0 »Ye note that both the UK and the US have a number of new 
systems under development but it is unlikely that any of these could be 
generally introduced in quantity for combined use before, say, 1953 » 

3* We conclude : 

a c No ciphony system is likely to be available for general 
combined use before j say, 1953 n 

b c There are no possibilities for suitable devices in the 

interim period., 

Co To meet the long term requirements for combined ciphony 
systems selection should be made within the next 12 months. Possible devices 



ares 

(1) ASAY 4 

(2) ASAY 8 

(3 ) Hallmark 



(primarily designed as a low echelon ciphony 
attachment; over circuits of normal bandwidth) 
(designed primarily for airborne use; possibly 
suitable for general low echelon use; can be used 
with VHF transmission only and is capable of group 
working) 

(primarily designed for tachical point to point 
circuits using VHF or wide-band circuits; could 
be used to provide secure point to point teletype 
and facsimile transmissions) 
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(4) Sorcerer 



(primarily designed for point to point ciphony 
over long and short distance circuits of normal 



band width) 

(5) AIJ/TRA 16 (primarily designed for microwave point to point 

radio relay links, carrying 8 voice channels; can 
handle teleprinter with frequency multiplex) 

(6) D»70 (primarily designed for microwave point to point 

radio relay links, carrying 12 voice channels; 
can carry facsimile or teleprinter with frequency 
multiplex) 

6 0 The Subcommittee has the following general recommendations to make: 

i 

a Q That immediately and on a continuing basis there will be a 
complete Interchange of the technical details of the systems discussed in 
these exploratory conferences. This should include technical visits^ 

b„ That security evaluations be made and exchanged on all items 



discussed* 

c a That the U a S 0 C 0 K« JGEC be invited to consider and resolve without 

delay the operational requirements in all fields of Combined Cryptographic 

* 

Communic ations 0 

d a That a further conference be held in about nine months to arrive 
at final selections of items to be recommended for combined adopt ion « 

©o That discussion and interchange of technical information on 
certain other items of combined interest, such as the security aspects of IFF 
and authentication systems, be authorized,, 



r* 
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3KBSA OOBSBC GOSFBflSBOS 
SMa?d Rspssft of Stitoe&ait&ee A 



24 Oetfataor 1950 

X* As neegtted in tfe® ©esssssfi gtp®Ffe of StbsoB^Ltbes k s this 
S tibsaagsU btoo was vseassvsnsd ®a 2$ Ostsh®? 2,950 to eonsideg ^8ia SKsfcfe*? of 
encr ypting letters plus roaBBgals plus eeaptaSia other ftslepB&Hfbsr sbssaotssVj) 
using ths T-rote® BCK ®ypb© teehalQase 

So SribooraAtteo A has olreadjf Z9msm®to& that the present CGK be 
replaced by th® 7°«®fe«F BCM orypi© principle not Xstor than 1 &mu8y X955« 

3o This roplaesnaab oaa be affsebed by both mc&ieas by nodiffi&ag asAst- 
lag equipaaQt and/or by jtntsodus&og ms (WgaiposiBfe* 

4, math the te teoda et dLoa of the new BOSS crypt o principle* the friOnsiag 
operating fasil&biee wOl bo avuLlablss 

(a) State consisting either of 26 letters plus space bob not la> 
OBndlag msm/aSmg, os? 9 aXtcscaafidTOlyg of 10 nuasnals pte> one 
additions! tysd to3L pice spaas bet not InrfLuding Settee^ Bay 
be enesyptod* On denyptisn ®Z" will print e# “X® as with t8» 
present GOBI. 

(b) Hobo of the additional faoil&t&ss* for essopleg, a afixfcor© of 
lottos and figures* offered by * standard Sslspriator Bill 
be ©reliable* 

So Pie U«S* and the British are currently building nor off-line cypher 
nadhiaea capable of eaployflng the T-roter BOSK principle and of faffing hood 
or all of the faail&t&ae inherent in standard ^teleprinters* fhe 
fay nfelCh thaae ftaUlt&as sill bo provided Is different ia the U*S* feign 
ftoa that employed In the British design doe to differences is operating 
rsqairanante 8 as set fbrih in paragraphs 7 and 8, balmy* 

6« Both nations an agreed that the ffoXXsering gsaeral rsqpxiasnnnta* 
if possible* be asts 

(a) S £se and ueighfa of the aaiahlae asst ahsr a nasftad sedssstAeas 
sssipased. vd.th escisbing — CMaes* 

(b) Baerypbiou. amsb be satoBst&s to tie greatest possible eaten® 
end to the Icmst possible taheloc* 

(©) HtobanieogL and osyptogassphie dafflojemsges ffaoad in the CGK 
mfi earXles? rapines mast be elijiflnc&sdo Greater s©2iabil£8y 
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and sjaspler maintenance and adjustment must ale© be 
provided® 

(d) Essesfciel Teleprinter £gsilitl©s oust be provided® 

It is &n the interpretation of this last rsqutevsssnt that toe U®S® aad 
British viem are at variance® 

7 ® She British Operational Staff require that off-line raacMnes toieh 
are to provide automatic eaesyp&iea find deception sh&l be capable of a 

(a) Accepting a tape* perforated cm any Teleprinter ©ploying 
the international Telegraph Alphabet Ho® 2 ® (See page 26 § s 
Telegnph Ragulatiosas* Cairo Revision of 1938) 

(b) Presenting automatically in page torn the decrypted vere ion 
identical with the original test® Thus* far asasple* all 
the Teleprinter fine tiaras retired for tabulation which 
appeared in the original tost mast be reproduced during 
dsaayptdon and be capable of operating a standard Tele- 
printer® 

8® The .Ue$c operations! requlremsat has not bean so esaetSy specified® 
The tern "Essential Teleprinter Facilities 0 has been eaplcyad and is currently' 
interpreted by the designers as requiring -Shat the awChlne amst be enable 
of receiving & Slain Language Tape perforated on any standard Teleprinter 
and seat produce ths decrypted version in page fbm® To provide these 
facilities the U«S© designers# 

(a) Use some Sait not all of the upper ease oharaoters® (BJtenbew 



(b) Ifeserfe "Carriage Return" sad "Lise Feed" dosing decryption 
only at the end of each line® Thus the cs 4 gintttor 0 s 
tabe0&tSo& a&smat be reprodtieed* 

(o) Replace the letters "Z" and "J" in the decrypted version 
with "X" and T 1 * respectively® (©«£** t *Xora® 6 >" "too*" 
"Sammy," "Adjust*") 

9 * Cn 20 October a working par^y of SubecsenLttee A -visited -toe 
Teletype Corporation to inspect and discuss toe T 7 ®S® "PCS" in toe hope 
that acne naans night be devised whereby the U®S® cipher machine "POP* 
plus the CSP 5000 (Automatic Off-Line Equipment) and the British cipher 

2 
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{©) That interchange of views* in particular* on recommendations 
(b)* (c)* and (d) above* be continued* 






T* R. V* BDUTOU MUXER 
Ghaimsn* British Delegation 




tr*S,N* 

tr.S* Delegation 



4 



^P SECRET 



' BRUSA COMSEC CONFERENCE 
Third taport of **ubcomxnittee A 

24 October 1950 

lo As recorded in the second report of Subconmitteb A, this 
Subcommittee was reconvened on 23 October 1950 to consider the 
matter of enorypting letters plus numerals plus certain other 
^teleprinter characters, using the 7-rotor BCM crypto technique, 

2. Subcommittee A has already recommended that the present 
CCM be replaced by the 7-rotar BCM crypto principle not later 
than 1 January 1955, 

3, This replacement can be effected by both nations by 
modifying existing equipment and/or by introducing new equipment 0 

4<> With the introduction of the new BCM crypto principle, the 



following operating facilities will be available: 

(a) Texts consisting either of 26 letters plus spaoe^or, 

alternatively . of 10 numerals plus one additional 

JbvJr uvV 

symbol^plus space^may be encrypted. On decryption 
"Z" willSeerypt as "X" as with the present CCM. i 

None of the additional facilities 'offered by a >> ^ 




(b) 



standard Teleprinter will be available, 

5, The U, S. and the British are currently building new 
off-line oypher machines capable of employing the 7-rotar BCM 
principle and offering some or all of the facilities Inherent in 
standard Teleprinters, The technique by which these facilities 



will be provided is different in the U.S P design from that 
employed in the British design^ Th e b asi c , rea so n for - this Is tha t- jr /1lN ' 



tfae-epermttng I ' gqaireiiienls - ao d efin ed b y - each natio n differ s 
6 0 ( oth nations are jjaifwiienal agreed that the 






foil owl ^requirements if possible^ be met: 



(a) Size and Weight of the machine must show a marked 



reduotlon compared with .earrtiTSIT machines, 



(b) Encryption must be autcmatio to the greatest possible 
extent and to the lowest possible echelon, 

(c) Mechanical and cryptographic deficiencies found in the 
CCM and earlier maohlnes must be eliminated. Creator 
reliability and simpler maintenance and adjustment 
must also be provided, 

(d) Essential Teleprinter facilities must be provided. 
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It la In the interpretation of this last requirement that the 
U. S. and British views are at variance* 

7. The British Operational Staff require that off-line 
machines which are to provide automatic encryption and decryption 
shall be capable of s 

(a) Accepting a tape, pexf orated on any Teleprinter 
employing the International Alphabet No. 2. 



(ThusyaXl 




(b) Presenting automatically in page form the decrypt^/ 
version identical with the original text, 
the Teleprinter functions required for, 
tabulation which ^appear ed in the original text must 
be reproduced decrypt! on and be capable of 

operating a standard Teleprinter.) 







The U. So operational requirement has not been so^ cl e a r ly ' 
The term n Essential Teleprinter Facilities" has been 
employed and Is currently interpreted by the designers as requiring 
that the machine must be capable of receiving a Plain Language Tape 
perforated on any standard Teleprinter and must produce the de- 
crypted version in page form . To provide these facilities the 

(a) Igaere some^f the upper case characters.' 

” n — " — Return" and. "Line Feed" I n the ■ 

i Xje*. £‘~ e - 

v b y - th e 

roeeiviiigjMViuu.* /(Thus the originator's tabulation 

G&t+HjtCiA-. r s - s ''tevr^ *-» ' 

(c) Replace the letters "Z" and "J" in the decrypted 
version with "X" and "Y" f respectively. (e s g. , 

"Xone" , "Xero", "Yanuary " t "Adyust".) 

9. On 20 October a working party of Subcommittee A visited 

mjJL> 

the Teletype Corporation to inapeet and disouss the TJ. S. "PCM" 

in ,the-hope.,that some means might be devised whereby the U. S. 

"PCM" plus the CSP 5000 (Automatic Off-Line Equipment) and the 

British "PJSNBRAGON” or "SINGLET" could Interwork, while still 
f\ Ccto&O'C* 

being capable of working with existing ^achines of the nation 

concerned and also providing the facilities required by that nstion< 
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10. Wa have further considered the matter of Teleprinter 
facilities and make the following recommendations: 

i 

(a) That the rocpmraendation contained ins^he First 

Report ©^Subcommittee A .^namely "That t&a British 
aocefti^ the ^Cryptographic principle of the SpU as 
a r^plak^aent for th£s^CH ^bn combined comr.unidetlons w 
'should sta^ without mod^fica^on. 

gY 

ip) That this Third Report of Subcommittee A be made 
available to the UK/US JCEC with the request that, 
as a matter of urgency, discussion be opened on a up_ j 

what u Teleprinter^facilities should be provided in 
new Off-line Combined Cypher machines which permit 
j|X/ automatic encryption and decryption in page farm. 
if) That the British, as a matter of urgency, give 

consideration to the U. S. proposal that Bigramming 
and functional signals for British machines employing 
the 7-rotor BCM crypto technique should be achieved 
by the use of the following primary characters: 



Primary 

Character 



To Be 
Linked to 






Function 

K Bigram D 

J Figure Shift Y 

V Letter Shift (Nothing) 

Z Space X 

G/R Carriage Return C 

L/F Line Feed 0 

ptf That the U. S./%e / L'6»W€r^^ consider the 

possibility of providing full Teleprinter facilities 
in future machines employing the 7-rotar BCM crypto 
technique, by utilising the Bigram function included 
* in the design of the British ■ PENDRAOON" , 
ip) ySinoe provlelon has been made in the British "PENDRAOON" 
for "Ifine Feed" and "Carriage Return" signals to be 
generated where required by suitable counting 
mechanisms p the British should give consideration 
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to abandoning Blgrammlng and accepting the loss 
of two lower case characters (J and Z) and three 
upper case characters (upper case J, upper case Z, 
and upper case V) as is at present contemplated in 
U. S« design. 

That Interchange of views. In particular, on 

^ (K 

recommendations j^T, » and [p/f above, be 
continued 






t/A t-W 



T. R. IK. BURTON MILLER 
Chairman, British Delegation 




Captain, U.S.N. 

Chairman, U.S. Delegation 
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BRUSA COMSEC CONFERENCE 
Second Report of Subcommittee A 

10 October 1950 




lc As directed, Subcommittee A was reconvened and met on Monday, 9 October 
and Tuesday, 10 October 1950, at which time the following recommendations to 
be forwarded to the Executive Committee for approval were unanimously adopted 
by the Subcommittee: 

a. Encryption of Literal Texts 

This aspect has already been covered in the first report of 
Subcommittee A. 

b 0 Encryption of Numerals Hus -X" or rt Slaah» 

Gn the assumption that there is a Combined requirement for the 
encryption on the agreed Combined cryptosystem of texts consisting of the 
numerals plus "X 11 or n Slash," we recommend that the necessary facility shall be 
provided as soon as it is available, where required. 

Co Encryption of Letters, Plus Numerals. Plus Certain other 
Teleprinter Characters 

It is apparent that the U.S. and the British have been called on . 
to meet differing operational requirement s 0 This has resulted in the design 
authorities of the two countries proceeding along different lines of development 
A possible compromise between these conflicting developments has recently been 
put forward from the U. S. side and a working party consisting of: 



Captain L. F. Safford, USN 
Commander D. V. Seiler, USN 
Commander G. 7f. Linn, USN 



British 

Lt. Colonel C. A. Henn-Collins 
Mr. E. H. Jolley 



has been appointed to investigate the proposal. On Friday, October 20th, 
Captain Safford will escort the British members of the working party on a 
visit to the Teletype Corporation where the PCM (CSP 4700) and the new Off “Line 
Automatic Equipment (CSP 5000) which materially affect this aspect are under 
development. The working party will resume discussions on Monday, 23 October, 
and report in due course to i 

* A 

T.'r. W. BURTON MILLER 
Chairman, British Delegation 
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(As modified by the Combined Executive Committee on 27 September 1950) 



2 6 September 1950 



1. Subcommittee A has held five meetings to date, viz., morning and 
afternoon of 22 September, morning of 23 September, afternoon of 25 September, 
and afternoon of 2 6 September. 

2. Membership of the Subcommittee: 

British Members 

Mr. T. R. W. Burton Miller, Head of Mission 
Captain, the Earl Cairns, R. N. 

Mr. Kenneth Perrin 
Mr. J. M. G. Pollard 
Lt. Colonel C. A. He nn- Coll ins 
Mr. X. H. Jolley 

U. S. Members 

Captain L. F. S afford, USN, AFSA CCK, Chairman 
Representing JCSC: 

Commander F. C. Conoarmon, TBN 

Lt. Col. T. J. Trainor, USA (Alternate: Major J. R. Carpenter, USA) 

Major J. M. Anderson, Jr., USAS’ (Alternate: MaJ. R. W. Larson, USAF) 

Representing Service Cryptologic Agencies: 

Mr. Richard Battey, ASA (Alternates Mr. Warren Beck) 

Cdr. F. C. Concannon, USN, 0p-202 (Alternate; Cdr, G. W. Linn, USE) 
Major Phillip Evans, USAF, AFSS (Alternate; MaJ. G. E. Parr, USAF) 

Representing AFSA; 

Commander D. W. Seiler, USN, AF3A-04 

Dr. A. Slnbov, AFSA-04 (Alternate: Mr. S. H. Shaw) 

Colonel R. C. Sears, USAF, AFSA -03 (Alternate; Mr. Leo Rosen) 

Mr. Mark Rhoads, AFSA-lh, (Member and Recorder) 

3. The first meeting was attended by the following persons in addition 

to the regular members; 

Admiral Earl E. Stone, USN 

Brigadier John H. Tiltman, British SLQ 

Colonel S. P. Collins, AFSA-OOA 

Captain E. 0. Hansen, AFSA-04 

Mr. W. F. Friedman, AFSA-OOT 

Commander J. R. G. Trecfcman, British JSM 

Lt. Col. Russell H. Horton, AFSA-12A, Recorder 

4. The first meeting was devoted to an outline of the scope of the subjects 
to be covered by Subcommittee A, viz., the replacement of the COM by the U. S. 

7 -rotor BCM and/or the U.S. PCM, certain auxiliary automatic equipment. 
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improvements in rotor dasign, and security improve meats of present COM 
as proposed by the U.S. JCS in 207V 2 dated 27 December 19^9* The 7 -rotor 
3CM (CSP U800) was exhibited and demonstrated at this meeting. 

5. At the second meeting the British outlined their general problem. 

They are willing to accept tha 7 -rotor BCM cryptographic principle, and 
discussions ensued as to hov its adoption would fit in with present and long 
range plans. Also discussed was hov and what automatic teleprinter equip- 
ment could be used with the 7 -rotor BCM, and how the small version called 
the PCM fitted into the picture. 

6 . The third meeting on Saturday morning, 23 September, included 
exhibition and operation (where practicable) of: 

a. C33P ^100 Header working with 7 -rotor BCM (CSP %800). 

b. CSP 1700 (modified by substituting EITO-308 translator 
for ERG -1 08 printer) working with the AH/GGA-1 Off-line Equipment. 

c. Drawing of the CSP 5000 (small Off -line Equipment). 

d. PCM (Mock-up, photographs and stepping diagram ^schematic 
diagram not available^ )„ 

e. PCM in d BCM rotora, with examples of interchangeable notch 
patterns and bobbin wiring. 

7. The fourth meeting was held on Monday afternoon after the British 
had had an opportunity to discuss the U. S. exhibits among themselves . After 
some discussion the following recommendations to be forwarded to the Executive 
Committee for approval were unanimously adopted by the Subcommittee: 

a. The British will accept the cryptographic principles of the 
7-rotor BCM as a replacement for the COM in combined communications . 

b. Except by mutual agreement, disclosure of the 7-rotor BCM principle 
will be limited to the U.S. and to the British Commonwealth. The British agree 
to notify the U. S. authorities when any issue of a combined 7-rotor BCM system 
is made to a nation of the British Commonwealth. 

c. The target date for full implementation of the 7-rotor BCM is 

set as 1 January 1955 or sooner if circumstances permit. Limited Introduction, 
where a small number of machines would be Involved, should be implemented at 
the earliest practicable date. 
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d. Rotors on both U.S„ and British versions of the 7-rotor BCH 
to be physically and cryptographically interchangeable. This means that 
the British will change to the size nov used in C3P 1700. All data, 
manufacturing, and wiring details to be furnished to the British for this 
purpose. 

e. The British and U. S. will make independent security studies 
on the 7 -rotor 8 CM, including the following items: 

Cl) Possible changes in stepping order. 

(2) Notch patterns for stepping control. 

(3) Type of rotor wiring (interval, random, or composite). 

(*0 Preparation of key lists. 

(5) Indicator procedure. 

(6) Restrictions on operational use of machine for security 
reasons . 

(7) And similar technical matters. 

Upon completion of these studies the U.S. and the U.K. will exchange technical 
papers through established channels. If necessary, a special meeting to 
reconcile divergent views may be held in London (or Washington) at some later 
date. 

f . The British and U. S. will prepare and exchange separate papers 
for purpose of reaching agreements on operating instructions, maintenance 
instructions, crypto -security precautions, and other procedural matters. 

g. Models (when available), drawings, specifications, and 
operating Instructions (where necessary) of the following equipments will 
be made available to the British: 

BUM (CSP H800) 

i , 

POM (CSP 1*700) and PCM type rotor 

Tape Reader (A? SAM 12 or CSP 5100) 

CSP 5000 Off-line automatic equipment 

UXJ-308 Translator for BOM (CSP 1*800 ) 

Rotor refinements for Mark I (3“)> Mark II (3 1 / 2 ”), and 
Mark III (2 i/2") rotors 

An/GGA-1 (Instructions only) 
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h. Mates available to the British the tools and dies for Mark I 
rotors If or old Typex adapters? •> 

i. Mates available to the British the tools and drawings of old 
^Srpex adapter, nav design of Typsx adapter rotors with tires, and parts and 
drawings for naw UJypex adapter. 

>3n lbs following recommendations were agreed upon regarding improvement 
of security of present CCM until supersession date 1 January 1955 as proposed 
by the U.S. JCS in 207V 2 dated 27 Be cembor 1949s 

a. Henceforth there will be issued 20 rotors to the set for 
each CCM in lieu of present number of 10. This will become effective 
with the next issue of new rotors. Key lists will be bo prepared that no 
rotor will ever be effective on two successive days, within the same key 
lists for each cryptoohanmsl, so as to permit setting up two baskets for 
two successive days from a single set of 20 rotors thus obviating the need 
for duplicate sets of rotors. This will result in no substantial increase 
in the number of rotors to be fabricated under present plans. 

b. Removable tires will be introduced as soon as practicable after 
suitable rotors become available. 

c. Matters such as the rate of supersession and specific times 
of supersession are to be left to the established agencies charged with 
such matters. 

9. The TJ. S. will prepare criticism of the British machines, "Pandragon" 
and "Singlet." 

10. Subcommittee A will reconvene after Subcommittee B has completed 
its deliberations . It is hoped that f urther agreement may then be reached 
regarding the long-range provision of facilities for automatic operations, 
using off-line combined cipher equipment. 

11. The fifth meeting was called for committee approval of the wording 
of the foregoing items. 

T. R„ W» BUHXOH MILLER L. F. SAFFOHD 1 ^ 

Chairman, British Ualegation Captain, U.S.H. 

Chairman,, U.S. 33a legation 
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BRUSA COMSEC CONFERENCE 
Subcommittee A 



26 September 1950 



1. Subcommittee A has held five meetings to date, viz., morning and 
afternoon of 22 September, morning of 23 September, afternoon of 25 
September, and afternoon of 26 September,, 



2. Membership of the Subcommittees 
British Members 




llr B T. R. W. Burton Miller, Head of Mission 
Captain, the Earl Cairns, R.N. 

Mr. Kenneth Perrin 
Mr. J. M. G. Pollard 
lit. Colonel C. A. Henn-Collins 
Mr. E. H. Jolley 

U. S« Members 



Captain L. F. Safford, USN, AFSA-OOX, Chairman 
Representing XEC: 

Commander F. C. Concannon, USB 

Lt. Cole T. J. Trainer, USA (Alternate: Major J.R. Carpenter, USA) 
Major J. M. Anderson, Jr., USAF (Alternate: Maj 0 R.W. Larson, USAF) 

Representing Service Cryptologic Agencies: 

Mr. Richard Battey, ASA (Alternate: Mr. TTarren Beck) 

Cdr. F. C. Concannon, USN, 0p-202 (Alternate: Cdr. G. W. Linn, USN) 
Major Phillip Evans, USAF, AFSS (Alternate: Maj. G.E. Parr, USAF) 

Representing AFSA: 

Commander D. ff. Seiler, USN, AFSA-04 

Dr. A. Sinkov, AFSA-04 (Alternate: Mr. R. H. Shaw) 

Colonel R. C. Sears, USAF, AFSA-03 (Alternate: Mr. Lap Rosen) 

Mr. Mark Rhoads, AFSA-14 (Member and Recorder) 



3o The first meeting mas attended by the following persons in addition 

to the regular members: 

Admiral Earl E. Stone, USN 
Brigadier John H. Tiltman, British SLO 
Colonel S. P. Collins, AFSA-OOA 
Captain H. 0. Hansen, AFSA <=04 
Mr. W. F. Friedman, AFSA-OOT 
Commander J.R.G. Trechman, British JSM 
• Lt. Colo Russell H. Horton> AFSA<=12A Recorder 

4o The first meeting was devoted to an outline of the scope of the subjects 

to be covered by Subcommittee A, vim., the replacement of the CCM by the U.S. 

7-rotor BCH and/or the U.S. PCM, certain auxiliary automatic equipment. 
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Improvements in rotor design, and security improvements of present COM 
as proposed by the U.S. JCS in 2074/2 dated 27 December 1949. The 7° rot or 
BCM (CSP 4300) mas exhibited and demonstrated at this meeting. 

5. At the second meeting the British outlined their general problem. 
They are willing to accept the 7-rotor BCM cryptographic principle, and 
discussions ensued as to how its adoption would fit in with present and long 
range plana. Also discussed was how and what automatic teleprinter equip- 
ment could be used with the 7-rotor BCM, and how the small version called 
the PCM fitted into the picture. 

6. The third meeting on Saturday morning, 23 September, included 
exhibition and operation ^ where practicable) oft 

a. CSP 5100 Reader working with 7-rotor BCM (CSP 4300), 

b. CSP 1700 (modified by substituting ENG- 308 translator 
for ENG-108 printer) working with the AN/GGA-1 Off-line Equipment. 

c. Drawing of the CSP 5000 (small Off-line Equipment). 

. do PCM (Mock-up, photographs and stepping diagram /schematic 
diagram not availably?* 

e. PCM and BCM rotors, with examples of interchangeable notch 



patterns and bobbin wiring. 

7. The fourth meeting was held on Mondey afternoon after the British 
had had an opportunity to discuss the U. S. exhibits among tnemselvee. After 

v ftui 

some discussion the following agreemewts to be forwarded to the Executive 



Committee for approval were unanimously adopted by the Subcommittees 

a. The British will accept the cryptographic principles of the 
7-rotor BCM as a replacement for the CCM in combined communications. 



s xn cnsDJJiau ouauuuru(»iwAwiBe * * 

ms*, i 

distribution of Ahte-machine 



b. Exoept by In itial agreement, distribution of thin machine 
will be limited to the U.S. and. British Commonwealth. The British agree . 
to notify the U.S. authorities when any issue is made to a womb ey- of the 



Vabe^"- 



British Commonwealth. 



c. The target date for full implementation of the 7-rotor BCM 
is set as 1 January 1955 or sooner if circumstances permit. Limited 
introduction, where a small number of machines would be involved, should 



be implemented at the earliest practicable date. 
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d. Rotors on both U e S. and British versions of the 7-rotor 
BCH to be physically and cryptographically interchangeable* This means 
that the British will change to the size nov used in CSP 1700. All data, 
manufacturing, and wiring details to be furnished to the British for this 
purpose. 

e. The British and D.S. will make Independent security studies 
on the 7-rotor BCH, including the following items: 

(1) Possible changes in stepping order. 

(2) Notch patterns for stepping control. 

(3) Type of rotor wiring (interval, random, or composite). 

(4) Preparation of key lists. 

(5) Indicator procedure. 

(6) Restriction^, on operational use of machine for security 

*UJ u 

(7) And similar,, matters. . A 

Upon completion of these studies the U.S. and U.K. will exchange, papers 

j : N * a * 

Affl e omout will be -ee tfeght- thro agh , 

^ ,A to 

If necessary, a special meetin^nay m 



tt** 



_ \ 



held in London (or Washington) at seme later 



0 



f. The British and U.S. will prepare and exchange separate papers 
for purpoa^ of reaching prf agreement^ on operating Instructions, maintenance 
instructions, crypto- security precautions, and other procedural matters. 

g. Models (when available), drawings, specifications, and 

operating instructions (where necessary) of the following equipments will 
WvwjU 

be giveg to the British: 

K 

BCM (CSP 4300) 

PCM (CSP 4700) and PCM type rotor 
Tape Reader (AFSAH 12 or CSP 5100) 

CSP 5000 Off-line automatic equipment 
ENG- 308 Translator for BCM (CSP 4300) 

Rotor refinements for Mark I (3"), Mark II (3 1/2“), and 
Mark III (2 1/2") rotors 



AN/GGA* 



1 (Instructions on ly) ^ ^ __ 
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••-' -^CL, 

' ho Make fSnitogflnAti^ loaa{ to British .p& tools and dies for 
Mark I rotorsC^V&^^ft** 3 * 

S 0toM£t 

io Make indftfdnAi o loan esssfiBb to British m * tools and drav^-- 

'A 'K A 

ings of old TypeX adapter, new design of TypeX adapter rotors with tires, 
and parts and drawings for new TypeX adapters 

8. The following agra regarding improvement of security 

of present COM until supersession date 1 January 1955 as proposed by the 

U. S. JCS in 2074/2 dated 27 December 1949: 

a. Henceforth there will be issued 20 rotors to the set for 
each COM in lieu of present number of 10. This will become effective 
with the next issue of new rotors. Xey lists will be so prepared that no 
rotor will ever be effective on two successive days, within the same key 
lists for each cryptochannel, so as to permit setting up two baskets for 
two successive days from a single set of 20 rotors thus obviating the need 
for duplicate sets of rotors. This will result in no substantial increase 
in the number of rotors to be fabricated under present plans. 

.bo Removable tires will be Introduced as soon as practicable after 
suitable rotors become available. 

Co Matters such as the rate of supersession and specific t lines 
of supersession are to be left to /U. ft. ' Combl i ifctd^J CIgr 

charged with such matters. 

9. The D. 5. will prepare criticism of the British machines, "Pendragon" 
and "Singlet. 1 * 

10o Subcommittee A will reconvene after Subcommittee B has completed 
its deliberatlonso It is hoped that further agreement may then be reached 
regarding the long=ras«9 provision of facilities for automatic operations, 
using off-line combined cipher equipment. 

11. The fifth meeting was called for committee approval of the wording 

« 

of the foregoing items. 









T. R. Wo BTJKTOH MILLER 
Chairman, British Delegation 




L. P. SAFI® 



Captain, U.S.H. 

Chairman, U.S. Delegation 
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